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All software programs released to consumers, corporations, and governments targetmg 64
desktop, mobile, or embedded systems will have a monolithic binary structure. de e
Specifically, Building Diverse Computer Systems [1] discusses software monocﬁtol@?\—

being the reason why computers are vulnerable to large scale and repeated attacks/This
monolithic binary culture leaves systems open to software exploitation across any
number of computer systems in many environments.
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Research Questions:

RQ1: Can a generalized tool to generate binary variants be developed to provide passive
protections to computer systems?

RQ2: How do we measure binary diversification?

RQ3: Can we measure the efficacy of binary diversification’s ability to make an
appreciable difference in preventing binary exploitation?
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[1] Stephanie Forrest, Anil Somayaji, and David H Ackley. Building
Diverse Computer Systems. Technical report, 1997.
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