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ABSTRACT

In distributed optimization and iterative consensus litera-
ture, a standard problem is for N agents to minimize a
function f over a subset of RY, where the cost function
is expressed as a sum Y f;. In this paper, we study the pri-
vate distributed optimization (PDOP) problem with the ad-
ditional requirement that the cost function of the individual
agents should remain differentially private. The adversary
attempts to infer information about the private cost func-
tions from the messages that the agents exchange. Achieving
differential privacy requires that any change of an individ-
ual’s cost function only results in unsubstantial changes in
the statistics of the messages. We propose a class of itera-
tive algorithms for solving PDOP, which achieves differential
privacy and convergence to the optimal value. Our analy-
sis reveals the dependence of the achieved accuracy and the
privacy levels on the the parameters of the algorithm.

1. INTRODUCTION

We introduce the private distributed optimization prob-
lem (PDOP) in which N agents are required to minimize a
global cost function f that is the sum X ; fi; of N cost func-
tions for the individual agents. An instance of the problem
arises when N secretive agents (with their own convex travel
costs) wish to agree on a rendezvous point in a country such
that (a) the travel cost for the entire group is minimized and
(b) an adversary reading all the communication between the
agents is unable to deduce the cost functions for the individ-
uals. We study iterative algorithms for solving this problem
in which agents exchange information about their current
estimates for the optimal point and then update their esti-
mates based on the information received from their neigh-
bors. In doing so, however, the agents must preserve the
privacy of their individual cost functions. The agents com-
municate over a communication network in which the con-
nectivity may change over time. While iterative solutions
for distributed optimization have been explored previously
(see [6,8,9]), to our knowledge this paper is the first at-
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tempt to achieve this goal while maintaining privacy. The
notion of privacy we adopt is derived from e-differential pri-
vacy [1,2] applied to continuous bit streams in [3]. This
e-differential privacy ensures that an adversary with access
to all the communication in the system—we call this an ob-
servation sequence—cannot gain any significant information
about the cost function of any agent.

In this paper, we study a class of synchronous iterative dis-
tributed algorithms for solving PDOP. Iterative algorithms
proceed in round. In each round, an agent participating in
our algorithm executes three subroutines. First, it adds a
vector of random noise, drawn from Laplace distribution, to
its estimate for the optimal point and broadcasts this noisy
estimate to the other agents. Sharing noisy estimates en-
ables the agent to protect the privacy of its cost functions.
For convergence of the estimates to the optimal point, how-
ever, the noise added in successive rounds must decay down
to 0. Indeed, in our algorithm the parameters of the suc-
cessive Laplace distributions are chosen such that they con-
verge to the Dirac distribution. Next, the agent computes a
weighted average over its neighbors’ noisy broadcasts based
on the communication graph of that round. Finally, the
agent computes a new estimate by moving the average value
against the gradient of its own cost function according to a
step size. The step sizes are chosen so that they decay down
to zero over rounds.

A key quantity which determines the amount of noise to
be added in each round for achieving differential privacy
is the sensitivity of the algorithm. Roughly, the sensitiv-
ity at round ¢ is the change in the observable behavior of
the system at round ¢, namely the messages exchanged at
round ¢, with change in the cost function of any agent (see
Definition 5). For differential privacy, the ratio of the sen-
sitivity and the parameter for the Laplace noise must be
small (see Lemma 1). For the estimate of the optimal point
to get arbitrarily close to the optimal point, standard iter-
ative algorithms for distributed optimization (for example,
the ones discussed in [8]), require the sum of the step sizes
to be infinite. This strategy, however, would increase the
sensitivity of the system for later rounds. That is, an adver-
sary could begin to infer significant information about the
individual cost functions. Thus, unlike the standard algo-
rithms and our previous algorithm for private consensus [4],
our algorithm for PDOP uses step sizes that sum to a finite
quantity. Assuming that the domain is bounded, we then es-
tablish convergence and both the level of differential privacy
and the optimality of the algorithm (Theorems 4 and 10).

The algorithm has four parameters: the initial noise, the



noise decay rate, the initial step size and the step size decay
rate. By choosing these parameters appropriately, the al-
gorithm guarantees either e-differential privacy for arbitrary
€ > 0 or d-accurate optimization for arbitrary d > 0. Our
analysis reveals in detail the influence of these parameters
on the accuracy level and the privacy level of the algorithm.

2. PRELIMINARIES

The algorithms presented in this paper rely on random
real numbers drawn according to the Laplace distribution.
For a constant ¢ > 0, Lap(c) denotes the Laplace distri-
bution with probability density function p.(z) = ﬁe“ml/c.
This distribution has mean zero and variance 2¢?. For any

z,y € R, it can be shown that Zﬁ—g; < exp(‘y;czl).

For a natural number N € N, we denote the set {1,..., N}
by [N]. For a vector v of length n, the i** component is
denoted by v;. The transpose of v is denoted by v”. For a
vector v in R™ and 1 < p < o0, ||v||p stands for the standard
LP-norm for v. Without a subscript, || - || stands for L*-
norm. That is, ||v]| = VvTv. Recall that for any vector
v € R", the inequality ||v||]2 < |Jv||1 < v/n||v]|2 holds.

An Euclidean projection of a point € R™ onto a set X C
R™ is a point in X that is closest to x measured by Euclidean
norm. If there are multiple candidate points, one is chosen
arbitrarily, and to reduce notational overhead we treat the
Euclidean projection Projx(z) as a function of z and X.
That is, y = Projx(z) if y € X and ||y — z|| < ||z — || for
any z € R"\ X. A well known property of projection is that
it does not increase the distance between points. That is,
IProja(x) — Projx(y)l| < |z — yl| for any z,y € R™.

A differentiable function f : X — R is convex if for any
z,y € X, v fx)T(y —2) < f(y) — f(z). Moreover, if there
exists a positive constant ¢ > 0 such that 7 f(z)¥(y —z) <
f(y)— f(z)— £|ly—=||?, the function f is said to be strongly
convex. Strongly convex functions on compact domains have
unique minima [7].

3. THE PRIVATE DISTRIBUTED OPTIMIZA-

TION PROBLEM

A Private Distributed Optimization (PDOP) problem P
for N agents is specified by four parameters: (i) X C R" is
the domain of optimization, (i) F C RY is a set of real-
valued, strongly convex and differentiable individual cost
functions on domain X, (iii) f : X — R is the global cost
function which is a sum of N cost functions in F, that
is, f(z) = Y fi(z) with fi € F for each i € [N], and
(iv) A = {Ai}ten is a sequence of N x N matrices which
specify the time-varying communication graph. More details
on these parameters and additional assumptions we use for
solving PDOP will be stated in Section 3.1. In Section 4.1,
we introduce the class of algorithms we study in this paper.
In Section 3.3, we formally state the requirements for solving
PDOP.

We describe the problem P as follows. The system con-
sists of N agents. Each agent ¢ € [N] is associated with an
individual cost function f; as the i*" additive term of the
global cost f. The individual cost f; is only known to agent
i. Together the agents aim to minimize:

f@) =min 37 fila), (1)
'LE[N]

subject to the constraint x € X'. We define OPTp 2 mingex f(z)

as the global minimum for f and z} = arg min, ¢ » f(z)
as the point in X that minimizes the cost function. For a
PDOP P we denote its components and related quantities
by Xp, Fp, fp, Ap,OPTp and z3. We drop the subscript
when it is clear from context. For a pair of PDOPs P and
P’, we will also denote the corresponding quantities by X, F,
...,and X', F', etc.

3.1 Domain, Cost Function and Communica-
tion Graph

We make the following assumptions on the domain of opti-
mization and the set of individual cost functions throughout
the paper.

Assumption 1 (Convexity and compactness). (i) The set

X is compact and convex. Let C1 = sup,cy ||z|| de-
note the bound on X.

(i) The gradients of all the individual cost function are
uniformly bounded. That is, there exists Ca2 > 0 such
that for any x € X and any g € F, ||V g(2)|] < Cs.
Since the functions in F are strongly convex, there also
exists C3 > 0 such that for any x,y € X and for any

geF, v @) (y—x) < fly)— flx) — Ly — 2|

The first part of Assumption 1 is standard which guaran-
tees the existence of an optimal solution. The second part
of the above assumption holds if the magnitude of the gradi-
ents of individual cost functions do not grow unbounded. In
many optimization problems, it is standard to assume the
cost function to be convex, for which gradient based method
is effective. Strong convexity provides a stronger bound on
the gradient term v f(x) (y — ) which is necessary of an-
alyzing the accuracy of our algorithm.

We assume a synchronous model of distributed computa-
tion though the communication network among the agents
is time varying. We model the communication network
at round t as a weighted graph G: = (V, &, W), where
(i) ¥ = [NV] is the set of agents, (ii) & C V x V is the set of
edges over which information is exchanged at round ¢, and
(iif) Wy : & +— (0,1] is the weighted function labels each
edge with a positive weight. The graph G is represented
by an N x N matrix A;, where the entry a: ;(t) = Wi (i, j)
if (i,j) € & otherwise a;,;(t) := 0. We assume that the
matrix A is doubly stochastic. That is, for each i € [N],
> jev @i (t) = 1 and for each j € [N], 37,1y aii(t) = L.
Roughiy7 this assumption ensures each agent’s decision has
an equal influence on the final decision. This statement will
become clearer after we introduce the algorithm. We use the
following assumption on the robustness of the time-varying
communication network A throughout the paper.

Assumption 2 (Robust connectivity). We assume that for
each t € N, the graph A is strongly connected. In addition,
there exists a robustness parameter n € (0,1] such that for
each t € N:

(i) asi(t) > n for each i. And
(%) a;,;(t) >mn for each a;;(t) >0 .

This assumption guarantees that there exists a path in the
graph linking each pair of the agents. Moreover, the sum of
weights along the path is lower bounded.



3.2 Iterative Distributed Algorithms for PDOP

We study an class of iterative distributed algorithms for
solving PDOP. As shown in Algorithm 1, R, U and F are
functions or subroutines, which when instantiated will give
candidate algorithms. The constant 7" is the total number
of rounds over which the algorithm is executed and it de-
termines the accuracy of the final answer. The agents have
internal states. An agent’s state is defined by the valuations
of individual variables. Each agent has four internal vari-
ables, which are (i) z; € X is agent ¢’s current estimate of
the optimal point; it is initialized to an arbitrary point x;o
in X, (ii) y; € R" is the value agent ¢ broadcasts to other
agents, (iii) z; € R™ is the value agent ¢ computes based
on the values it receives from its neighbors, (iv) t € N is
the current round number, and (v) buffer is an ordered set
which stores the messages received by agent ¢ in a given
round from its neighbors.

Algorithm 1: Algorithmic template for iterative solu-
tion of PDOP.
1: Input: f;, X, A
2: X+ Tio;
3: fort=1:T do
4:  y; < R(xs,t);
5: Broadcast(y;);
6:  buffer, + Receive();
T: oz < F(Aq, buffer;) ;
8:
9:
10

@i + Uz, fi, X3
end for
: return R

Message exchanging between agents is assumed to be atomic.

That is, the Receive(y;) routine of agent i broadcasts y;
to all his neighbors and the Receive() routine receives all
neighbors’ broadcasts immediately. This can be implemented
by underlying message exchanging protocols. In each round
t € N, the algorithm has four phases: (i) each agent executes
a subroutine R to compute the value to report (y;) based on
his individual value (z;) (line 4), (ii) each agent broadcasts
its value (y;) and receives all neighbors’ reports (line 5-6),
(iii) each agent executes a subroutine F' to compute a ag-
gregate value (z;) based on its neighbors’ messages (line 7),
and (iv) each agent executes a subroutine U to compute a
new individual value (z;) that reduces the individual cost
function f; (line 8).

We denote x;(t) as the valuation of z; at the end of round
t. We denote the aggregate state x(t) as a vector of the N
individual valuations: z(t) = [z1(t),...,zn5(t)]. y:i(t), 2i(t),
y(t) and z(t) are similarly defined as valuations of individual
variables and vectors at the end of round ¢. Each round of a
iterative distributed algorithm transforms the state vector of
the entire system to a new state vector. An execution of such
an algorithm for a given PDOP, is an infinite sequence of the

algorithm has a unique execution. For fixed (possibly ran-
domized) subroutines U, R, F', and a fixed initial state z(0),
let Obs denote the set of all sequences of messages that the
resulting algorithm can produce for any PDOP problem?.

In this paper, we will study randomized versions of these
subroutines. For a fixed choice of these randomized subrou-
tines (to be stated in Section 4.1), Zp denotes the set of
all executions of the resulting algorithm for a given PDOP
P and a given set of initial conditions®. The probability
measure over the space of executions Pp is defined in the
standard way by first defining a o-algebra of cones over the
space of executions, and then by defining the probability of
the cones by integrating over p (see for example [5]).

3.3 Convergence, Accuracy and Differential Pri-

vacy

An iterative distributed algorithm solves the PDOP prob-
lem if the estimates of all the agents converge to the optimal

point of f and the algorithm preserves differential privacy
of the f;’s.

Definition 1 (Convergence). An iterative distributed algo-
rithm converges if for any PDOP P and any initial config-
uration, for any agents i,j € [N],

Jim | (z:(t) — 2;(1)]| = 0,
where the expectation is taken over the coin-flips of the al-
gorithm, that is, the randomization in the R, F' and U sub-
routines of the individual agents.

We define z(t) £ = 2icin Ti(t) as the average of the
individual agent estimates at the end of round ¢. We define
the accuracy of the algorithm by the expected value of the
global cost function evaluated at the average.

Definition 2 (Accuracy). For a d > 0, an iterative dis-
tributed algorithm is said to be d-accurate if,
Jim Bf(E(0)] < £+ d.

where the expectation is taken over the coin-flips of the al-
gorithm.

The smaller the d-accuracy, the more accurate the algo-
rithm. If the algorithm converges to the exact global optimal
point z*, then it is O-accurate.

Our definition of privacy is a modification of the notion
of differential privacy introduced in [3] in the context of
streaming algorithms. We consider an adversary with full
access to all the communication channels. That is, he can
peek inside all the messages (y(¢)) going back and forth
between the agents. Formally, for an iterative distributed
algorithm, there is an inverse observation mapping R ™!
that maps from (i) a PDOP P, (ii) an observation sequence

form a = (0), (x(1), y(1), 2(1), buffer(1)), (z(2), y(2), 2(2), buffer(2)§ Qbs, and (iii) an initial state vector x(0) to the set of cor-

The observable part of such an execution are the correspond-
ing infinite sequence of messages y(1),y(2),.... We denote

the observation mapping R(a) = y(1),y(2),....

Note that the set of messages stored in buffer,(t) is uniquely
specified by the vector y(t) and the communication graph
for the round A:. Thus, for deterministic subroutines R,
F, and U, and particular choices of the initial valuations of
the variables, and a given PDOP P an iterative distributed

responding executions {a € Ep : R(a) = p A a(0) = z(0)}.

Definition 3 (Adjacency). Two PDOPs P and P’ are ad-
jacent, if the following holds:

'Here we are suppressing the dependence of Obs on U, R, F
and z(0) for notational convenience.

2Here we are suppressing the dependence of Zp and Pp on
U, R, F and z(0) for notational convenience.



(i) X =X, F=F and A= A, that is, the domain of
optimization, the set of individual cost functions and
the communication graphs are identical, and

(i1) there exists an i € [N], such that f; # fi and for all

That is, two PDOP are adjacent if only one agent changed
its individual cost function while all other parameters are
identical.

Definition 4. For an € > 0, the iterative distributed al-
gorithm is e-differentially private, if for any two adjacent
PDOPs P and P’, any set of observation sequences Y C Obs
and any initial state © € XN

P[R™Y(P,Y,0)] < eP[R™(P',Y,0)], 2)

where the expectation is taken over the coin-flips of the al-
gorithm.

Roughly, the notion of e-differential privacy ensures that
an adversary with access to all the observation sequence can-
not gain information about the individual cost function of
any agent with any significant probability. The probabil-
ity measure is over the o-algebra of of cones over the set of
executions. A smaller e suggests a higher privacy level. In
the rest of the paper, we discuss algorithms to solve PDOP
which guarantee e-differential privacy and d-accuracy.

4. AN ALGORITHM FOR PDOP INSTAN-
TIATING THE SUBROUTINES

4.1 Algorithm Description

In Section 4.1, we introduced a class of iterative distributed
algorithms in terms of the subroutines R, F' and U. In this
section, we instantiate the subroutines and analyze the con-
vergence, accuracy and differential privacy of the resulting
algorithm. The subroutine R, shown in Algorithm 2, com-
putes a value to broadcast based on agent ¢’s estimate xz; at
round ¢. The agent first generates a vector of n (which is
the length of x;) noise values drawn independently from the
Laplace distribution Lap(M;) with parameter M;. Lemma 1
shows how to select an M;. The value to report is the sum
of z; and the noise vector w;.

Algorithm 2: Subroutine R

1: Input: z;,t
2: w; ~ Lap(My);

3 yi = T + wis
4: return y;

The subroutine F', shown in Algorithm 3, computes a
value z; based on all the neighbors’ messages. In this subrou-
tine, the agent stores agent j’s broadcast into a local variable

y; if it presents in agent i’s buffer, otherwise let y; £ 0s Re-
call that a; ;(t) is the entry on the i*" column and j** row of
a stochastic matrix A;. Thus, the value z; = 3~ nj aij (¢)y;
is indeed the weighted average of neighbors’ broadcast based
on the communication graph A;.

The subroutine U is shown in Algorithm 4. In this sub-
routine, the agent computes a new local value x; by moving
from z; against the gradient of f;. Roughly, this computa-
tion reduces the individual cost function f; from the point

Algorithm 3: Subroutine F’

1: Input: A, buffer, 3: 2z =
2: For all j € [N],
y; < read(buffer,, j);

Zje[N] ai; (1)y;3
4: return z;

zi. The parameter =y, is the step size at round ¢t. The pro-
jection Projx guarantees that the estimate for agent ¢ is in
X.

Algorithm 4: Subroutine U

1: Input: z;,t, fi, X
2: x; « Projx[zi —

e (7 fiz:))]s

3: return z;

From Algorithm 2-4, we can write down the computation
of each agent ¢ at round t as following three equations:

yi(t) = xi(t—1) +wi(t) (3)

z(t) = Y ay(t)y;(t). (4)
JE[N]

zi(t) = Projx[zi(t) — (v fi(z(t)))]- (5)

There are two undefined parameters: the noise parameter
M, and the step size ; based on the round t. We propose
to choose these parameter as:

M, =c q’fl
1 (6)
Yt = C2qy

where ¢; > 0 is the initial noise parameter, g1 € (0,1) is
the noise decay rate, c2 € (0, C%) is the initial step size and
g2 € (0,¢1) is the step size decay rate (C3 is a constant intro-
duced in Assumption 1). As a result, the noise distribution
converges to Dirac distribution and the step size converges
to 0. Later we show that by choosing these two parameters
geometrically decaying on ¢, the iterative distributed algo-
rithm is convergent and ensure certain level of accuracy and
differential privacy.

4.2 Differential Privacy

Recall in Definition 3, two PDOP P and P’ are said to
be adjacent if only one term of f’ is different from that
of f. The notion of sensitivity of a mechanism captures
the maximum change in the states (z(t)) for two adjacent
PDOP. Recall that in Section 3.3, we introduced a inverse
observation mapping R~ (P, p, z(0)) that maps a PDOP
P, an observation sequence p and an initial configuration
2(0) to a set of executions, each of which is in the form a =

z(0), <‘T(1)a y(1), Z(l)’ buﬁ”er(l), >7 (m(2)7y(2), 2(2), buffer(2)), . ...

Let R;(lt)(P, p,z(0)) be the set of z(t) component of the set
of the executions a € R™*(P, p, z(0)).

Definition 5. At each round t € N, for any observation
sequence p € Obs, any initial state £(0) € XY and any ad-
jacent DOP P, P', We define the sensitivity of Algorithm 1
as
At) £ sup
T€R ) (Pop.e(0),)
x’ER;&)(P’,p,m(O),t)

||z — 2'I]1,



where the norm used is L*-norm.

We will show that A(t) is bounded for any ¢ € N for the
algorithm. We state the following lemma which is a sufficient
condition on the amount of noise to guarantees e-differential
privacy.

Lemma 1. At each round t € N, if each agent adds a noise

vector w;(t) consisting n Laplace noise independently drawn
from Lap(M;) such that > ;2 AN(;> < €, then the iterative
distributed algorithm is e- dzﬁerentzally private.

Proof. Fix any pair of adjacent PDOP P and P’, any set of
observation sequence Obs and any initial state z(0) € X. For
simplicity, we denote the sets of executions R™*(P, Obs, ©)
and R™'(P’,0bs,0) by A and A’ respectively. First we
introduce a proposition of the uniqueness of the mapping
R~L. The proof can be found in appendix.

Proposition 2. For any PDOP P, any observation se-
quence p € Obs, for any initial state ©, R™*(P,p,0) is
a singleton set.

We define a correspondence B between the sets A and
A'. For a € Aand o' € A, B(o) = o if and only if
they have the same observation sequence. That is R(a) =
R(a’). Fix any observation sequence p in Obs, there is an
unique execution o« € A that can produce the observation.
Similarly, o’ is also unique in A’. So B is indeed a bijection.
we relate the probability measures of the sets of executions
Aand A’

PR (f,0bs,2(0)] _ JucaPloldu
P[R-1(f",0bs,2(0))] [, Pla']dp"

Changing the variable using the bijection B we have,

[ omea = [ eiB@di= [ PiB)d
a’eA’ B(a)e A’ acA

(8)
From Algorithm 2-4, recall that we fixed the observation
sequence p, the probability comes from the noise w;(t). That

is,
| Plaldu= [ Pielplan
a€cA acA

where £ is the sequence of state vector z(t) corresponding to
«; p is the corresponding observation sequence. Along the
sequence &, x;(t) is a vector of length n. We denote the k
state component of x;(t) by mik) (t). From Algorithm 2, y;(t)
is obtained by adding n independent noise to x(t), from the
distribution Lap(My), it follows that the probability density
of an execution is reduced to

Pl =[] pan @) -

i€[N],k€E[n]
teN

(7)

zM (1)), (9)

where py () is the probability density function of Lap(b) at
x. Then, we relate the distance at time ¢ between the state
of @ and B(«) with the sensitivity A(t). By the Definition 5,
we have

llz(t) = 2" @)l < A®).

The norm in above equation is L'-norm. The global state
z(t) consists of N local state x;(t), each of which has n com-
ponent. So (z(t) — 2’(t)) lives in space R™". By definition

of L'-norm:

n k k
S T 17 @) = P @) = () -
Recall that by definition of B, the observations of a and
B(a) match, that is y(t) = 3'(t). From the property of
Laplace distribution introduced in Section 2,
k
o (v (1) = 2" (1))
k k
e Py () () = 2 (1)

< I ew <|y"”<t> 0 A—i;(’“(t) + x;"%))

zi(t)|l < A1).

i€[N],kE€[n]
(k) py _ 1K)
I exp<|xi (t)Mtaa (t))
1€[N],kE€[n]
— A)
ey 3 OO PO 3
1€[N],k€[n]
(10)
Combining Equation (7), (8), (9) and (10), we derive
P[R™'(f,0bs,©)] _ faeAH”[aldu o
PIR1(f.065,0)] ~ Joe PB(@)du = L1
<eZren

am
If M satisfy > .2, Aﬁit) < ¢, then [[,cye ™ < e. Thus
the lemma follows. O

Lemma 1 states that by adding Laplace noises drawn in-
dependently from some Laplace distribution, the iterative
distributed algorithm defined by Algorithm 2-4 guarantees
e-differential privacy. The parameters of the noise to add
depends on the sensitivity of the algorithm. In the next
lemma, we state a bound of the sensitivity of our proposed
algorithm.

Lemma 3. If Assumption 1 holds, the sensitivity of the
proposed algorithm is

A(t) = 2Co/nye.

Proof. Fix any observation sequence p, any initial state © €
XN and any adjacent P, P’. Let R™(P, p; 0) = z(0), (x(l),y(l),z(l),
and R™(P', p,0) = 2'(0), (1), / (1), /(1) buf er' (1)),
be the executions for PDOP P and P’ respectively.

By fixing the observation sequence p for both executions,
we have y(t) = y'(t) for all t. From Algorithm 3, z;(t) =
5 e (DY (8) = 3 e ais (O (8) = 2(2) for each i €
[N] and each round ¢. From Definition 3, f and f’ are
identical except for the ‘" components. Thus, by applying
Algorithm 4, we have:

HR;(t) (Pv Ps 6) - R;(lt) (73/7 ps @)Hl
= lai(t) = 7V fi(2:(1)) — 2i(t) + 7(V fi(zi(0)]lr = |l v fi(2

From Assumption 1, the L? norm || 7 fi(2: (£))) =<7 fi(z: ()] <
2C5. By the norm inequality introduced in Section 2, we
have,

At) = sup
€R L (Pupia(O))
. eRI(t)UD 0:2(0),1)

Yell 7 fi(2: ()= fi(z: ()11 < 2Cov/nve.



O

With Lemma 1 and 3, it directly follows that our algo-
rithm guarantees e-differential privacy.

Theorem 4. The proposed algorithm guarantees e-differential

2Ca2v/ncaq1

privacy with € = TR

Proof. Recall that in Section 4.1, the Laplace noise at time
t is drawn from distribution Lap(M;) with M; = cqufl.
Besides, v: = c2q¢5 ' with ¢2 € (0,q1). Then > 7%, MA,: <

2Co ncgqtil 20 . .
> ft,f = 2%vneadl iy hoypded. From Lemma 1,
t=1 c1qq c1(q1—q2)

the algorithm guarantees e-differential privacy with e =

202+/ncaq1
c1(q1—q2)

0 by letting c2 — 0. Thus, we conclude that by choosing the
parameters (ci1,c2,q1,qz2) properly, the iterative distributed
algorithm guarantees any level of e-differential privacy.

‘We can observe from the above theorem that

4.3 Convergence

In this section, we prove that the algorithm guarantees

convergence. We define the transfer matrix ®(k, s) = Hf:SH A(t),

which captures the evolution of states under a sequence of
communication graph {A;}¥. ;. We denote ®(k,s);; as the
entry of ®(k, s) on the i row and j*" column. The follow-
ing lemma dues to [6] states that ®(k,s) convergence to a
constant matrix as k — oo.

Lemma 5. If Assumption 2 holds, there exist 6 > 0 and
B € (0,1) such that for any i,j € [N],

1 t—s
B(t,8)i,; — —| < .
[@(t, )05 — 5 < 68

Recall in Algorithm 3, agent j influences agent i’s compu-
tation through the entry a; ;(¢) of the communication graph
A;. Roughly, Lemma 5 states that any two agents j and
k has the same longterm influence on agent i’s local state
under our assumption of the robustness of connectivity of
communication graphs. As a direct result from this lemma,
any two entries of ®(t,s) converge to each other geometri-
cally. That is, for any 4, j, k,l € [N], |®(¢, 8)i; — P(t, $)k,1| <
203'~%. For the algorithm defined by Algorithm 2-4, we
compute the distance between any two local state using the
previous lemma.

Lemma 6. Under Assumptions 1 and 2, for the proposed
iterative distributed algorithm, for any agents i,j € [N] and
any time t € N, the following holds:

t t
||z (t) =25 (1)]| < 2NC1OB +2NC20 > 7,8 °+2N6 > ']
s=1

s=1
where 8 > 0 and B € (0,1) are defined in Lemma 5.

The proof can be found in appendix. The above lemma
bounds the distance between two agents’ local states by
three terms. The first term 2NC;63" dies down. The later
two terms have the form of convolutions. The later lemma
determines the limits of a convolution.

Lemma 7. For a constant f € (0,1) and a convergent
scalar sequence {ax} such that limy_, o ar, = 0, the following
holds:

. n—k _
nlLII;O;ﬁ ar = 0. (11)

2Ca2v/nc2q1
ci1(q1—q2) °
O

wydh

Proof of Lemma 7 is shown in appendix. This lemma sug-
gests that the limit of Equation (17) depends on the limit
of the noise magnitude as well as the limit of the step size.
With Lemma 6 and 7, the convergence of Algorithm de-
scribed in Section 4.1 follows directly.

Theorem 8. The algorithm described in Section 4.1 con-
verges.

Proof. From Lemma 6, ||z;(t)—z;(t)|| < 2NC108*+2NC20 3" _, 7. "

2NO Y B |wi(s)]|. From Section 4.1, limy 0o v¢ = 0
and lim; o E||wg(t)|| = 0. From Lemma 7, we have

lim E||z;(t) — z;(t)|| = 0.
t—o0
Thus the iterative distributed algorithm converges. O

Theorem 8 shows that our proposed algorithm converges,
which requires the expected distance between local values of
different agents to converge to 0. That is, the agents will
eventually agree on a value as a solution of the optimization
problem.

4.4 Accuracy

In this section, we discuss whether the local values even-
tually minimize the global cost function by running the it-
erative distributed algorithm. We first state a lemma which
compares the sum of distance from z;(t) to any fixed point
x' to that of distance from z;(t) to z'.

Lemma 9. Fized any point ©' € X, for our proposed it-
erative distributed algorithm, for all i € [N], the following
holds,

Szt - P < 3 et —1) - + o). (12)

i€[N] i€[N]

We will state our last main theorem which shows that our
proposed algorithm guarantees d-accuracy. The accuracy
guarantee shown in Theorem 10 has a complected expres-
sion. Later we will show that the algorithm can be arbitrar-
ily accurate by properly choosing the algorithm parameters
(c1,¢2,q1,q2)-

Theorem 10. The proposed iterative distributed algorithm
guarantees d-accuracy with

C3c3 n 20563
l—qi 1-qf

_Cgeco
d=2C,Coe T-02 + (13)

Proof of the theorem can be found in appendix. In the
abovi theorem, we derived a bound of the accuracy the al-
'm guarantees. This bound has three terms. The third

2c%

T — 0 as ¢ — 0. The first term decreases if —2
41

term 1
—q2

2
increases, while the second term decreases if - 02(12 decreases.
—42

Lemma 11. For any d’ > 0 there emists a selection of

_Cgea
ci,c2 > 0andgr € (0,1),q2 € (0,q1) such that 2C1Cee T-92 4
Cgcg QCQC% < d/
17q% 17q% — :

The proof of this lemma can be found in appendix. Al-
though the first term and the second term seems competing
each other, this lemma shows that their sum can be reduced
to arbitrary small. That is, our algorithm guarantees arbi-
trary level of accuracy if needed.



4.5 Discussion

The algorithm has two noise parameters: the initial noise
c1 and the noise decay rate ¢1; and it has two step-size pa-
rameters: the initial step size c2 and the step size decay rate

q2. We have established that the algorithm guarantees e-

202+/ncaqy

c1(q1—q2) and

differential privacy and d-accuracy with ¢ =
Csc

d= 26’16’26_1J"Tz + % + 21622;2%.
rameters appropriately, the algorithm can either guarantee
e-differential privacy for arbitrary e > 0 or it can guarantee
d-accuracy for arbitrary d > 0. The dependency of the accu-
racy level and the privacy level of the algorithm on each of
the four parameters based on the partial derivative of € and
d. The dependency sometimes involves the relative magni-
tudes of constants C1, Co and Cs. In that case, we assume
that C1 > (s, (3, because in many applications we want
to search for an optima over a relatively large domain. We
observe that if we fix any other parameters:

By choosing these pa-

(I) if the initial noise c¢i increases, then (i) the privacy
level increases, but (ii) the accuracy level decreases,

(IT) if the noise decaying decay ¢1 increases, then (i) the
privacy level increases, and (ii) accuracy level decreases,

(I11) if the initial step size c2 increases, (i) the privacy level
decreases, and (ii) the accuracy level increase first and
then decreases. The best accuracy can be achieved if

Cac*
* : : p— Caoc*
c2 = ¢" which solves the equation C;Cse 22 = Tt

(IV) if the step decaying rate g increases, (i) the pri-
vacy level decreases, and (ii) the accuracy level in-
crease first and then decreases. The best accuracy
can be achieved if g2 = ¢* which solves the equation

Cgea Cc2c
*F-1 — 292
01036 (I+q*)2"

5. CONCLUSION

We formulated the private distributed optimization (PDOP)

problem in which N agents are required to minimize a global
cost function f that is the sum 3, f; of N cost functions
for the individual agents. The agents may exchange infor-
mation about their estimates for the optimal solution, but
are required to keep their cost functions, namely the f;’s,
differentially private from an adversary with access to all
the communication. We studied structurally simple iter-
ative distributed algorithms for solving PDOP. Like other
iterative algorithms for consensus and optimization, our al-
gorithm proceeds in rounds. In each round, however, an
agent first adds a vector of carefully chosen random noise to
its current estimate for the optimal point and broadcasts this
noisy estimate to its neighbors. The noise is chosen from a
Laplace distribution that converges to the Dirac distribution
with increasing number of rounds.In the second phase, the
agent updates its estimate by (a) taking a weighted average
of the noisy estimates it received from its neighbors and (b)
moving the estimate, by a carefully chosen step-size, in op-
posite direction of a the gradient of its own cost function (f;
for agent i). The communication topology and hence the
neighbors of an agent may change from one round to an-
other, yet, this structurally simple algorithm solves PDOP.
We establish its differential privacy as well as its approx-
imate convergence to the optimal point. The analysis also
reveals the dependence of the accuracy and the privacy levels

of the algorithm on the the noise and the step-size parame-
ters.

Accurately solving distributed coordination problems re-
quire information sharing. Participants in such distributed
coordination might be willing to sacrifice on the quality of
the solution provided this loss is commensurate with the gain
in the level of privacy of their individual preferences. Thus,
a natural question is to quantify the cost or inaccuracy in-
curred in solving the problem as a function of the privacy
level. In this paper, we have addressed this question in the
context of PDOP and the class of iterative algorithms. Even
for the class of iterative algorithms, establishing a lower-
bound on the maximum level of differential privacy that can
be achieved for a certain level of accuracy remains an open
problem.
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APPENDIX

Proof of Proposition 2

Proof. Fixed a DOP P, the communication graphs A; are
fixed. Fixed an observation sequence p, the messages y(t) at
each round ¢ are fixed. From Equation (4), for each i € [N]
and t € N, z;(t) is uniquely determined. Then by Equa-
tion (5), recalling that f; is specified by DOP P, we can
conclude that z;(t) is uniquely specified for each ¢ € [N] and
t € N. Besides, x(0) is specified by ©. Thus, the execution
a = 1'(0), <$(1)7y(1)a 2(1»7 = Ril(lpa Ps 6) is uniquely
determined. O

Proof of Lemma 6

Proof. For brevity, we denote u;(t) =
zi(t). Then,

zi(t) = zi(t)+ui(t) = Z ai;(t)z; (t—1)+ Z ai; (H)w; (t)+ui(t). k=N, k=N i=0

JEN] JEN]

By the property of projection, we have Recursively apply
the above equation, we have:

xl(t) = Z (t O 2337] +Z Z ,juJ

JEIN] s=1j€[N]

Thus, the distance between two local states z;(t) and z;(t)
is:

ls(t) — ;DI = D(t,0),k||zx (0

> 1@(t,0)ik

kE[N]

t—1 N
+ZZ |(I)(t,8 — 1)i,k — CI)(t s — 1 J,k||\wk X}I
s=0 k=1

By applying Lemma 5, the above expression can be reduced
to

Projx|(zi(t)—ye v fi(zi(t))]—

SIS DL

s=0j€ NProof From Equation (3)-(4), we have (1) = > ¢ n) @, (t) (@5 (1—

W+ SRR o) —

s=1RelPlom the assumptlon that the matrix A; is doubly stochas-

Equation (11) is bounded:

n Ni—1
1> 8" ] < Z 18" *ax] + Z 8" " ax| (16)
k=1 k=N

Np—1
< M Z B+ Z B"Flax| (17)
k=N,

The first summation of Expression (17) is S0, ' "% =

B (p—p") For n > Ns, we have 8" < M. Thus,

BN1(1-8) = 2M(B-BN1)
Ni—1
— ok 1=p)pM (B=pM) _ €
MY B S M gy NG =) S 2

In the second summation of Expression (17), we have |ax| <
@ from the construction of Ni. Thus

Zﬁn k:|ak|< Zﬂn k<

oo

B)Zﬁize(lz_ﬂ)f_]

Substitute the above inequilities into Equation (17), we have
[>hey B"_kak| < eforn > max{Ni, No}. That is limnﬁoo[jijzzl Je it
0.

Proof of Lemma 9

)ijwA(sh)

1) + wj;(t)). Thus,

|[2:(t _33H Z I Z ai;(t

D(t, s )igNlux (RN

)z (t = 1) +w;(t)) _x/HQ(

tic, we have}_,y aij(t) = 1. Sowehave z’ =37,y aij(1)2'.
{)Iylng this trlck to Equation (18), we have

D NP =D |l Z ai,;j(t

i€[N] i€[N] JEIN

37] (t—1)+w;(t) — "E,) H2

(19)
By triangular ,inequality and reordering of summation, we

lles(t) — z;(t)]| < 2Neﬁtks1?g]uxk< |I+2N925tSsup]lluke")‘leL?N@ZBt e (s)]]-
€

o—1 ke[N

From Assumption 1, we have ||z, (0)|| < C1 and || 7 fe(2x(s))|] <
C5. From the property of projection, ||uk(s)|| = ||Projx[zk(s)—

VeV fre(21(8))] — ze ()] < |lve 7 fr(2x(s))|| < %C2. Thus
we derive

[|z:(t)—z; (t)]| < 2NC168 +2NC’292’}@,@1 s+2NGZBt s+l \w;z;uz aij(t)||z; (t—1)+w;(t)—= H

s=1 s=1
(15)
O

Proof of Lemma 7:

Proof. {ar}72; is a convergent sequence, thus bounded. Let
lax| < M for all k € N. Fixed any € > 0, there exists an
N1 € N such that for all k& > Ny, |ax] < @ There

N
exists an N2 € N such that ™2 < % For all

n > max{Ni, N2}, the absolute value of the summation in

13 ey @630 (@5t = 1)+ wi (1) = ) [P < Fepng Dyeiy @i (0)

= Zje[N] Zie[zv] ai,;(t)]
(20)
Again from the double stochasticity of A¢, 3¢ ny ai;(t) =
1. Then the above expression can be reduced to

D7l (t=1) 4w (8) -],
JE[N]P€[N] JEIN]

Combining above equation with Equations (19) and (20), we
derive

Do Mzt =P < D et = 1) — o w0

i€[N] JEIN]

Thus the lemma follows. O
Proof of Theorem 10.

Proof. From the property of stronly convex function, we
have v fi(2))(y — @) < fily) — fila) — S|y — al [ for any



z,y € X. We denote u;(t) = —v/ fi(zi(t)). Let z* be the Substitute the above inequality into Equation (26), we have:
minimum of the problem. Thus .
_Csca(l—a3) C2 c2 2(:%
T * * 03 112 03 112 S(t) S 2016 1—qp 1 + 1 5
up () (z:(t)=2") < file") = fi(zi(1) = |l2e () =" [|” < =~ [lza(t) =2 -4 1-dqf
(21) By triangular inequality, we have E||Z(t)—z*||* = E|| & Dien Tilt)—

Take 2-norm on both side of Equation (5), using the property
of projection, we have

s (8) =" ||* < |lz0()+yeus(t)—2"||* = ||z () =" || +-27eui (

Combining this equation with Equation (21) we have
llzi(t) — 2" || < (1 = Com)l|=i(t) — 2™[|* + O3

Sum up above equations over i € [N] and divided by N, we

have

1 — Cg’yt
~ Z [l (2) D llzi(t) =21+ C37.

7.6 [N] i€[N]
(22)
We will replace the terms ||z;(t) — *||*> using Lemma 9.
From Equation (12), we have:
Do llz) =P < Y et = 1) — 2’ +wi(b)]?
1€[N] 1€[N]
= Zszt—l +Z xi(t —
1€[N] i1€[N]

Under the condition w;(t) ~ Lap(M;), we have E[w;(t)] = 0
and E||w;(t)||* = 2MZ. Noticing that w;(t) and x;(t — 1)
are independent, we have:

> Elji()

i€[N]

H—a*lP < S Blles(t - 1) — 2| + 2N M2
i€[N]
(23)
For simplicity we denote S(t) = ~ >iein Ellzi(t) — x|
Combining Equation (22) and (23), we have:

S(t) < (1= Csm)S(t = 1) + C3v7 +2(1 = Csm) M
Recursively apply Equation (24), we ultimately get:

t
Hlfc’g% +CQZ% H (1= Csm) +22

l=s+1 s=1
A k
= Ht:s+1(1

(24)

We define ¥(k,s) — C37v). From Assump-
tion 1,we have that S(0) < 2C,. Thus, we have

t
U(t,s)+2>  MIU(t,s—1).

s=1

t
S(t) < 2C1W(t,0) + C3 > 2

The above equation has three terms, each of which involves
W(k,s). To bound the above equation, we will bound the
term W(k,s). Because ¥(k,s) is the product of factors no
larger than 1, ¥(k,s) < 1 by definition. Thus, the above
inequality reduces to

S(t) < 201%(t,0)+C3 Z%+2ZM < 2C,0(t,0)+C3 Z%JFQZM < 201U (1, 0)+7

s=1 s=1

(26)
We computes a tighter bound of term W(¢,0). We use a
standard property of exponential function, that is, 1 —a <
e~ for any real number a. Thus

t

H(l —Csy) <e

s=1

Cgea(1—db)

t —
_25:1 C3vt S e 1—qo

U(t,0) =

| < & icin Ellzi(t) — z*||* = S(t). It follows that
Cszep(1—ah) CQQC% 26?
ey e o, S OO 24 oy
— - @

By the property of a convex function f,

F(@(1)) <OPT—v f(2(t)" (2" ~2(1)) < OPT+||v f(@(®))||l|="—2(t
Taking expected value on both sides and combining with
Equation (27), we have

Cgea(1—dh)
T—aqg

CQCQ
1— g3

202C%
1—qt

Letting t — oo, we get the following which proves the theo-
rem:

E[f(Z(t))] < OPT +2C1Cae” i

2026%
1—qt

C'202
1- Q2

lim B[f(2(t))] < 2C1Cae” o +

t—o0
+ Z le

€[N]
Proof of Lemma 11.

1—1’

Proof. The idea of the proof is to construct the following
sequences: ¢1(n) = k. ea(n) = L. @i(n) = 1= 52 and
g2(n) =1— n— It is clear that for each n € N, the following

n3

conditions hold: ¢1(n),c2(n) > 0, g1(n) € (0,1) and g2(n) €
(0,¢1(n)). We define
_Gzeam  CZep(n)? . 2e1(n)? Cygn’
d(n) 2 201Cae” T-a2(m) 4 —2 —20,Che” nZ 4—
(n) 1Cze 2 1_q2() T—qi(n)? 1C2e +0‘

It can be shown that d(n) — 0 as n — oco. Thus, for any d’,
there exists a M € naturals such that d(M) < d’. Then, by
choosing ¢1 = c1(M),c2 = c2(M),q1 = ¢1(M), g2 = q2(M),
we guarantees that the corresponding algorithm guarantees

M F’[@Gu@@m (25) O

0202
-4

202
1—

=+ .
qt

s=1



