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1. INTRODUCTION
Security has consistently been the focus of attention in many
highly-configurable software systems. Several vulnerabili-
ties on widely-used systems, such as the Linux kernel and
OpenSSL, are reported every day in the National Vulner-
ability Database (NVD). The configurability of these sys-
tems enables the rapid generation of customized products,
but also creates security challenges in the development and
maintenance processes. For instance, interactions caused by
configurations may create serious security threats and make
generated products more susceptible to attacks [6], but the
causes of these problems may be harder to detect because
they occur only in specific configurations.

In this poster presentation, we outline our technical ap-
proach of characterizing configuration complexity of highly-
configurable systems using call graphs. Our main techni-
cal contribution is the implementation of a variational call
graph, including a pointer analysis that improves its ac-
curacy by also including indirect function calls made by
pointers. The resulting variational call graph will provide
a foundation for subsequent analysis based on network anal-
ysis graph-based metrics. Our long-term goal is to explore
these metrics results to provide means to developers to rea-
son about the complexity of configuration interactions and
to help them to identify critical systems’ parts, increasing
their awareness to potential threats when performing devel-
opment and maintenance tasks.
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Figure 1: Simplified view of our intended approach

2. TECHNICAL APPROACH
Several works have focused on alternative methods to char-
acterize complexity, predict defects, and identify vulnera-
bilities in software systems [8, 5], because classical meth-
ods rely on imprecise size-based measures [2]. For example,
McCabe’s cyclomatic complexity [4] was a commonly used,
though heavily criticized, metric to measure the complex-
ity of source code. More sophisticated metrics, based in
statistics, data mining, and networks analysis, have been
studied to capture complexity caused by various structural
abstractions of software systems [7, 8]. According to Zim-
merman [8], network-based metrics on dependency graphs
can be used to identify critical parts and predict the num-
ber of occurring defects in software systems.

Our initial goal is to assess variability-related complexity
of systems using call graphs as abstraction. The main tech-
nical challenge is to gather accurate variational call graphs
that include configuration information. A variational call
graph includes all possible function definitions and func-
tion calls of any configuration and labels each one with a
presence condition (a propositional formula over configura-
tion options) characterizing exactly in which configurations
a function definition or function call would be included. The
result is a labeled graph that can be used for subsequent
analysis; when analyzing configuration complexity, we are
especially interested in those labels. In Figure 3 we show an
example of a variational call graph for the code in Figure 2.
Most existing infrastructures for analyzing source code are
designed for individual configurations (i.e., analyzing code
after preprocessing). Instead, our goal is to create a unique
variational call graph that represents all possible products
but also describes in which configuration individual function
calls are possible, but in a scalable fashion without actually
analyzing each configuration individually in a brute-force
fashion.



1 void foo() { ... }
2 void bar() { ... }
3 void baz() { ... }
4
5 int main() {
6 #ifdef B
7 void (*fp)();
8 #ifdef A
9 foo();
10 fp = &bar;
11 #else
12 fp = &baz;
13 #endif
14 (*fp)();
15 #endif
16 }

Figure 2: Example of variational code in C with use of pointers
to increase flexibility of function calls on runtime.
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Figure 3: Precision comparison of the resulting call graphs gen-
erated from Figure 2; (a) call graph without pointer analysis, (b)
call graph with pointer analysis.

Indirect calls through pointers or other forms of dynamic
dispatch add further complexity when creating call graphs.
Many programs rely on these calls to create flexibility in
their run-time behavior. Therefore, ignoring indirect func-
tion calls can drastically decrease the accuracy and useful-
ness of call graphs of these programs. Figure 3 illustrates
the difference of accuracy between approaches that differ in
using a pointer analysis to compute a call graph. To com-
pute a variational call graph from our example, we would
create nodes for functions main, foo, bar, and baz and an
edge from main to foo under the condition A∧B for the call
in Line 9 as shown in Figure 3a; with our pointer analysis,
we re able to identify to where the pointer function call in
Line 14 is directed.

Our main contribution is the implementation of a varia-
tional call graph including a pointer analysis that enriches
the otherwise imprecise extraction of call graphs as part of
the TypeChef infrastructure [1, 3]. The variational pointer
analysis reasons about possible targets for function point-
ers in all possible configurations. The improved variational
call graph will provide a foundation for subsequent analysis
based on network analysis graph-based metrics. In the long
run, we expect these metrics to provide feedback to develop-
ers about critical parts of these systems, which could be used
as indicatives of defects or potential vulnerable portions of
the program (Figure 1).

3. CONCLUDING REMARKS
We are currently computing and analyzing the variational
call graph of Busybox1. The resulting variational call graph
has 3179 distinct function definitions and 14397 distinct
function calls. From all function calls, 10797 are included in

1http://www.busybox.net/

all configurations and 3600 ( 25%) have presence conditions.
Next, we need to extend classical network metrics (e.g., cen-
trality, community detection, and concentration metrics) to
enable them to be applied to variational graphs, since the
classical metrics do not support graphs with propositional
information. After this initial analysis, we intend to com-
pute the variational call graphs of other large open-source
software systems, including the Linux kernel and OpenSSL.
Once we gather variational call graphs representations from
each of these configurable systems, we intend to evaluate the
usefulness and accuracy of our approach by comparing our
graph-based metrics results with reported vulnerabilities of
highly-configurable systems from public available databases,
such as the NIST National Vulnerability Database (NVD).
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