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Abstract—Certification schemes exist to regulate software sys-
tems and prevent them from being deployed before they are
judged fit to use. However, practitioners are often unsatisfied
with the efficiency of certification standards and processes. In
this study, we analyzed two certification standards, Common
Criteria and DO-178C, and collected insights from literature and
from interviews with subject-matter experts to identify concepts
affecting the efficiency of certification processes. OQur results
show that evaluation time, reusability of evaluation artifacts, and
composition of systems and certified artifacts are barriers to
achieve efficient certification.

I. CERTIFYING SOFTWARE SYSTEMS

Software certification plays a fundamental role in defining
guidelines and assessing the fitness of software systems in
environments where failures can result in serious consequences.
Failures can seriously affect business, the environment, and
society, for example, when medical devices emit excessive
radiation or when satellite launches explode [1]-[3].

Recent domains, such as IoT ecosystems and self-driving
cars, pose new challenges that are not addressed by current
certification efforts. Vendors are often unsatisfied with the
inefficiency and value proposition of certification efforts and
express concern on scalability issues. For example, the long
development and certification time of aerospace software might
be unacceptable to automobile industry [4].

Our study aims at identifying technical, social, and economic
issues around certification efforts that affect the efficiency of
certification efforts. We performed a multiple case study of two
certification standards [5], Common Criteria and DO-178C,
where we cross-validate insights from interviews, literature
survey, and standards’ documents. Recertification, reuse of
evidence, and composition were common themes that emerged
in our analysis. We expect our analysis can provide a starting
point into the discussion of solutions for challenges across
recent domains to increase the efficiency and cost-effectiveness
of certification efforts.

II. RESEARCH DESIGN

Our goal is to step back and to provide an overview
of the social and technical challenges around certification
standards affecting their efficiency and effectiveness, grounded
in perceptions of various stakeholders. Specifically, we per-
formed a multiple case study of two certification standards:
Common Criteria which assesses security requirements of
infrastructure and end-user software and devices and DO-178C

TABLE I
ROLES OF INTERVIEWEES IN THE CERTIFICATION PROCESS.

CCl1, CCe, CC7, DO1, DO3, DO4, DO6, DO8
CC2, CC3, CC4, CC5, CC9, CC10, DO2, DOS, DO7

Developers

Evaluators

which assesses safety requirements in software-based aerospace
systems.

We interviewed 18 experts working with these standards in
various roles and cross-validated our results with an analysis
of the standards’ documents [6]-[8] (over 1200 pages) and a
survey of papers discussing those standards. For the survey,
we searched the web and digital libraries (IEEE Xplore,
ACM), using “Common Criteria” and “DO-178C” as the main
keywords to find papers that reflect on challenges faced by
the two certification efforts. In total, we selected seven papers
discussing Common Criteria [9]-[15] and five papers discussing
DO-178C [16]-[20].

Table I shows the roles of interviewees in the certification
process' for both Common Criteria (CC) and DO-178C (DO).

We use standard qualitative content analysis and coding
techniques [21], [22] to summarize, reduce, and analyze
our text-based data from interviews, papers, and standard’s
documents.

III. RESULTS AND DISCUSSION

Applicability concerns regarding time, recertification, and
composition were common topics in our interviews and in the
literature.

A. Evaluation Time

Interviewees of the two standards had different views on the
urgency of releasing products and on whether the evaluation
process duration is an issue, with Common Criteria developers
much more concerned about timely certification than DO-178C
stakeholders.

For DO-178C, the evaluation time is aligned with the time
required to develop complex aviation products, such as airplanes
or satellites. The development can take years, usually from
three to five depending on their complexity (DO6, DO7), giving
vendors enough time to think and plan the evaluation of their
products. Also, the mandate certification process requires them

'In addition to developers and evaluators, we also interviewed a policymaker
(CC8), member of the Common Criteria certification scheme.
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to plan certification from the beginning and prevent them from
rushing a product to the market.

In contrast, Common Criteria vendors often have finished
products, and sometimes sales pending on a certificate. Due to
long evaluation times, sometimes taking one year on average
to complete, it is not uncommon that vendors ship product
releases that succeed the ones under evaluation. Interviewee
CC6 warns: “I think the danger is that the certification efforts
don’t keep up with technology everyone’s gonna get waivers
and no one’s gonna care”. One goal behind the recent push
from the U.S scheme toward revising Common Criteria is to
reduce certification time from years to months by replacing
the huge amount of documentation required by well-specified
test requirements (CC4, CC8).

Key insights: Long certification cycles are not realistic
in many domains and both communities seem to generate
different expectations and feelings of urgency for vendors.
Should the need of documentation be minimized? Can
documentation be replaced by mechanisms that are readable
by humans but also amenable to automation?

B. Recertification

A common concern in our interviews were issues regarding
recertification of products that are maintained over time, from
small incremental changes to larger changes between releases.
Both standards have provisions for recertification.

Both standards expect developers to perform an impact
analysis, which includes adequately documenting the changes in
the product being maintained. The degree of reuse of evidence
is a result of negotiation between vendors and evaluators and
it usually involves arguments about the extent of the changes
and the time passed since the product was evaluated.

For minor changes in certified products, participants report
“reusing as much evidence as possible” (CC1, DO3, CC9,
CC10). Previously unmodified parts of the product are not
reevaluated (DO4, DOS, CCS5, DO7). For major changes, a
complete recertification is expected with each release (CCl1,
CC6, CC7). Also grace periods exists with which a certification
can be maintained despite smaller changes: “products can be
maintained for two years before they have to be re-evaluated”
(CC4). However, the situation is, at least, alarming when
vulnerabilities are found in certified security products: “If your
product uses an affected version of OpenSSL and it has already
been certified or validated, you are not required to recertify”
[23].

Beyond the reuse of evaluation artifacts, the reuse of
knowledge across evaluations emerged as a topic in our
interviews. Participants state that vendors tend to stick with
testing laboratories and reuse their knowledge about the
products and technologies used in it to reduce certification
costs associated with learning curves (CC2, CCS5). At the
same time, recertification is a common sore issue for many
developers; it often takes too long and requires too much work

(CCo).

Key insights: Although provisions for recertification exists
in both standards, practitioners are concerned with the costs
and the duration of recertification. The current certification
practices are incompatible with frequent releases that are
increasingly adopted with the DevOps movement in large
parts of the software industry.

C. Composition and Supply Chains

Similar to reuse over time in recertification, a sore topic in
our interviews was reuse of libraries and other artifacts, broadly
used in software development to reduce time and cost. Just as
reduction of time for certification and recertification, support
for composition is frequently discussed among practitioners
and policymakers.

Although challenging, the composition of functionality is
common in practice and supported by both standards at a coarse
level of granularity—e.g., composition of application software
with a certified database system and a certified operating system
(CC2, CCS5, DO7, CC6, [20]). As CCS puts it: “the developer
is required to make a statement of compatibility and from
it can be pretty much understood how the two products are
connected, what functionalities the composite product uses
from the platform.”

At a more fine-grained composition with third-party depen-
dencies (libraries, services), though, is more challenging. The
use of external dependencies is influenced by the size and
the criticality of the products to be certified. High assurance
components tend do avoid dependencies (CC1, DO1, DO2),
whereas dependencies are more common in small and low-
assurance products where they are not certified (CC1, DO2).
DO2 exemplifies that the entertainment system in an airplane
may use an uncertified streaming library.

There is already an increased interest in having mechanisms
to support fine-grained composition (CC8), such as the ones be-
tween cryptography standards and Common Criteria. However,
there is still a lack of compositional assurance mechanisms
to reduce the reliance on vendors to follow effective security
engineering principles when composing commercial off-the-
shelf products [9], [11], [13]. Current mechanisms are limited
to testing known interactions between products.

Support for platforms, ecosystems, and app markets, where
an end user may compose (possibly certified) artifacts from
different sources are not in scope of either certification standard.
Assuring correctness despite possible interactions among
various combinations of extensions also seems incompatible
with current testing-based strategies.

Key insights: We need to rethink how platforms/ecosystems
should be certified. Are automated and compositional anal-
yses beyond testing applicable to certification? How can
systems with fast update cycles be certified? How to set up
incentives and provide support to rich supply chains and
more systematic reuse?
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