Preface

The goal of Hot Topics in the Science of Security (HoTSoS) is bringing together
researchers, practitioners, and thought leaders from government, industry, and
academia, and to provide a forum for dialogue focused on developing and ad-
vancing scientific foundations in cybersecurity. The unique technical emphasis of
HotSoS is building a foundational science of security. Specifically, incorporating
scientific methods, data gathering and analysis, experimental approaches, math-
ematical models, and the interactions among them to create a scientific basis for
security.

The 7th Annual HotSoS Symposium, hosted by The University of Kansas,
was held virtually September 22-24, 2020 after a several month COVID-19 delay.
The symposium included a mix of invited talks, presentations of refereed papers,
a work in progress/work already published session, a poster session, and a spe-
cial workshop session with the goal of providing the authors and the security
community with early, in-depth feedback on new unpublished research.

As in previous years, HotSoS 2020 focuses on problems related to:

Scalability and composability in the construction of secure systems,

— Policy-governed collaboration for handling data across different domains of
authority while ensuring security and privacy,

Security metrics and improved measurement tools, to guide choice-making
in security engineering and response,

Resilient architectures that can deliver service despite compromised compo-
nents,

— Analysis of human behavior, encompassing users, operators, and adversaries,
to support improved cybersecurity design.

Submissions were subject to a rigorous reviewing process, and ultimately
12 out of 17 papers submitted to the symposium were accepted, including one
systemization of knowledge paper. In addition, 6 papers submitted to the special
workshop session were accepted. The program also included 20 posters that were
presented during the poster sessions.

We are grateful to Joshua Guttman, Michael Hicks, Andrew Gacek, and Lyle
Paczkowski for giving keynote talks at HoT'SoS and we thank the members of the
program committee for all their work. We thank Jason Hayden for helping with
logistics and moving HoTSoS from April to September in one day. We would like
to express our appreciation to Katie Dey for her outstanding support including
managing the web site, interfacing with ACM, scheduling, and generally keeping
us on the right path. Finally, we thank Adam Tagert and Heather Lucas for
helping with conference organization and acknowledge the National Security
Agency (NSA) for their continual support of the science of security community.

Drew Davidson & Baek-Young Choi — Program Chairs
Perry Alexander — General Chair
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