


Preface

Science of Security (SoS) emphasizes the advancement of research methods as
well as the development of new research results. This dual focus is intended to
improve both the confidence we gain from scientific results and also the capac-
ity and efficiency through which we address increasingly challenging technical
problems.

The HotSoS conferences have focused on work related to one or more of the
five Hard Problems identified by the Science of Security community:

– Scalability and composability in the construction of secure systems
– Policy-governed collaboration in handling data across different domains of

authority for security and privacy protection
– Predictive security metrics to guide choice-making in security engineering

and response
– Resilient architectures that can deliver service despite compromised compo-

nents
– Human behavior, modeling users, operators, and adversaries to support im-

proved design and analysis

A second and equally major focus of the conferences is on the advancement
of scientific methods, including data gathering and analysis, experimental meth-
ods, and mathematical models for modeling and reasoning. This includes the
exploration of interactions among these methods to enhance validity.

The HotSoS conferences bring together senior and junior researchers from
diverse disciplines to promote advancement of work related to the science of
security. The conference includes a mix of invited talks, tutorials, refereed papers,
and poster presentations.

Submissions were subject to a rigorous reviewing process. Each submission
received an average of more than three reviews. Just over half of submitted
papers were accepted for the conference. This proceedings volume includes ac-
cepted papers and summaries of posters and tutorials. The conference is held at
Carnegie Mellon University in Pittsburgh, April 19 – 21, 2016.

We appreciate the hard work of the program committee and the outside re-
viewers. We appreciate the support of the National Security Agency, the National
Science Foundation, and the Army Research Office. Without the EasyChair in-
frastructure the job of the conference organizers would be much more difficult.
We appreciate the assistance of our colleagues Jonathan Aldrich and Travis
Breaux. And we particularly appreciate the support of the Carnegie Mellon
staff team, including particularly Monika DeReno, Sharon Blazevich, Bernadette
Dayak, Tom Pope, and Josh Quicksall, who have helped transform a set of tech-
nical papers into an engaging conference experience for all attendees.

William L. Scherlis
(General Chair and PC co-Chair)
David Brumley
(PC co-Chair)

April 2016
Pittsburgh, PA
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Systematic Analysis of Qualitative Data in Security

Hanan Hibshi
Institute for Software Research

Carnegie Mellon University
Pittsburgh, USA

hhibshi@cs.cmu.edu

ABSTRACT
This tutorial will introduce participants to Grounded The-
ory, which is a qualitative framework to discover new the-
ory from an empirical analysis of data. This form of anal-
ysis is particularly useful when analyzing text, audio or
video artifacts that lack structure, but contain rich descrip-
tions. We will frame Grounded Theory in the context of
qualitative methods and case studies, which complement
quantitative methods, such as controlled experiments and
simulations. We will contrast the approaches developed
by Glaser and Strauss, and introduce coding theory - the
most prominent qualitative method for performing analy-
sis to discover Grounded Theory. Topics include coding
frames, first- and second-cycle coding, and saturation. We
will use examples from security interview scripts to teach
participants: developing a coding frame, coding a source
document to discover relationships in the data, developing
heuristics to resolve ambiguities between codes, and per-
forming second-cycle coding to discover relationships within
categories. Then, participants will learn how to discover the-
ory from coded data. Participants will further learn about
inter-rater reliability statistics, including Cohen’s and Fleiss’
Kappa, Krippendorf’s Alpha, and Vanbelle’s Index. Finally,
we will review how to present Grounded Theory results in
publications, including how to describe the methodology, re-
port observations, and describe threats to validity.

Keywords
Grounded theory; qualitative; security analysis
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Modules in Wyvern:
Advanced Control over Security and Privacy

[Poster Abstract]
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Jonathan Aldrich
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ABSTRACT
In today’s systems, restricting the authority of untrusted
code is difficult because, by default, code has the same au-
thority as the user running it. Object capabilities are a
promising way to implement the principle of least authority,
but being too low-level and fine-grained, take away many
conveniences provided by module systems. We present a
module system design that is capability-safe, yet preserves
most of the convenience of conventional module systems. We
demonstrate how to ensure key security and privacy prop-
erties of a program as a mode of use of our module sys-
tem. Our authority safety result formally captures the role
of mutable state in capability-based systems and uses a novel
non-transitive notion of authority, which allows us to reason
about authority restriction: the encapsulation of a stronger
capability inside a weaker one.

Keywords
Language-based security; capabilities; modules; authority
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