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Abstract 

Spearphishing is the attempt to infiltrate systems by engaging users with highly targeted 
deceptive emails. The attacker’s objective is to induce the targeted individual into taking actions 
on behalf of the attacker which will grant the attacker system access. Spearphishing is the 
predominate method used by state-affiliated cyber attackers to infiltrate targeted systems. 
Defending against spearphishing attacks is generally addressed as a matter of computer science 
in which defenses seek to isolate the human target from the spearphishing attackers by means of 
email filtering, malware detection, firewalls, limited user privileges, and system monitoring. 
These computer science defenses leave systems unnecessarily exposed to attackers because the 
human attack surface remains easily accessible and subject to successful attacks based on 
principles of psychology which are exploited using military deception. The authors propose 
deception countermeasures which modify the email interface, thereby making the user less 
susceptible to email-based deception. Moreover, the modified interface increases the likelihood 
that the user can detect and report attacks to security personnel. 

Keywords: military deception, phishing, spearphishing, APT, computer network defense, human 
sensors, cyber counterattack, deception countermeasures 
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Spearphishing – The Infiltration Path of Choice  

… cybersecurity is fundamentally about an adversarial engagement. Humans must defend 
machines that are attacked by other humans using machines. 

- Dr. Frederick Chang, former NSA Director of Research1 

On 28 October 2014, FireEye released APT28: A Window Into Russia’s Cyber Espionage 
Operations?2 In this extensive report, FireEye analyzes cyber espionage operations against 
Eastern European targets and Western Security Organizations such as NATO. The attack vector 
in every case was spearphishing, a cyber-infiltration tactic used in Advanced Persistent Threats 
(APT) in which a highly targeted email is used to deceive the recipient into taking a 
compromising action.  

Once the province of secret government cables3, infiltration using spearphishing is now a 
common occurrence that is widely reported in the press. The lid was blown off the shadowy 
world of state-affiliated spearphishing APT cyber-attacks with the publication of Mandiant’s 
APT1 report on 18 February 2013.4 The November 2014 cyber-attack on Sony Pictures 
Entertainment used spearphishing to infiltrate Sony’s defensive cyber perimeter.5 Spearphishing 
victims include governments, the media, industry – every major company in the United States 
has already been penetrated by China.6 According to General Keith Alexander, then the director 
of the National Security Agency and commanding officer of U.S. Cyber Command, cybertheft of 
intellectual property is the greatest transfer of wealth in history.7  

APT is defined by the National Institute of Standards and Technology (“NIST”), the agency 
charged with administering the Federal Information Security Act of 2002 (“FISMA”)8: 

An adversary that possesses sophisticated levels of expertise and significant resources which 
allow it to create opportunities to achieve its objectives by using multiple attack vectors (e.g., 
cyber, physical, and deception). These objectives typically include establishing and 
extending footholds within the information technology infrastructure of the targeted 
organizations for purposes of exfiltrating information, undermining or impeding critical 
aspects of a mission, program, or organization; or positioning itself to carry out these 
objectives in the future. The advanced persistent threat: (i) pursues its objectives repeatedly 
over an extended period of time; (ii) adapts to defenders’ efforts to resist it; and (iii) is 
determined to maintain the level of interaction needed to execute its objectives.9 

It is estimated that 91% of APT infiltration involves spearphishing and of that 95% uses email 
attachments.10 Reports of state affiliated APT often find that 100% of the attacks use 
spearphishing.11 This paper discusses the significance of deception in spearphishing and how 
deception countermeasures12 can be applied as part of wider APT defenses to decrease the 
effectiveness of spearphishing as a method of system infiltration.  
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APT Kill Chain 

… to attack our forces, an adversary must complete a sequence of actions, commonly referred to 
as a “kill chain.” … [B]ecause each step must work, our forces can focus on the weakest links in 
the chain, not each and every one. 

- Admiral Jonathan Greenert, Chief of Naval Operations, and General Mark Welsh, 
Chief of Staff of the Air Force13 

 
In Intelligence-Driven Computer Network Defense,14 Lockheed Martin 
sets forth the phases of an APT attack as a cyber kill chain. 

In the Reconnaissance phase, the attacker is gathering information 
about the target. This could include technical information about 
defenses, information for use in social engineering efforts, and 
information about objectives to be obtained from the attack. 

In the Weaponization phase, the attacker is creating the malware, if 
any, required to compromise systems. 

In the Delivery phase the malware is delivered. The most common 
delivery mechanisms are email attachments, websites and USB 
removable media. 

In the Exploitation phase the weapon is activated.  

In the Installation phase a remote access trojan or backdoor on the 
targeted system allows the attacker to maintain presence inside the 
attacked systems.  

In the Command and Control (C2) phase the attacker has access to the 
targeted systems. 

In the Actions on Objectives phase the attackers, having successfully 
completed the prior six phases, are able to implement their objectives. 
The duration of this period constitutes the attacker’s “time on target.” 
That time could be short, such as attacks by the Syrian Electronic Army in which their 
misinformation mission is completed within a few hours,15 or could last for years, such as the 
Red October attacks that exfiltrated data for over five years.16 

To the extent an attacker can be thwarted in any aspect of the kill chain, the attacker’s objective 
will be frustrated and the defenders can mitigate the damage inflicted by the attack. Kill chains 
do not address:17 

• Inventory/Force Structure – number of platforms, sensors, and weapons required. 
• Capacity – rate at which kill chains can be executed. 
• Training – proficiency at executing kill chains. 

Source: Lockheed Martin 
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Kill chains are a tool in the larger Course of Action (COA) framework. COA is an element of 
planning which is set forth in Joint Publication (JP) 5-0, Joint Operation Planning.18 

The Defenders 

In the near future, the Department intends to expand and deploy applications that detect, track, 
and report malicious activities across all DoD networks and information systems on a near real-
time basis. 

 DoD Report to Congress, November 2011 

These diagrams from Coordinated Cybersecurity Incident Handling19 show the notional timeline 
for APT response: 

 

During the first 105 days of the incident response illustrated in “Figure 13” and “Figure 14,” the 
intelligence system completes the first three steps of incident handling process.  

Step 1. AFTER determining they have been attacked, victims notify CSIRT. 
Step 2. Coordination with operational CSIRT. 
Step 3. Working with management and notifying of vulnerabilities.  
Step 4. Potential victims assess their vulnerabilities. 
Step 5. Formulation of response. 
Step 6. Threat response is disseminated. 

105 Days 
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Coordinated Cybersecurity Incident Handling reveals the non-real-time nature of an intelligence-
based detect, track, report system. At its core, intelligence is the correlation of past events.  

The first step in this process is discovery of the attack. Using the backward-looking tool of 
intelligence, discovery may occur long after the attack has ended. If the intelligence from the 
first victim is developed too late to prevent time on target on the first victim, the assumption is 
that suffering of the first victim can be used to defend subsequent victims. 

This is Verizon’s observed infiltration and response timeline:20 

 

Attackers use spearphishing to complete the first six stages of the APT kill chain very quickly, 
opening the time on target window which can last for years. The infiltration is completed long 
before it is detected. Intelligence provides limited defense against spearphishing because the 
attackers understand that intelligence is a correlation activity which is easily defeated by not 
reusing attack elements. Thus, attackers use unique malware and single-use throwaway domains. 
Attackers misuse legitimate email services.21 Not only is the data from the attack on the first 
victim generated after the first victim has sustained substantial time on target, the suffering of the 
first victim does little to defend subsequent victims. By changing attack characteristics as 
needed, every victim of an APT attack is the first victim.  
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As a practical matter, intelligence turns out be little more than chasing what’s already gone.22 By 
focusing the attack on a small number of victims (as few as one), attackers deprive intelligence-
based defenses of the dots needed to connect the dots. After the kill chain is completed, 
defenders are left to collect artifacts of the attack in hopes of limiting time on target.  

The fallacy of the logic in monitoring and response is that you can detect the attack that 
bypassed the tools. If you could, then you would simply update the tools, which is how the 
security industry works (and failed) by and large. Instead, humans end up detecting 
artifacts of attacks long after the attack has been successful—after the damage is done 
[emphasis added]... It turns out once your customer records are leaked, your email archive 
published, your IP stolen, all the remediation and incident response in the world can’t get it 
back. All the King’s men couldn’t put Humpty Dumpty back together and nor can you.  
      – Anup Ghosh23 

Rather than near real-time detection, tracking, and reporting of malicious activities, cyber 
defenders are in a situation more akin to that described by Plato almost 2,300 years ago in the 
Allegory of the Cave:24 

[Socrates] And now, I said, let me show in a figure how far our nature is enlightened or 
unenlightened: --Behold! human beings living in a underground cave, which has a mouth 
open towards the light and reaching all along the cave; here they have been from their 
childhood, and have their legs and necks chained so that they cannot move, and can only see 
before them, being prevented by the chains from turning round their heads. Above and 
behind them a fire is blazing at a distance, and between the fire and the prisoners there is a 
raised way; and you will see, if you look, a low wall built along the way, like the screen 
which marionette players have in front of them, over which they show the puppets. … To 
them, I said, the truth would be literally nothing but the shadows of the images.  

[Glaucon] That is certain. 

The Attackers – Overall Capabilities 

Rommel... you magnificent bastard, I read your book!  

- Gen. George S. Patton, as portrayed in the movie “Patton”25 

 
Cyber attackers read cyber security books. The attackers understand cybersecurity. The attackers 
are not static actors; the attackers adjust their attacks to overcome the defenses that are mounted 
against them.26 The adaptability of human adversaries helps explain why infiltration is so 
successful and the median time on target is 229 days. 27  

In spearphishing attacks, the attackers understand and exploit the two-faced nature of email.28 
Email presents one face to the worldwide email system. It presents a completely different face to 
the email recipient. The face email presents to the worldwide email delivery system conforms to 
published standards to deliver email. The worldwide standards-based email system is designed to 
deliver email.29 The technical requirements to create a technically valid email are published 
standards.30 By conforming to the technical standards and industry practices, hackers exploit this 
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bias to deliver small numbers of deceptive emails.31 The attackers create deception stories that 
are alluring to the target. This may consist of creating alluring social media personas32, 
exploiting current events33, mimicking conference materials34, fake HR memos35, or fake 
benefits documents36 – there is no limit to the possibilities when deception is the goal. Clever 
draftsmanship drawing upon preconceived perceptions reinforced with intelligence gathered 
from the internet and elsewhere can result in a very convincing deception.  

The attackers understand the defenses used to frustrate attacks.37 The attackers: 

• Misuse legitimate services.38 
• Use polymorphic methods to create new malware.39  
• QA their attacks against defensive measures.40  
• Mount reconnaissance attacks to test technical defenses.41  
• Utilize single-use throwaway domains.42  
• Use clever programming techniques to defeat advanced sandboxing filters.43  
• Circumvent malware blocking technologies with payloads that remain inert until the user 

is deceived into activating the payload.44  
• Understand that human beings monitor system activity and the attackers use deception to 

hide in the monitored data stream.45  
• Are patient.46 

Verizon summarized the state of affairs by observing that attackers are getting better and faster at 
what they do. 47  

APT Courses of Action 
 
Hope is not a course of action. 
 

- Adm. Leighton W. Smith, Jr., USN48 

Using its Cyber Kill Chain, Lockheed Martin describes the potential courses of defensive action 
at each phase of the attack: 

 

 

 

 

 

 

 

Source: Lockheed Martin49 



Deploying Deception Countermeasures in Spearphishing Defense,    10 March 2015, page 8.                     

Lockheed Martin’s kill chain demonstrates the power of kill chain analysis. In this kill chain, 
before the attacker gets time on target, it must successfully complete six preliminary steps. 
Interdiction at any step prevents time on target. Defenders can focus their efforts on those steps 
in the kill chain at which the defender can disproportionately increase the attacker’s costs and 
decrease the likelihood of a successful attack.  

The kill chain alone also demonstrates why a kill chain must be used in the context of a larger 
frame of reference – the Course of Action (COA). “A COA is a potential way (solution, method) 
to accomplish the assigned mission.”50 A COA must pass five validity criteria:51 

(a) Adequate – Can the COA accomplish the mission within the commander’s guidance? 
(b) Feasible – Can the COA accomplish the mission within the time, space and resource 

limitations? 
(c) Acceptable – Are the costs and risks balanced with the benefits to be gained? 
(d) Distinguishable – Are alternative COA’s sufficiently different from one another? 
(e) Complete – Does the COA answer the questions of who, what, where, when, how, and 

why? 

Time is a crucial element in all COA’s. Time is an express element of the COA feasibility 
criterion. Are defenders responding to what the attacker is doing or what the attacker did? 
Information about what the attackers did may be useful in interdicting future attacks which reuse 
attack elements, but that information cannot be applied retrospectively to deal with completed 
phases of the current attack.  

Time is the factor that differentiates intelligence that may be used to defend against a current 
attack from intelligence that can be used to defend against future attacks. This diagram from 
Intelligence-Driven Computer Network Defense illustrates the time dimension of intelligence in 
kill chain analysis: 

 

 

 

 

 

 

  
Source: Lockheed Martin 

In December, no defenses were available regarding the subject exploit. In March, no defenses 
were available against the weaponized software or the delivery mode; however, by March a 
defense had been devised against the exploitation. “Figure 2” also gives meaning to the term 
“layered defense,” illustrating that defenses do not need to be in place all of the time at every 
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level of the kill chain; effective defenses at any phase break the kill chain and prevent actions on 
objectives. 

“Figure 2” also highlights a fundamental weakness of intelligence-based defenses – intelligence 
is the correlation of past events. This means that the following steps are required to convert 
observations into effective action: 

• Realize that there is a problem. 
• Analyze the problem. 
• Determine the cause of the problem. 
• Formulate a response to the cause. 
• Test and validate a response. 
• Release the response. 
• Deploy the response. 

In Before We Knew It52, researchers from Carnegie Mellon University discuss the real world 
problems of finding malware, the time this process takes and the responses of malware authors. 
Realizing there is an APT attack and responding to it are generally not real time events.  

 
Source: Mandiant53 

Despite the fact that the initial breach required the completion of six preliminary steps, APT 
attackers consistently use spearphishing to complete the six steps to achieve time on target.54 In 
the Red October attack, the attack went undetected for 5 years.55 According to Mandiant, 63% of 
breaches are not detected by the victim, but are discovered by third parties.56 

Moreover, the presence of malware is frequently purely transitory or non-existent. Malware is 
merely a means to obtain what every authorized user possesses – credentials. Mandiant is 
currently reporting that 100% of breaches involved stolen credentials.57 After credentials have 
been obtained, the attackers erase the evidence of their intrusion, including the malware.58 
Mandiant reports that 46% of compromised machines contain no malware.59 Once credentials are 
stolen, finding the unauthorized uses of credentials is extremely difficult.60 During the time on 
target phase, defenders are searching for a mole – a user who is misusing real system access 
rights. 
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Attackers and defenders realize that this kill chain hinges on the human attack surface, 
particularly the users’ inadvertent decision to compromise credentials. Despite the “vigilant user” 
COA posited in Intelligence-Driven Computer Network Defense, the reality is that each side sees 
the user as a Pavlovian dog which will inexorably yield credentials on command. Thus: 

• Attackers seek to deceive users into becoming internal threats; 
• Defenders treat users as potential internal threats to be fenced-in and monitored. 

Under JP-5-0, wargaming is the primary method to analyze COAs.64 Under JP 5-0 the heart of 
the COA wargaming analysis process is comparison of multiple COAs based on the adversary 
capabilities, objectives, intent and the actions of other actors that could affect the outcome.65  

Deception 

All warfare is based upon deception. 

- Sun Tzu, The Art of War 

U.S. cyber systems are very vulnerable. Cyber-attacks from state and non-state adversaries are 
increasing.66 Spearphishing is an important tool being used by the adversaries of the U.S. to 
infiltrate systems. 

For purposes of U.S. military doctrine, deception is defined in Joint Publication (JP) 3-13.4, 
Military Deception, as follows:  

Actions executed to deliberately mislead adversary military, paramilitary, or violent 
extremist organization decision makers, thereby causing the adversary to take specific actions 
(or inactions) that will contribute to the accomplishment of the friendly mission. Also called 
MILDEC. 67 

 

Olzak Aggregate Attack Surface Model 
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Deception occurs in the mind of the decision maker. The purpose of deception is to influence the 
perceptions of the human target such that the target thinks a certain way as a step toward 
getting the target to make a decision that will result in the intended action.68 Perceptions, 
thinking and decisions take place in the battlefield of the target’s mind.  

The military objective of deception must end in the desired act. JP 3-13.4 cites this example of 
military deception methodology: 

A perfect example of the methodology at work was Operation BODYGUARD in 1944, the 
deception plan in support of Operation OVERLORD (the D-Day invasion). In that example, 
the Allies conducted air raids, broadcasted false communications, and even built an entire 
deceptive army to convince the German high command that the real objective of the invasion 
was Pas de Calais. The German high command saw these operations (See), drew the 
conclusion that Calais would be the initial objective of the invasion (Think), and took the 
action of reinforcing the area with an entire field army (Do).69 

Operation BODYGUARD demonstrates a three-tiered cognitive process of deception which 
culminates in the adversary taking the desired action:70 

 

In an increasingly technical world, technology can be exploited as a tool of deception. During the 
Vietnam War, the air combat superiority of North Vietnamese MiGs was a serious threat to U.S. 
bombers. In Operation BOLO, the U.S. exploited technology to deceive North Vietnamese 
forces.71 U.S. fighters were equipped with electronics to mimic bombers, flew bombing routes, 
and used bomber call signs and codewords. The North Vietnamese ground controllers saw 
bombers (See). The North Vietnamese air controllers drew the conclusion that they were under 
attack by bombers (Think) and took the action of deploying MiGs to engage the U.S. fighters 
which they had incorrectly concluded were bombers (Do). The superior U.S. fighters inflicted 
heavy losses on the North Vietnamese air force. 

The field of operation of deception is the target’s mind. The goal of deception is to manipulate 
the target’s cognitive process in order to induce the target to make decisions that are 
advantageous to the attacker.  
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Spearphishing Viewed As Military Deception 

Acting is all about honesty. If you can fake that, you've got it made.  

- George Burns 

Joint Publication (JP) 3-18.4, Military Deception states, “The cornerstone of any deception 
operation is the deception story. The deception story is a scenario that outlines the friendly 
actions that will be portrayed to cause the deception target to adopt the desired perception. It is a 
succinct statement or narrative of exactly what the MILDEC planner wants the target to believe 
to be the true situation, then decide and act on that basis.”72 

Under military deception doctrine one element in the construction of the deception story is the 
preconceived perceptions of the target. Reinforcing the target’s preconceived notions lends 
credibility to the deception story. Deception operations that leverage the preconceived 
perceptions of a deception target have been very successful.73   

Three factors influence the selection of the deception target. 74  

1. The target must be an adversary decision maker with the authority to take the actions that 
will achieve the deception objective.   

2. There must be conduits to deliver the deception story to the target. 
3. There must be sufficient intelligence about the target to develop a convincing deception 

story.   

Applying these targeting factors to a cyber-attack reveals that email users are ideal targets for 
military deception. 

1. The target must be an adversary decision maker with the authority to take the 
actions that will achieve the deception objective. 

Email users decide with which emails to interact and how to interact with those emails. As 
the custodians of the first phase deception objective – credentials – users have the authority 
(in the sense of the power, not the permission) to take actions will achieve the deception 
objective. 

2. There must be conduits to deliver the deception story to the target. 

Military deception doctrine recognizes that rarely can the deception message be sent directly 
to the deception target. In the typical deception operation, significant effort must be devoted 
to assure that the deception message is conveyed to the targets and that other sources of 
information do not contradict or invalidate the deception message. Overcoming conduit 
problems to deliver the deception message to the target can become quite elaborate. Britain’s 
World War II Operation MINCEMEAT, in which a corpse dressed as a British officer and 
chained to a briefcase full of fake documents was dumped off the Spanish coast, shows the 
lengths that must sometimes be taken to effectively overcome the conduit to deliver the 
deception story to the deception target.75 
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Email is the rare case in which the deception message can be delivered directly to the 
deception target. 

3. There must be sufficient intelligence about the target to develop a convincing 
deception story. 

The internet makes intelligence gathering about targets trivial. Attackers know how to use the 
Internet to find out who works inside organizations. Social media was used to identify the 
CIA agent responsible for the successful bin Laden operation.76 Finding targets is as easy as 
taking pictures of employees in the parking lot.  

Carnegie Mellon University researchers led by Alessandro Acquisti took photographs of 
student volunteers. Using facial recognition software on social networking sites, the 
researchers were able to identify 31% of the students by name. In another experiment, the 
Carnegie Mellon team was able to identify 10% of people who had posted their photos on 
public dating sites. The researchers have posted their research online, Faces of Facebook: 
Privacy in the Age of Augmented Reality.77 The researchers report that they have been able 
to use profile photos and facial-recognition software to get details such as birth date and 
social security number predictions.  

Hackers use LinkedIn as another source of useful information about people and the places 
they work.78 Hackers even set up fake social media accounts to collect information about 
people inside an organization.79  

Social networking sites are not the only source of useful social engineering data. Companies 
unwittingly publish vast amounts of information on their websites and in their public 
document filings in the form of metadata that is attached to their files. The metadata can 
include user names, IP addresses and email addresses.80 

Email is an ideal medium for deception because the deception story can be so abbreviated. The 
email environment provides a vast array of highly compressed preconceived perceptions that are 
easily exploited. Employees expect emails from HR. Employees expect emails from colleagues. 
People expect to receive emails about current events. People expect package notifications from 
FedEx. People anticipate security notifications from IT. They respond to these messages through 
force of habit.81 It is easy for an attacker to conceive of a sender that the recipient trusts and 
to steal that trust with a cleverly designed email that appears, in the overall context of the 
email experience, to be from the trusted sender. The trust relationship to be abused is an 
integral element in the construction of the deception story.  

Operation MINCEMEAT demonstrates how the conduit is part of the deception story. Had the 
same information reached Hitler without the corpse, the uniform, the handcuffed briefcase, the 
fake love letters, and the other packaging, it is unlikely the false information delivered in the 
deception story would have been believed. In the case of spearphishing, the conduit is email. The 
email conduit brings with it predictable target behaviors.  

Five studies on human behavior regarding deceptive emails are worth noting. The first is the 
West Point Carronade study from 2004.82 The 2004 Carronade study was followed-up with 
Carronade II83 and Carronade III.84 The Carronade experiments showed how easily email 
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recipients could be deceived. The fourth study is the 2014 study, Going Spear Phishing: 
Exploring Embedded Training and Awareness, which demonstrated the ineffectiveness of 
training to overcome deceptive emails.85 The fifth study is the 2011 five university study entitled, 
Why Do People Get Phished?86  

In Why do People Get Phished?, the researchers concluded that two factors contribute to the 
success of phishing attacks. First, people do not adequately process information. Instead of 
carefully analyzing emails to determine the authenticity of the message, people pay little 
attention to the email interaction and merely rely on simple clues (such as urgency and perceived 
relevance) in making email decisions. Second, when dealing with a large volume of email, 
habits, rather than careful thought, govern email interactions. The researchers conclude: 

Domain specific knowledge gained through education, awareness, or experience, therefore, 
has a limited effect because the application of knowledge requires elaboration. Among the 
cues used by phishers, the urgency cues are by-far the most virulent. Such cues engender a 
higher degree of information processing. As a result, other deceptive clues in the email’s 
source or the grammar and spelling in the email do not receive much elaboration. This 
overall effect is further strengthened by the individuals’ media use habits, which is the other 
main reason people get phished. Habitual patterns of media use, in the presence of high 
levels of email load, tend to trigger automatic responses to relevant looking emails. That is, 
individuals exposed to relevant emails, with strongly worded urgency cues, in the presence of 
high email load, are significantly more likely to be phished. Together, relevance, urgency 
cues, and habitual media use patterns form a triad of influence and largely determine 
individuals’ phishing susceptibility.  

The job of the spearphisher is to craft an email which contains a consistent constellation of 
content to trigger the perceived relevance/urgency/habit triad. A crucial element in triggering 
this perceived relevance/urgency/habit triad is the trust relationship between the recipient 
and the perceived sender. For example, an email that appears to be from the trusted sender 
FedEx about a package delivery would satisfy the triad. On the other hand, an email from trusted 
sender FedEx about a tax penalty would be less likely to satisfy the triad because a message from 
FedEx about taxes fails the relevance test and is, therefore, easily identified by the victim as a 
likely attempt at deception. More simply stated, an email from FedEx about taxes is a poor 
deception story because taxation is not a preconceived notion generally associated with the 
FedEx trust relation.  

The following sample spearphishing emails demonstrate stealing trust to trigger the perceived 
relevance/urgency/habit triad. In these three typical examples, the conduit is email, email 
technology displays deceptive sender information, the content is deceptive and the call to action 
is an integral element of the deception story. The emails are not perfect – they are merely good 
enough to steal trust and trigger the perceived relevance/urgency/habit triad. 
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This email compromised computers in Israel’s Civil Administration of Judea and Samaria.89 This 
agency is responsible for entry and work permits from the West Bank to Israel. Shabak is the 
common name of the Israel Security Agency, the internal security service that is analogous to the 
FBI. Note how the attacker used the logo function of Gmail to enhance the perceived 
trustworthiness of the sender. The consistent constellation of content comprising the Shabak 
name, the Shabak logo, a reference to a report, all combined in the recipient’s mind into an 
important attachment from Shabak, a trusted sender. Thus, the recipient saw an email from 
Shabak with an important attachment (See). The recipient drew the conclusion that he should 
open the attachment (Think). The recipient took the action of opening the attachment (Do). The 
victim did not question Shabak using a Gmail address (shabekreport@gmail.com) instead of a 
government email address. 

In February 2015, the compromise of over 80 million health care records in the custody of 
Anthem, the second largest health insurer in the United States, was disclosed.90 The attacker 
leveraged military deception by using “we11point.com” instead of the company’s real domain 
“wellpoint.com” to deceive email recipients.91 Substituting two numerals for two letters of 
similar appearance was all that was needed to mount an effective deception campaign. 

Addressing the problem of differentiating attack emails from benign emails, Col. Gregory Conti, 
U.S.A, Military Academy Professor and the Director of the Information Technology Operations 
Center at West Point, observed:92 

What’s ‘wrong’ with these e-mails is very, very subtle. They’ll come in error-free, often 
using the appropriate jargon or acronyms for a given office or organization. 

These examples demonstrate how spearphishing efficiently accomplishes the three-tiered 
cognitive deception process. In constructing the deception story, the sender is not bound to tell 
the truth.93 The mission of the attacker is to fabricate a consistent message that exploits the 
victim’s preconceived notions. Email facilitates extremely compact and persuasive deception 
stories in which the highly personalized conduit reinforces the deception story. In these real 
world examples, the results of the deception were compromised systems. 

The effectiveness of spearphishing and the difficulty of detecting network intruders were again 
demonstrated with the 27 June 2014 charging of Chinese cyber spies who broke into Boeing’s 
networks using spearphishing, remaining undetected from 2009 to 2013. These spies targeted 
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 information related to the C-17 transport and the F-22 and F-35 fighters.94  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The charging document also details the anti-forensics that the attackers used to evade detection 
after they infiltrated Boeing using deceptive emails.95  
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Wargaming APT 

… France's vigilance once was lulled by undue reliance on the supposedly impregnable Maginot 
Line. 

- Irving R. Kaufman, Chief Judge of the U.S. Court of Appeals for the Second Circuit 

In this paper we propose a modified version of Olzak’s “Aggregate Attack Surface Model” 
methodology to map the cyber area of operations. 

 

 

Starting from the top of the model.  

• Email Boundary Attack Surface: Technical measures such as proxy filters, in-line AV 
and queuing block content from reaching the user. This layer also includes “next 
generation firewalls” which use sandbox technology to detect malicious email payloads. 

• Human Attack Surface – User: The deception target, the email recipient.  
• Endpoint Attack Surface: Technical means such as AV and patches, DEP, and “chroot” 

jail prevent the execution of exploits which the user implements as the result of 
deception. HIDS and endpoint logging report user activity to analysts.  

Modified Olzak Aggregate Attack Surface Model 
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• Endpoint Attack Surface – Analysts: Recent advances in technology have seen the 
introduction of Endpoint Threat Detection and Response (ETDR) solutions which 
provide endpoint data to analysts. 

• Network Attack Surface: Technical means which extend the endpoint technical defenses 
to network activity. These include “chroot” jail, AV, Firewall ACL, NIPS, Tarpit and 
DNS Redirect. 

• Network Attack Surface – Analysts: Skilled cyber security professionals monitor and 
analyze endpoint and network activity logs generated by NIDS and NIPS to discover 
unauthorized activities.     

• System Attack Surface: Technical means such as “chroot” jail and DEP block the 
attacker from accessing the objectives. 

• System Attack Surface – Analysts: Skilled cyber security professionals monitor and 
analyze endpoint and network activity logs generated by HIDS, NIDS and NIPS to 
discover unauthorized activities.  

• System Targets: The objective. 
• Damage Assessment – Analysts: Skilled cyber security professionals monitor and analyze 

endpoint and network activity logs generated by HIDS, NIDS, NIPS and non-cyber 
sources (for example financial audits to reveal discrepant bank activity) to discover 
unauthorized activities. 

• Damage Assessment – External: Agencies outside of the targeted enterprise discover 
apparent discrepant activity and report that information to the victim.96  

When this modified model is applied to the Lockheed Martin Course of Action, the table below 
shows how the wargame proceeds.  

 

 

 

 

 

 

 

 

H-4. In the hours preceding the attack, the attacker finalizes the deception story. Carefully 
coordinating the deception story with the preconceived perceptions to be exploited enhances 
the deceptive power of the deception story.  

H-Hour. The attack commences with a deceptive email targeting a single user. The message is 
crafted to evade email filters. It carries a latent payload that is only activated by human 
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intervention, thereby evading advanced firewall and other defenses. The email is delivered to 
the target. 

H+ minutes. The target Sees the email, Thinks it is real and Does the compromising action 
intended by the attacker. The attacker now has legitimate user credentials to use as the 
attacker sees fit. The exploit is of a nature that it evades the automated defenses. 

H+ Hours. The attacker has established C2 and has access to the System Targets. The defenders 
are receiving reports from their system monitoring tools. The data being reviewed is being 
manipulated by the attackers; the analysts See normal data, Think they are secure and Do 
nothing. 

H+ Days/Weeks/Months. After enjoying substantial time on target – and possibly attaining all 
mission objectives – the attack is discovered and remediation is implemented.  

This is the wargame as viewed using the Modified Olzak Aggregate Attack Surface Model: 

 

APT Wargame – Modified Olzak Attack Surface Model 

Events 

1. Attack email 
delivered to target. 

2.Target deceived 
into compromising 
systems. 

3. Internal and 
external analysts 
look for evidence 
of compromise. 
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In comparing the time to compromise to the time to discovery gap, Verizon made these 
observations:97 

• The attackers seldom need days to get their job done, while the defenders “rarely manage 
to get theirs done in a month of Sundays.” 

• The trend plainly shows that attackers are getting better and faster at what they do at a 
higher rate than defenders are improving their trade.  

• The amounts spent on network monitoring are ineffective. 
 

Much as the French invested vast sums in defenses that were easily circumvented, vast 
sums are being spent on a cyber-Maginot line98 which is easily overcome by spearphishing 
attacks.  

The weak link in cyber defenses is the user. Lockheed Martin posits a “Vigilant User” in its 
Courses of Action Matrix. The notional role of users in cyber security is recognized under the 
Federal Information Security Management Act of 2002.99 44 USC§ 3544 (b)(4) mandates 
cybersecurity awareness training for federal personnel. 44 USC § 3544 (b)(5) requires periodic 
testing and evaluation of cybersecurity effectiveness. 44 USC § 3544 authorizes the National 
Institute of Standards and Technology (“NIST”) to implement FISMA. NIST SP800-53r4 
requires that personnel be trained to spot spearphishing and that they report spearphishing to 
security personnel.  

In order to support the role of the vigilant user, the Olzak Attack Surface Model is further 
modified to add the Enterprise Attack Surface – Analysts.  This is the wargaming of a COA 
which includes a vigilant user. 

  

 

 

 

 

 

 

 

H-4. In the hours preceding the attack, the attacker finalizes the deception story. Carefully 
coordinating the deception story with the preconceived perceptions to be exploited enhances 
the deceptive power of the deception story.  

H-Hour. The attack commences with a deceptive email targeting a single user. The message is 
crafted to evade email filters. It carries a latent payload that is only activated by human 
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intervention, thereby evading advanced firewall and other defenses. The email is delivered to 
the target. 

H+ minutes. The target Sees the email, DOES NOT Think it is real and AVOIDS the 
compromising action intended by the attacker. The deception target reports the suspicious 
email to experts. 

H+ Hours. The experts analyze the deception message, determine that it is deceptive. The experts 
can determine the ACT desired by the attacker. The experts are able to understand the attack 
during the active phase of the attack. The Enterprise Attack Surface – Analysts now have the 
upper hand. The defenders can use the ACT of the attack message to deceive the attacker. 
Rather than a passive honeypot100, the defenders can respond to the deceptive message by 
providing the attacker with deceptive information, such as providing the attacker with unique 
credentials that access honeypots.  
 
The downstream deception techniques which cause human analysts to be deceived and 
overlook unauthorized network activity are stripped of their deceptive power by being 
identified at the beginning of the attack; when the defenders know what to look for, 
deception is far less effective. The target Sees the deceptive log data, DOES NOT Think it is 
real and Avoids the error of permitting malicious activity. Instead of looking for an unknown 
needle in a haystack, the defenders know exactly what to look for.  
 
In order for the attack to succeed, the attacker must support the attack with an external attack 
infrastructure and a target infrastructure that the attacker must install inside the victim’s 
systems. These attack infrastructures can be used against the attacker IF the attack is 
identified while it is in progress. In Tools of Engagement - Zero Dark 243 Days, Mandiant 
describes how defenders can turn the tables on attackers when the attack information is 
identified during the initial infiltration using the deceptive message.101  

Actively managing the attack and counterattack are new roles which have been assigned to a 
new “belt” which is termed “Enterprise Attack Surface – Analysts.” The key distinction 
between Mandiant’s defenses in Tools of Engagement - Zero Dark 243 Days and the typical 
APT is that in Tools of Engagement - Zero Dark 243 Days Mandiant had the good fortune 
that the attacker reused a spearphishing campaign that was known to Mandiant. Regrettably, 
good fortune is not systematically reproducible. In the next section of this paper deception 
countermeasures will be proposed in which never before seen attacks can systematically be 
identified and turned into counterattacks. 

H+ Days/Weeks/Months. The attacker is denied time on target. The attacker is subjected to 
counterattack. 
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This is the wargame as viewed using the Extended Modified Olzak Aggregate Attack Surface 
Model: 

 

APT Wargame – Extended Modified Olzak Attack Surface Model 

  

Events 

1. Attack email delivered to 
target. 

2.Target is not deceived and 
forwards suspicious email to 
analysts. 

3. Analysts modify the email 
boundary attack surface to 
meet their defensive 
objectives. 

4. Analysts use the attack 
intelligence to counteract. 
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An alternative view of the COAs can be shown as flowcharts:  
 

COA1 

 

 
COA2 
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This table compares the two COAs using the five COA validity criteria: 102  

 COA1 COA2 
Adequate No Yes 
Feasible No No 
Acceptable No Yes 
Distinguishable Yes Yes 
Complete Yes Yes 

The summary comparison of the two COA’s: 

 

COA Decision Matrix – Subjective Analysis103 

COA2 is clearly superior to COA1. COA2 shows the Attack Surface Reduction benefits to be 
derived from vigilant users. COA2 is incorporated in FISMA. COA2 is incorporated in 
Lockheed Martin’s Courses of Action Matrix. COA2 is a good theory. Standing between COA1 
and COA2 is military deception facilitated by email technology. Email is the cyber analog of a 
sentry manning a post in which the attackers seeking base admission create their own base passes 
using the same tools, materials and manuals as base security. COA2 fails because email 
recipients are unable to distinguish trustworthy emails from suspicious emails in operational 
environments. With existing email technology, COA2 is not feasible. Like the Maginot Line, 
defenders hope current cyber defenses are effective, yet these defenses are a failure.  

APT Counterdeception – Human Sensors 

In theory there is no difference between theory and practice. In practice there is. 

- Yogi Berra 

Given the general awareness of spearphishing and the obvious benefits of vigilant users, why is 
spearphishing so persistent? Because, in reality, users do not contribute to cyber-defense; 
users are latent internal threats waiting to be activated with military deception perpetrated 
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using email. This is why current defenses rely on blocking threats from reaching users and on 
restricting users’ privileges.104  

The Committee on National Security Systems National Information Assurance Glossary defines 
countermeasures as:105 

Actions, devices, procedures, or techniques that meet or oppose (i.e., counters) a threat, a 
vulnerability, or an attack by eliminating or preventing it, by minimizing the harm it can 
cause, or by discovering and reporting it so that corrective action can be taken. 

With the unwitting assistance of the deception target, spearphishing attackers are able to 
circumvent every technical measure to accomplish their presence in targeted systems. In a matter 
of mere hours, 84% of attackers have completed the intrusion kill chain and are exploiting time 
on target. The user, rather than being vigilant, is coopted via deceptive emails into being the 
unsuspecting agent of the attacker. As the public attack surface, the user is a critical requirement 
for the intrusion. The user is a critical element that is remarkably consistent in its reliability as an 
intrusion vector.  

It is critical that many layers of defense are used by organizations to defend their intellectual 
property. Operating systems and browsers must be current and patched. The latest software 
applications should be deployed with all patches installed in a timely manner. State of the art 
security software should be deployed. Systems should be monitored. Staff must be trained. But 
deploying these means leaves the infiltration method of choice –  deceptive emails –  essentially 
un-impacted. A comprehensive cyber defense must implement a solution to address that 
“relevance, urgency cues, and habitual media use patterns form a triad of influence and largely 
determine individuals’ phishing susceptibility.”106  

In spearphishing attacks the attacker’s goal is to deceive the user. Attackers can contrive and 
dispatch convincing deception stories at will; deception stories which exploit trusted relations. 
Because intelligence identifies factors which the attackers can change in the face of defenses, 
intelligence which seeks to adapt defenses in response to spearphishing attacks will be 
ineffective in countering future spearphishing attacks. The current intelligence driven process of 
monitoring/response/remediation is the cyber implementation of the old adage, “generals fight 
the last war.” As the defenders identify and respond to yesterday’s deception story, today brings 
new fodder for new deception stories and new attacks.  

When military deception is considered in the threat profile, human decision-making factors must 
be deployed in the defensive measures. Deception targets people, not systems. The technology of 
deception is psychology, not computer science. Deception must be detected and reported by the 
human targets – the human targets must become human sensors that perceive suspected attacks 
and report them to IT professionals. In order for the human targets to act as human sensors, they 
require real time guidance from IT. When fighting deception which is based on stolen trust, IT 
can provide guidance about trusted senders. Although it is easy for an attacker to create a 
deception story and yet another Gmail account that appears to be email from a trusted sender, it 
is difficult for an attacker to use the real trusted email account. Moreover, while the user is 
poorly equipped to decide which email senders are trustworthy, IT can make that determination. 
Leveraging existing email authentication technology, IT can, in fact, divide the universe of email 
senders into two groups – trusted and untrusted. Armed with trust information from IT, users can 
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detect and report deceptive emails – those that purport to be from a trusted sender but are not, to 
IT – thereby: 

• Disrupting the deception that APT attackers depend upon to compromise users.  
• Enabling the defensive response at the delivery phase of the kill chain. 

COA2 - Realized 

 

 

 

 

 

 

 

 

 

 

 

 

 

COA2 becomes feasible when military deception countermeasures are implemented by providing 
trustworthiness indicators to the user.  

This is an example from Gmail of technology which modifies the email display to provide a 
visual indicator when there is certainty respecting identity of the sender of email. This screenshot  
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shows Gmail with the “Authentication icon for verified senders” feature enabled.  

 

 

 

 

 

 

 

 

 

 

The two Google emails both notify the recipient that a password change has occurred. The upper 
Google email is a simulated attack created by misusing a real Gmail account for deception. The 
lower Google email is a real Google alert. Each message provides a strong call to action to click 
the embedded links. When the user encounters these emails a new factor is added to the 
constellation of consistent content – trust marking. The lower Google alert has the historical 
constellation of consistent content and the new factor – the trust indicator. The upper Google 
alert also has the entire historical constellation of consistent content; however, the trust indicator 
in the new constellation of consistent content is significant by its absence. That absence disrupts 
the perceived relevance/urgency/habit triad, thereby reducing the likelihood that the recipient 
will be deceived by the attempt to co-opt the Google trust relationship. As shown below, the trust 
indicator also appears in the opened email, further reinforcing the presence of the trust indicator 
in emails from trusted senders. 
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estimates an attack of as few as ten emails is guaranteed to infiltrate the target.109 The attacks are 
crafted to avoid technical defenses (small email volumes that are “under the radar”, zero day 
exploits and other APT countermeasures).110 The initial point of vulnerability is the person 
interacting with a compelling email. Training is not effective in defending at the point of 
vulnerability – user deception. At that point of vulnerability, providing the user with a 
countermeasure against the spearphishing attack decreases the likelihood of infiltration by email 
and increases the chances of interdicting the infiltration. Additionally, by reducing the deceptive 
power of spearphishing emails, the attacker must send more emails, further increasing the 
likelihood of discovery. Fewer successful infiltrations will result in fewer alerts for IT to process. 
Finally, identifying the attack at its earliest stages permits the intended target to mount an 
effective counterattack.111 
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110 See, for example, Cisco Systems, Email Attacks, This Time It’s Personal, June 2011, Web. 3 May 2014, 
http://www.cisco.com/c/dam/en/us/products/collateral/security/email-security-appliance/targeted_attacks.pdf 
111 Much like small raiding parties which operate from a common secret base of operations, APT attackers employ 
unique elements in the attacks (e.g., malware, domains, messaging) which often use a common obscured 
infrastructure from which multiple apparently independent attacks can be mounted. By obscuring these 
infrastructures, attackers use attack infrastructures for long periods of time. Examples of infrastructures that 
remained undetected for years: 
 
A cyber attack infrastructure that went undiscovered for more than 5 years. GReAT, Red October Diplomatic Cyber 
Attacks Investigation, 14 January 2013, Web, 6 July 2014, http://securelist.com/analysis/publications/36740/red-
october-diplomatic-cyber-attacks-investigation/ 
 
A cyber attack infrastructure that went undiscovered for approximately 3 years, Mandiant website, Web. 10 July 
2014, https://www.mandiant.com/threat-landscape/ GReAT, The “Icefog” APT: A Tale of Cloak and Daggers, 
2013, Web. 7 June 2014, http://www.securelist.com/en/downloads/vlpdfs/icefog.pdf 
 
A cyber attack infrastructure used by attackers in India for at least 3 years was discovered in Norway. 
https://www.bluecoat.com/company/press-releases/norman-shark-cyber-research-report-uncovers-first-large-cyber-
espionage, Web. 10 August 2014. 
 
Although attackers cannot be stopped from creating new attack infrastructures (See, for example, the deployment of 
a new attack infrastructure after the publication of Mandiant’s APT1 report,Danger, David and Perlroth, Nicole, 
“Hackers From China Resume Attacks on U.S. Targets,” The New York Times, 19 May 2013, Web. 31 July 2014, 
http://www.nytimes.com/2013/05/20/world/asia/chinese-hackers-resume-attacks-on-us-
targets.html?pagewanted=1&_r=1&hp), forcing attackers to abandon infrastructures and create new ones introduces 
delays into attacks and increases the cost of operation for APT attackers. 


