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seL4-based architectures help protect UAVs against 
sophisticated adversaries
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However, sophisticated adversaries can launch stealthy attacks

Stealthy attacks occur when an adversary manipulates a system to compromise its 
functionality while evading detection 

seL4-based UAV Stack

Autopilot 

Software

Embedded 

Linux

Hardware

seL4

Embedded 

Linux

Wi-Fi Drivers

1.  set TAKEOFF_ALT 20
2.  set FLIGHT_MIN_ALT 10
3.  ...
4.  +set PITCH_GAIN_P MAX
5.  +set PITCH_GAIN_FF_P MAX
6.  ...
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We prevent stealthy attacks using Datum by writing 
protocols that preclude undesirable system behaviors

1. set TAKEOFF_ALT 20
2. set FLIGHT_MIN_ALT 10
3. ...
4. +set PITCH_GAIN_P MAX
5. +set PITCH_GAIN_FF_P MAX
6. ...

Must Conform To

PITCH_GAIN_P + PITCH_GAIN_FF_P < T

Datum Protocol

Dynamically Assured Typed Universal Messaging (DATUM) is 

our framework for building high-assurance systems rooted in 

well-defined protocols
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Datum enforces protocols by dynamically checking traces
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1.  set TAKEOFF_ALT 20
2.  set FLIGHT_MIN_ALT 10
3.  ...
4.  +set PITCH_GAIN_P MAX
5.  +set PITCH_GAIN_FF_P MAX
6.  ...

A trace is a sequence of messages exchanged between system components
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sel4/Datum-Based UAV Stack

Traces that conform to a protocol maintain safety invariants
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trace_conforms tr proto
⇒

 control_stability tr
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Datum represents protocols using Refined Multiparty 
Session Types (RMPSTs)

set PITCH_GAIN_P MAX

param_value PITCH_GAIN_P MAX

set PITCH_GAIN_FF_P MAX

1. µ (λ (_ : unit) ->
2.  Choice UAV GCS [
3.   option “set” 
4.    (λ (p : hidden param_set_msg) -> 
5.      Choice GCS UAV [
6.       option “param_value” 
7.        (λ (p : hidden param_val_msg) ->
8.          Recur 0 ())])])

1. Permissible messages

2. Message order

3. Message contents

Statically

Enforced!
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Datum embeds RMPSTs in the F* interactive theorem prover 
(ITP)
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Datum’s F*-based representation enables machine-checked 
proofs of key protocol safety properties

Proposition: Well-typed traces don’t go wrong
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m

Trace

tr
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Proposition:

∀𝑡𝑟. 𝑡𝑟: 𝑡𝑦 𝑑 ⇒ 𝑚 𝑡𝑟 ≠ 𝑾𝑹𝑶𝑵𝑮 

Proposition:
∀𝒕𝒓. 𝒎 𝒕𝒓 ≠ 𝑾𝑹𝑶𝑵𝑮 ⇒

𝒄𝒐𝒏𝒕𝒓𝒐𝒍_𝒔𝒕𝒂𝒃𝒊𝒍𝒊𝒕𝒚 tr

Provably Safe Protocol:

sRMPST

[ICSS ’24]
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F*’s programming facilities enables Datum to generate 
dynamic attestors

Dynamic 
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Linux-Based Integration

[NASA FM ‘25]

seL4-Based Integration

[ICUAS ‘25]
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Datum’s dynamic attestors are extendable to additional 
transports using a well-defined interface

decoder: (#d: type) -> 
stream -> IO d

encoder: (#d: type) -> d -> 
stream -> IO ()

ty: sRMPST d

gen_type_checker Dynamic Attestor
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Datum enables formal protocol descriptions

• Protocols are expressed as Refined Multiparty Session Types (RMPSTs)

− This choice allows us to statically verify programs implement a protocol

• Our future work will build on previous efforts that have integrated vanilla session 
types with systems programming languages
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Protocols developed using Datum can be shown to preserve 
critical invariants

• The behavior of the system after receiving a message is described by a model

− The model goes wrong if the system’s next state violates an invariant

• We can prove that if a trace conforms to a protocol, then interpreting the trace 
does not cause the system to go wrong (i.e., well-typed traces don’t go wrong)
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Preserving these invariants + seL4 integration eliminates 
entire categories of attacks

Exploiting these 

vulnerabilities does not 

compromise UAV’s 

safety!
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Questions?

Max Taylor

Formal Methods Researcher

Idaho National Laboratory

maxhtaylor@proton.me 
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Dynamic Attestor Pipeline

Slides
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Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy. 
INL is the nation’s center for nuclear energy research and development, and also performs research 

in each of DOE’s strategic goal areas: energy, national security, science and the environment.
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