
Nomination Statement: Best Scientific Cybersecurity Paper Competition 

Wireless backhaul links serve as the backbone of modern communication networks, enabling critical 
data transfer across financial, governmental, and infrastructure sectors, including their widespread use 
in high-frequency financial trading on Wall Street. Traditionally, these high-frequency directional links 
have been considered highly secure due to their narrow beamwidth and elevated deployment, as 
intercepting these “pencil beams” would seemingly disrupt or obstruct the transmission, thereby 
exposing any potential attacks. However, the paper “MetaFly: Wireless Backhaul Interception via 
Aerial Wavefront Manipulation” (IEEE Symposium on Security and Privacy 2024) fundamentally 
challenges this critical assumption by exposing a novel aerial metasurface-based attack that enables 
stealthy, over-the-air eavesdropping on highly directional backhaul links. The paper makes three 
groundbreaking contributions to cybersecurity research: 

1. The First Demonstration of Aerial Metasurface Eavesdropping Attacks: MetaFly pioneers the 
concept of airborne electromagnetic (EM) wavefront manipulation, showing that an adversary 
can induce targeted diffraction beams on the fly, redirecting secure backhaul transmissions 
toward an off-site eavesdropper without disrupting the legitimate link. This discovery exposes 
a previously unknown vulnerability in sub-terahertz and millimeter-wave networks, critical to 
emerging 6G infrastructures. 
 

2. Low-Cost, Stealthy, and Power-Free Attack Mechanism. Unlike conventional cybersecurity 
threats that require active jamming, sophisticated hacking, or complex adversarial models, 
MetaFly’s attack is passive, lightweight, and cost-effective, relying only on an off-the-shelf 
drone and a transmissive metasurface fabricated in minutes using standard office supplies. The 
attack imposes minimal energy footprints, making it exceedingly difficult to detect via 
traditional security measures such as spectrum monitoring or signal anomaly detection. 

 

3. Experimental Validation with a Real-World Sub-Terahertz Testbed: The paper rigorously 
validates the attack via a suite of over-the-air experiments in both indoor and large-scale 
outdoor metropolitan settings. Leveraging a state-of-the-art 130 GHz testbed, the research 
demonstrates that MetaFly can intercept transmissions with near-zero bit error rates, while 
remaining undetectable by the legitimate receiver. This empirical validation significantly 
strengthens the credibility and real-world impact of the attack. 

Why This Paper Merits the Award 

MetaFly’s findings have far-reaching implications for national security, corporate cybersecurity, and 
wireless infrastructure resilience. As 5G and 6G wireless networks push toward high-frequency 
communications, MetaFly highlights an urgent need for new security mechanisms to counteract 
advanced EM-based attacks. The work is not only scientifically rigorous - grounded in wavefront 
physics, metasurface engineering, and signal processing - but also highly impactful, demonstrating a 
real-world cybersecurity threat that has remained undetected until now. 

By unveiling an entirely new attack vector against mission-critical wireless infrastructure, MetaFly 
represents a landmark contribution to the field of scientific cybersecurity research. It exemplifies 
innovation, technical depth, and practical significance, making it a strong contender for the Best 
Scientific Cybersecurity Paper Award. 


