
Motivation

➢ Radio Frequency (RF) communication is critical for 
infrastructure: healthcare, transportation, government 
services.

➢ Existing ML models for RF security often depend on 
cloud computing, causing latency and privacy issues.

➢ AI edge computing enables deploying models directly 
on edge devices, reducing these concerns.

➢ This study provides the first benchmark of ML models 
for RF anomaly detection on the NVIDIA Jetson Orin 
Nano platform.
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Conclusion

➢ Benchmarking ML models for RF anomaly detection on 
edge devices, remains a gap.

➢ This study addresses that gap with a comprehensive 
benchmark analysis.

➢ Evaluated multiple ML models deployed on NVIDIA Jetson 
Orin Nano.

➢ Results show the device is well equipped for RF anomaly 
detection, achieving strong performance, across key 
metrics.

➢ All models <10 ms (AE 
2.2 ms; TensorRT AE 
0.76 ms; LSTM-AE 
7.1 ms). Real-time 
thresholds satisfied.

➢ TensorRT AE 397.2 FPS; 
All models >100 FPS 

➢ Suitable for 
high-volume 
RF data(e.g., 5G 
monitoring).

➢ Autoencoder (AE)
➢ Adversarial Autoencoder (AAE)
➢ Convolutional Neural Network–based Autoencoder 

(CNN_AE)
➢ Long Short-Term Memory–based Autoencoder (LSTM-AE)
➢ Residual Network–based Autoencoder (ResNet-AE)

➢ 1,024 complex I/Q samples per 
record

➢ Sampling rate: 1 MHz → 
≈1.024 ms duration

➢ Baseband generation: 0 Hz 
carrier, unit power

➢ Preprocessing: Normalization 
for model input

➢ Why baseband? Improves 
computational efficiency in 
simulation workflows

➢ Adversarial 
Autoencoder (AAE) 
showed highest energy 
efficiency.

➢ Complex 
models (LSTM-AE, 
ResNet-AE)exhibited     
lower energy 

efficiency.

➢ GPU utilization was 
moderate (20–25% 
typical; LSTM-AE up 
to 65%), CPU 
remained low (7–
14%), enabling 
concurrent edge 
tasks.

These models match SoTa time-series and 
spectrum-based anomaly detection literature.

➢ GPU: Ampere architecture
➢ CPU: Arm Cortex-A78AE cluster
➢ Memory: LPDDR5
➢ AI performance: Up to 40 TOPS (INT8 precision)
➢ Developer Kit features: High-speed I/O, storage 

expansion, multimedia support
➢ Practical platform for deploying and benchmarking ML 

workloads
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