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cyber-‐physical	  systems

• engineering	  systems	  that	  bring	  together	  
sensing,	  computation,	  and	  control

• autonomous,	  complex,	  and	  safety-‐critical
• many	  application	  areas:	  driving	  assist	  systems,	  
driverless	  cars,	  embedded	  medical	  devices,	  
surveillance	  drones	   3
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“How	  can	  we	  design	  cyber-‐physical	  systems	  people	  can	  
bet	  their	  lives	  on?”	  -‐-‐-‐ Jeannette	  Wing



foundational	  approach

• develop	  sound	  and	  relative	  complete	  algorithms	  for	  
analysis	  and	  synthesis
– powertrain	  control	  in	  vehicles
– motion	  control	  in	  drones

• theory	  for	  optimality	  in	  distributed	  control	  while	  
preserving	  privacy
– distributed	  optimization
– traffic	  networks

• robust	  control,	  formal	  methods,	  program	  analysis,	  
and	  distributed	  systems	  theory
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system	  design	  &	  properties

hybrid	  systems	  models:	  
mathematical	  model	  of	  CPS
differential	  equations	  &	  programs
discrete	  or	  continuous	  time	  
uncertainties:	  model	  parameters,	  
disturbances,	  scheduling
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• invariance	  and	  safety:	  “drone	  maintains	  safe	  
separation	  to	  objects”

• stability,	  disturbance	  attenuation: “under	  
sensor	  failures/attacks,	  air-‐fuel	   ratio	  
maintained	  in	  required	   range”

• sensitivity:	  “individuals	   in	  a	  distributed	  control	  
system	  maintain	  differential	  privacy	  ?”

• controllability:	   “does	  there	  exist	  a	  path	  for	  an	  
attacker	  to	  make	  a	  power	  system	  unstable	  
while	  avoiding	  detection	  ?”

plant
dynamics

controller
software

sensoractuator

mode	  1
�̇� = 𝐴+ 𝑡

mode	  2
�̇� = 𝑓/ 𝑥, 𝑡

if	  𝐴+/𝑥≤ 𝑏+/
𝑥3 ≔ 𝐶+/𝑥



outline

• control	  synthesis
• privacy	  in	  cyber-‐physical	  systems
• challenge	  problems	  in	  verification	  
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CONTROLLER	  SYNTHESIS	  WITH	  
ADVERSARY

PART	  I
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control	  system	  with	  quantized	  sensing

• measurements	  over	  finite	  bandwidth	  channel:	  
quantized	  and	  sampled

• multi-‐point	  attack	  surface
• goal:	  synthesize	  controller	  with	  provable	  guarantees	  
(certificates) 9

plant
𝑥67+ = 𝑓(𝑥6,𝑢6 )

controller
𝑢6 = 𝑔(𝑐6)

𝑥6

sensor/
quantizer

𝑐6

𝑐+
𝑐/

𝑐=
𝑐>

𝑢6

𝐶



certificate

model,	  
requirements

controller	  g	  synthesis	  
algorithm
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given	  a	  system	  model,	  quantization,	  init, safe and	  goal,	  
find control	  g(.) such	  that	  all	  behaviors	  are	  safe	  and	  
reach	  goal
• yes	  (controller	  strategy	  function	  g)
• no	  (impossibility	  certificate	  “no	  controller	  exists”)	  

synthesis	  problem	  as	  search	  	  	  .



inductive	  synthesis	  rules	  [Huang	  et	  al.	  CDC	  15]

Find	  𝑔: 𝑪 → 𝑈, V: C → ℕ, 𝑘 ∈ ℕ such	  that	  
• (control	  invariant)

V 𝑖𝑛𝑖𝑡 ≤ 𝑘 ∧ 𝐶3 ⊆ 𝑝𝑜𝑠𝑡 𝐶, 𝑔 ⇒ 𝑉 𝐶 ≥ 𝑉 𝐶3

• (safe) 𝑉 𝐶 ≤ 𝑘 ⇒ 𝐶 ⊆ 𝑠𝑎𝑓𝑒
• (goal)	  𝐶 ⊆ 𝑔𝑜𝑎𝑙 ⇔ 𝑉 𝐶 = 0;	  
• (progress)	  

𝐶 ⊆ 𝑖𝑛𝑣\goal ∧ 𝐶3 ⊆ 𝑝𝑜𝑠𝑡\ 𝐶, 𝑔 ⇒ 𝑉 > 𝑉(𝐶3)

11



soundness	  and	  relative	  completeness	  
of	  synthesis	  algorithm

• Robustness:	  Given	  controller	  C	  and	  ranking	  function	  templates	  
R,	  the	  problem	  M	  is	  robust	  if	  there	  exists	  𝜖 > 0	  :	  
– exists	  𝑔 ∈ 𝐶, 𝑉 ∈ 𝑅 such	  that	  for	  any	  problem	  M’	  that	  is	  𝜖-‐close	  to	  M,	  

the	  	  𝑔,𝑉 solves	  the	  synthesis	  problem	  for	  M’	  with	  some	  k,	  OR
– for	  none	  of	  the	  problems	  M’	  that	  are	  𝜖-‐close	  to	  M,	  have	  solutions	  to	  

the	  synthesis	  problem	  with	  any	  𝑔 ∈ 𝐶, 𝑉 ∈ 𝑅

• Theorem.	  If	  the	  synthesis	  problem	  M	  is	  (C,R)-‐robust,	  then	  
there	  exists	  a	  sufficiently	  accurate	  computation	  of	  post(C, g)
to	  (a)	  either	  find	  control	  g	  and	  proof	  V	  or	  (b)	  give	  a	  proof	  that	  
there	  exists	  no	  such	  controller	  in	  C,	  R.	  
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application:	  path	  planning
implemented	  using	  CVC4	  SMT	  
solver
nonlinear	  vehicle	  navigation	  
with	  noise	  and	  obstacles
C:	  regions	  in	  x-‐y	  plane
𝑉:𝐶 → ℕ
768	  cells,	  3072	  real-‐valued	  
variables,	  booleans,	  solved	  in	  
less	  than	  10	  minutes
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init

init

goal

goal

Light (under) and over (dark) 
approximation of post



linear	  dynamics	  with	  L2	  attack	  budget

𝑅𝑒𝑎𝑐ℎ 𝑥d, 𝑢, 𝑡 = 	  𝑥	   	  ∃𝑎 ∶ 𝑥 = 𝜉 𝑥d, 𝑢, 𝑎𝑡 }

L(𝑥d,𝑢, 𝑡) is	  called	  adversarial	  leverage	  iff
𝑅𝑒𝑎𝑐ℎ 𝑥d, 𝑢, 𝐴𝑑𝑣, 𝑡 = 𝑅𝑒𝑎𝑐ℎ 𝑥d, 𝑢, 𝑂, 𝑡 ⊕ 𝐿(𝑥d, 𝑢, 𝑡)

For	  linear	  dynamics	  and	  L2-‐budget
L 𝑥d,𝑢, 𝑡 = 𝑥	   𝑥n𝑊6p+𝑥 ≤ 𝑏},	  
where	  𝑊6 = ∑ 𝐴6prp+𝐶𝐶n 𝐴n 6prp+6p+

rsd

Can	  be	  computed	  exactly	  and	  independently	  of	  𝑥d
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adversarial	  leverage

For	  each	  𝑡 ≤ 𝐻, generate	  s𝑎𝑓𝑒6 and	  𝑔𝑜𝑎𝑙6 such	  that	  
• 𝑠𝑎𝑓𝑒6 ⊕ 𝐿 𝑡 = 𝑠𝑎𝑓𝑒
• 𝑔𝑜𝑎𝑙6 ⊕ 𝐿 𝑡 = 𝑔𝑜𝑎𝑙
𝑠𝑎𝑓𝑒6, 𝑔𝑜𝑎𝑙6 computed	  by	  conic	  programming	  

Check	  ∃𝑢 ∈ 𝐶𝑡𝑟𝑙 :	  ∀𝑡,𝑥d ∈ 𝐼𝑛𝑖𝑡, 𝑅𝑒𝑎𝑐ℎ 𝐼𝑛𝑖𝑡, 𝑢, 0, 𝑡 ⊆ 𝑠𝑎𝑓𝑒6
and	  𝑅𝑒𝑎𝑐ℎ 𝐼𝑛𝑖𝑡, 𝑢, 0, 𝑇 ⊆ 𝐺𝑜𝑎𝑙n

Theorem.	  Exists	  𝑢 that	  is	  adversary-‐free	  solution	  𝑢
𝑅𝑒𝑎𝑐ℎ 𝑥d, 𝑢, 0, 𝑡 ∈ 𝑆𝑎𝑓𝑒6	  and	  𝑅𝑒𝑎𝑐ℎ 𝑥d,𝑢, 0, 𝑡 ∈ 𝑆𝑎𝑓𝑒6 Iff
𝑢	  solves	  the	  control	  synthesis	  problem	  with	  adversary
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planning	  under	  uncertainty
Autonomous	  helicopter	  (16D,	  4	  inputs)

𝑥67+	   = 𝐴6𝑥6 + 𝐵6𝑢6 + 𝐶6𝑎6

𝐴𝑑𝑣: ∑ 𝑎} / ≤ 𝑏: intrusion	  budget	  
constraints

𝐶𝑡𝑟:∑𝑐}𝑢} ≤ 𝑘:	  actuation	  constraints

𝐼𝑛𝑖𝑡: Additive	  sensor	  attacks
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T 𝝓𝒔𝒂𝒇𝒆 𝝓𝒈𝒐𝒂𝒍,	  
Ctr

𝝓 Result R.time (s)

40 16 4, 160 804 Unsat 2.79

80 44 4,	  320 3844 Sat 35.22

320 24 4,	  1280 8964 Sat 532.5

9 36 6,	  72 402 Sat 24.5

12 24 6,	  96 338 Sat 60.6

15 24 10,	  96 576 Sat 158.8
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Synthesis	  of	  𝐴𝑑𝑣(𝑏)-‐proof	  
control	  strategies

Find	  𝑏��}6 that	  makes	  synthesis	  
impossible

Vulnerability	  classification	  of	  
initial	  states

Attack	  synthesis:	  function:	  
ℝ� → 𝐴𝑑𝑣 that	  reaches	  
unsafe



summary	  and	  outlook

• we	  have	  developed	  a	  new	  class	  of	  synthesis	  
algorithms	  for	  control	  systems	  under	  attacks	  with	  
budget-‐constrained	  adversaries
– algorithms	  can	  also	  give	  impossibility	  certificates
– applications	  in	  motion	  planning	  under	  sensor	  attacks

• ongoing:	  switching	  based	  synthesis	  of	  attacks	  on	  that	  
make	  power	  networks	  unstable	  while	  evading	  
standard	  detection	  mechanisms	  (new	  collaboration	  
with	  Prof.	  Saman Zonouz)
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PRIVACY	  IN	  CYBER-‐PHYSICAL	  
SYSTEMS	  CONTROL

Part	  II

19

[HiCons 2014]	  [CDC	  2014]	  [ICDCN	  2015]	  



WAYZ	  video

• Participants	  share	  private	  information	  for	  social	  benefit

•Unfettered	  sharing	  can	  expose	  users	  in	  unexpected	  ways
• Adding	  noise	  to	  private	  information	  can	  give	  privacy	  by	  
sacrificing	  some	  accuracy

• Privacy–accuracy	  trade-‐off	  in	  database	  
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Vehiclej
𝑥�̇ = 𝑓�(𝑥�, 𝑧, 𝑢)

Controller
𝑢� = 𝑔(𝑥� , �̃�)

Vehiclei
𝑥}̇ = 𝑓}(𝑥}, 𝑧,𝑢)

Controller
𝑢} = 𝑔(𝑥}, �̃�)

Traffic

𝑧 =
1
𝑁∑𝑥}

𝑥+

𝑥�
𝑧

Vehiclej
𝑥�̇ = 𝑓�(𝑥�, 𝑧, 𝑢)

Controller
𝑢� = 𝑔�(𝑥�)

Vehiclei
𝑥}̇ = 𝑓}(𝑥}, 𝑧,𝑢)

Controller
𝑢} = 𝑔}(𝑝}, 𝑥})

Traffic

𝑧 =
1
𝑛 ∑𝑥}

𝑥+

𝑥�
𝑧

agents	  sharing	  no	  location	  data
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Vehiclej
𝑥�̇ = 𝑓�(𝑥�, 𝑧, 𝑢)

Controller
𝑢� = 𝑔(𝑥� , �̃�)

Vehiclei
𝑥}̇ = 𝑓}(𝑥}, 𝑧,𝑢)

Controller
𝑢} = 𝑔(𝑥}, �̃�)

Traffic

𝑧 =
1
𝑁∑𝑥}

𝑥+

𝑥�
𝑧

Vehiclej
𝑥�̇ = 𝑓�(𝑥�, 𝑧, 𝑢)

Controller
𝑢� = 𝑔�(𝑧′)

Vehiclei
𝑥}̇ = 𝑓}(𝑥}, 𝑧,𝑢)

Controller
𝑢} = 𝑔}(𝑥}, 𝑧′)

Traffic

𝑧 =
1
𝑛 ∑𝑥}

𝑥+

𝑥�
𝑧

agents	  sharing	  complete	  location	  data

Server

𝑧′ =
1
𝑛∑𝑥}

𝑥+

𝑥�
𝑧′

𝑀∗
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𝑥+

better	  distributed	  control	  while	  protecting	  
private	  location	  data

𝑂𝑏𝑠:	  observation	  stream	  (location	  data)	  of	  the	  system	  bounded	  by	  time	  
T
Sensitive	  data:	  location	  way	  points	  of	  all	  agents	  𝑔 = {𝑔+,… ,𝑔�}

𝑔 and	  𝑔′ be	  two	  sequences	  location	  waypoints	  that	  are	  identical	  except	  
𝑔}	  and	  𝑔}′.	  The	  system	  is	  differentially	  private iff
𝑃 𝑔	  𝑙𝑒𝑎𝑑𝑠	  𝑡𝑜	  𝑂𝑏𝑠
𝑃 𝑔3𝑙𝑒𝑎𝑑𝑠	  𝑡𝑜	  𝑂𝑏𝑠 ≤ 𝑒 ��p��

�

Cost	  of	  privacy:	  sup
�,}

𝐸[𝐶𝑜𝑠𝑡 𝑔, 𝑀∗ − 𝐶𝑜𝑠𝑡 𝑔, 𝑀′ ]

Worst	  case	  loss	  of	  efficiency	  (over	  all	  location	  waypoints	  of	  any	  agent)	  
for	  using	  differentially	  private	  sharing

What	  is	  the	  cost	  of	  privacy	  in	  distributed	  control?
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Vehiclej
𝑥�̇ = 𝑓�(𝑥�, 𝑧, 𝑢)

Controller
𝑢� = 𝑔(𝑥� , �̃�)

Vehiclei
𝑥}̇ = 𝑓}(𝑥}, 𝑧,𝑢)

Controller
𝑢} = 𝑔(𝑥}, �̃�)

Traffic

𝑧 =
1
𝑁∑𝑥}

𝑥+

𝑥�
𝑧

Vehiclej
𝑥�̇ = 𝑓�(𝑥�, 𝑧, 𝑢)

Controller
𝑢� = 𝑔�(𝑥�, �̃�)

Vehiclei
𝑥}̇ = 𝑓}(𝑥}, 𝑧,𝑢)

Controller
𝑢} = 𝑔}(𝑥}, �̃�)

Traffic

𝑧 =
1
𝑛 ∑𝑥}

𝑥+

𝑥�
𝑧

differentially	  private	  control

Server

�̃� =
1
𝑛 ∑𝑥}

𝑥+£= 𝑥++ 𝐿𝑎𝑝(
ΔT
𝜖
)

�̃�

𝑀’

𝑥/£ = 𝑥/+ 𝐿𝑎𝑝(
ΔT
𝜖
)

sensitivity	  of	  
system	  to	  
change	  in	  
private	  data
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𝑥+

cost	  of	  privacy

Privacy:	  𝑔 and	  𝑔′ be	  two	  sequences	  of	  observations	  that	  are	  identical	  
except	  𝑔}	  and	  𝑔}′.	  The	  system	  preserves	  differentially	  private	  iff

𝑃 𝑔	  𝑙𝑒𝑎𝑑𝑠	  𝑡𝑜	  𝑂𝑏𝑠
𝑃 𝑔3𝑙𝑒𝑎𝑑𝑠	  𝑡𝑜	  𝑂𝑏𝑠 ≤ 𝑒 ��p��

�

Cost	  of	  privacy:	  sup
�
𝐸[𝐶𝑜𝑠𝑡 𝑔, 𝑀′ − 𝐶𝑜𝑠𝑡 𝑔, 𝑀∗ ]

Theorem.	  COP	  =	  𝑂( n¥

¦§¨§) for	  stable	  linear	  systems	  [HiCons 2014]

Cost	  reasonable	  for	  short-‐lived	  agents	  and	  large	  number	  of	  agents
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𝑥+

lower-‐bound	  on	  estimation	  accuracy	  
[Wang	  et	  al.	  CDC	  2014]

suppose	  adversary	  estimates	  the	  initial	  system	  state	  from	  observations	  

minimal	  mean	  square	  estimator:	  𝑋ª 𝑡 = 𝔼[𝑋(0)|𝑍 𝑡 , … , 𝑍 0 ]

accuracy	  of	  this	  estimation	  process	  at	  time	  t	  ∈ N	  is	  measured	  by	  the	  
entropy	  of	  the	  sequence	  𝐻(𝑋ª 𝑡 )



Theorem:	  If	  the	  system	  is	  ε-‐differentially	  private	  up	  to	  time	  𝑡,	  
then	  for	  any	  𝑠 ≤ 𝑡,	  the	  Shannon	  entropy	  of	  the	  estimator	  
𝐻 𝑋ª(𝑠) ≥ 𝑛(1 − 	  𝑙𝑛 ¯

/ ),	  where	  𝑛 is	  the	  dimension	  of	  the	  
state	  of	  the	  system.	  

The	  minimum	  is	  achieved	  by	  adding	  𝑛-‐dimensional	  Laplace	  
noise	  𝑁 0 ~𝐿𝑎𝑝(+¯ , 𝑛) at	  the	  beginning	  and	  𝑁 𝑡 + 1 =
𝐴𝑁(𝑡) successively.



summary	  and	  outlook
• we	  have	  proposed	  a	  basic	  research	  problem	  on	  exploring	  the	  

trade-‐offs	  between	  (differential)	  privacy	  of	  distributed	  control	  
/	  optimization	  and	  performance	  

• established	  lower-‐bounds	  on	  (cost,	  estimation	  entropy)

• connections	  to	  problems	  in	  distributed	  optimization,	  learning,	  
empirical	  risk	  minimization,	  sensitivity	  analysis	  (verification)

• we	  have	  proposed	  to	  organize	  a	  workshop	  on	  Science	  of	  
Security	  of	  Cyber-‐physical	  systems	  for	  CPSWeek 2016,	  Vienna
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MEETING	  CPS	  VERIFICATION	  
CHALLENGES

Part	  III
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proof	  (test	  suite)	  
establishing	  that	  
design	  meets	  
requirements

design	  E.g.,	  
simulink/steflow bug

trace
algorithm	  
tools	  (c2e2)

system	  
requirements

verification	  problem
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• given	  start	  	  	  	  	  	  	  	  	  	  	  	  	  	  and	  target
• compute	  finite	  cover	  of	  initial	  set
• numerically	  simulate	  from	  center	  𝑥d of	  

each	  cover	  
• symbolically	  bloat simulation	  so	  bloated	  

tube	  contains	  all trajectories	  from	  the	  cover
• Union	  =	  over-‐approximation	  of	  reach	  set
• Check	  intersection/containment	  with	  𝑇
• Refine

• symbolic	  bloat	  computed	  from	  static	  analysis	  of	  
models;	  this	  is	  related	  to	  sensitivity	  	  [HSCC	  2014]	  
[ATVA	  2015]

S

𝑥d

𝑇

strategy:	  combine	  concrete	  numerical	  
simulations	  with	  symbolic	  analysis



Theorem.	  (Soundness).	  Given	  hybrid	  automaton	  𝐴,	  initial	  set	  Θ,	  unsafe	  set	  𝑈,	  
time	  bound	  𝑇,	  bound	  on	  discrete	  transitions	  𝑁,	  if	  the	  algorithm	  1	  returns	  safe	  
or	  unsafe,	  then	  𝐴 is	  safe	  or	  unsafe.	  

Definition	  (Robust	  Safety).	  Given	  HA	  𝐴	   = 〈𝑉, 𝐿𝑜𝑐,𝐴,𝐷, 𝑇	  〉,	  an	  𝜖-‐perturbation	  
of	  A	  is	  a	  new	  HA	  𝐴′ that	  is	  identical	  except,	  Θ3 = 𝐵 (Θ),	  ∀	  ℓ𝓁 ∈ 𝐿𝑜𝑐, 𝐼𝑛𝑣3 =
𝐵 (𝐼𝑛𝑣) (b)	  a	  ∈ A,	  𝐺𝑢𝑎𝑟𝑑¶ = 𝐵 (𝐺𝑢𝑎𝑟𝑑¶).
A	  is	  robustly	  safe	  iff ∃𝜖 > 0,	  such	  that	  A’	  is	  safe	  for	  𝑈¨ upto	  time	  bound	  T,	  and	  
transition	  bound	  N.	  Robustly	  unsafe	  iff∃	  𝜖 < 0 such	  that	  𝐴′ is	  safe	  for	  𝑈¨.

Theorem.	  (Relative	  Completeness) The	  algorithm	  will	  always	  terminate	  
whenever	  the	  system	  is	  either	  robustly	  safe	  or	  robustly	  unsafe.

sound	  &	  relatively	  complete.
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application	  1:	  powertrain	  verification
powertrain	  design	  is	  a	  critical	  piece	  for	  meeting	  
fuel	  efficiency	  and	  emissions	  targets	  for	  
automotive	  industry

simulink model	  of	  a	  powertrain	  control	  
benchmarks	  presented	  by	  Toyota [ATVA,	  
HSCC2014]	  as	  a	  verification	  challenge.	  

highly	  nonlinear	  polynomial	  differential	  
equations;	  discrete	  mode	  switches

startup
�̇� = 𝒇𝒔 𝒙

normal
�̇� = 𝒇𝒏 𝒙

sensor_fail
�̇�
= 𝒇𝒔𝒇 𝒙

power
�̇� = 𝒇𝒑 𝒙

𝑡𝑖𝑚𝑒𝑟 = 𝑇r

𝜃}� ≤ 50¾

𝜃}� ≥ 70¾𝑠𝑒𝑛𝑠𝑜𝑟𝐹𝑎𝑖𝑙
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application	  1:	  powertrain	  verification
our	  tool	  C2E2	  is	  the	  first	  to	  verify	  air-‐fuel	  ratio remains	  within	  
required	  range	  for	  a	  set	  of	  driver	  behaviors

analysis	  is	  mostly	  automatic.	  project	  took	  less	  than	  2	  months

[CAV	  2015]	  [ARCH	  2015	  award	  winning	  paper]	  

startup normal

power

normal
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application	  2:	  pacemaker	  verification
2M	  medical	  devices	  recalled	  in	  the	  past	  decade;	  24	  %	  owing	   to	  software	  defects

challenge	  problem:	  verify	  properties	  of	  a	  pacemaker	  composed	  with	  a	  model	  of	  
cardiac	  tissue

composition	   of	  many	  identical	  cells:	  millions	   of	  modes,	  nonlinear	  differential	  
equations;	  compositional	   analysis
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application	  2:	  pacemaker	  verification
new	  algorithm	  for	  compositionally	  computing	  symbolic	  bloat	  
using	  ideas	  from	  input-‐to-‐state	  stability	  [Huang	  &	  Mitra,	  HSCC	  
2014]	  

first	  to	  verify	  this	  class	  of	  models	  [Huang	  et	  al.	  CAV	  2014]

synthesize	  pacemaker	  parameters	  that	  prevent	  pacemaker	  
induced	  tachycardia	  [Huang	  et.	  al.	  IEEE	  Design	  and	  Test]

36

Nodes Thresh Sims Run	  time	  (s) Property
3 2 16 104.8 TRUE
3 1.65 16 103.8 TRUE
5 2 3 208 TRUE
5 1.65 5 281.6 TRUE
5 1.5 NA	   63.4 FALSE
8 2 3 240.1 TRUE
8 1.65 73 2376.5 TRUE



summary

• we	  have	  developed	  algorithms	  and	  a	  software	  
tool	  for	  verification	  of	  a	  general	  class	  of	  cyber-‐
physical	  system	  models
– applied	  it	  to	  meet	  several	  verification	  challenges

• establishes	  connection	  between	  formal	  
verification,	  synthesis,	  and	  privacy	  of	  cyber-‐
physical	  systems
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