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Introduction
• Advance Malware (such as ransomware) are now in 

forefront of national news, which are taking advantage of 
the pandemic and attacking various industrial and 
government sectors including healthcare.
• Various approaches continually being proposed to combat 

malware, but the dynamic nature of the malware often 
bypasses the security checkpoints. 
• Our AI-based ransomware detection tool (AIRaD) uses 

hybrid analysis in a ML framework and is based on 
behavioral chains, linking multiple levels of intermediate 
codes.
• Our experiments demonstrate that AIRaD tool is able to 

detect ransomware with high accuracy (and low false 
positive rate) when tested with real malware samples from 
the VirusTotal website (a distribution site for research).
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• Ransomware hackers profited $370 million in 2020 - paid by cryptocurrencies, 
which represents a 336% increase over known 2019 earnings. (By Chainalysis firm)

• 23% of incidents are ransomware compared to 2019. (IBM Threat Intelligence 
Index report )

• 127 new ransomware families discovered in 2020. (Trend Micro report).

https://blog.chainalysis.com/reports/ransomware-update-newly-uncovered-addresses-reveal-21m-worth-of-new-2020-ransomware-payments
https://www.ibm.com/security/data-breach/threat-intelligence
https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports
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The 10 industries most targeted by 
ransomware attackers in 2020 (Source: Trend 
Micro)

https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/a-constant-state-of-flux-trend-micro-2020-annual-cybersecurity-report
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Table shows recent ransomware families with properties such as propagation strategy, cryptographic technique and 
command and control server used.



GlobeImposter ransomware attack flow
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1. Malicious js script is spread 
via compromised websites

2. Ransomware is 
downloaded and executed

3. Added in startup group

4. Deletes shadow copies

5. Kill msword tasks

6. Generate html file

7. Encrypt using RSA-2048 
public key

8. Ransom message shown



Hybrid reverse engineering

• Involves both static and dynamic analysis of ransomware and benign 
binaries.
• Need of hybrid analysis
• Static analysis: High code coverage but misses the behavior
• Dynamic analysis: Real behavior but may have Parameter missing
• Sandboxing and dynamic binary instrumentation
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Fig: The overall backend architecture for AI-powered ransomware detection framework 

AIRaD Steps and 
applied Methodologies.

• Hybrid multi-level behavior profiling based 
ransomware detection framework

• Feature extraction at DLL, function call and assembly 
level

• Three approaches in ML processor
• Pattern discovered useful in Yara signature creation

• ML classifier



Dynamic binary instrumentation

• Instrumentation techniques have been used by programmers to 
diagnose program crashes, analyze errors and to write trace 
information.
• Comes in two types: code instrumentation and binary 

instrumentation.
• PIN makes tracking of every instruction executed possible by taking 

complete control over the run-time execution of the binary. 



Hierarchy of windows DLL 
• A dynamic link library (DLL) 

contains code and data that 
can be used by more than one 
program at the same time. 

• The main benefit of DLL is 
code re-usability and efficient 
memory usage. 
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Hierarchy of function calls and 
assembly instructions in a DLL 

• A function call is a piece of code that actually has lines of instructions that makes an impact to the system or 
user. 

• Each DLL which is implicitly or explicitly linked consists of both import and export functions as shown in  
figure.
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Level 1: Association rules at DLL level
• The first-row rule shows the use of ADVAPI32, OLE32, SHELL32, and 

WS2_32 DLL implies KERNEL32 DLL. 
• This rule contains DLLs associated with ransomware specific behavior 

including encryption
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Level 2: Association rules at Function level
• The first-row rule shows the use of GetCurrentThreadId, 

GetTickCount, RtlUnwind, WideCharToMultiByte, lstrlenW implies 
ExitProcess. 
• This rule contains function calls that are specific to the anti-analysis 

behavior of ransomware.
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Level 3: Association rules at Assembly level
• These rules are specific to different function calls defined for various 

chains.
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Ransomware behavior chains
• Ransomware specific behavioral chains are basically multi-level chains which are 

constructed by studying the behavior of different ransomware families. 
• Both static and dynamic analysis of ransomware binaries reveals the different chains 

which are seen in a wide range of ransomware families.
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Table: Ransomware specific behavioral chains

• Chain A uses GetStartupInfoW which gets information 
related to  the window station, desktop, and 
appearance of the main window.

• In Chain C ,GetSystemInfo and GetNativeSystemInfo
use dwNumberOfProcessors method to check the 
number of processors running in a system.

• In Chain D, OpenProcessToken opens the token 
associated with a given process while 
GetTokenInformation is used to obtain the token id, 
session id, or security identifier of the process's owner. 



Self deletion chain
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Table: Chain L: Self deletion chain showing components at three levels

• GetModuleFileNameW gets the malware executable location while 
the function wsprintfW writes the previously obtained command line 
parameter to buffer. 
• The ShellExecuteW function via lpFile parameter value as cmd.exe

executes the given command.



Behavioral chain for system profiling
• This 3-layered hierarchy is concerned with profiling 

system identifiers. 
• Some of the often profiled system identifiers are 

keyboard layout, windows version used, the domain 
used, CPU identifier and so on.
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C&C communication
• Differs among different ransomware families as some use hard-coded URL, some 

use domain generation algorithm, and the way to get the victim’s IP address also 
differs. 
• InternetOpenWfunction opens the browser application, InternetConnectW opens 

a File Transfer Protocol(FTP) or HTTP session for a given site. 
• May use ipv4bot.whatismyipaddress.com to find the victim’s IP address Or find 

via command prompt. 
• Connects to CC server via HttpOpenRequestW using the handle of 

InternetConnectW function.
• HttpAddRequestHeadersW specifies the CC server.
• InternetReadFile reads the data from a handle opened by the InternetOpenUrl, 

FtpOpenFile, or HttpOpenRequestfunction. 
• Finally, InternetCloseHandle closes the internet handle



Encryption setup

• The CryptAcquireContextWfunction is used to acquire a handle to a 
key container implemented by either cryptographic service provider 
(CSP) or Next-generation CSP. 
• The szProvider parameter specifies this information. Example: 

szProvider=”Microsoft Enhanced Cryptographic Providerv1.0”
• The CryptGenKeyg enerates a public/private key pair. 
• The handle to the key is returned in parameter phKey. 
• It has the Algid parameter which specifies the type of encryption 

algorithm being used.



Encryption setup contd…

• For example, Algid=0xa400 represents CALG_RSA_KEYX as the “RSA 
public key exchange algorithm”. 
• The CryptExportKeyfunction exports a cryptographic key pair from a 

CSP in a secure manner. 
• At the receiver end CryptImportKeyfunction should be used to receive 

the key pair into a recipient’s CSP.
• CryptDestroyKey destroys the encryption handle but not the keys.
• CryptReleaseContext releases the handle of a cryptographic service 

provider and a key container



Experimental Setup
• The dataset consisted of the binaries in a portable executable (PE) file 

format.
• 550 samples of ransomware were collected from VirusTotal[12] and 

540 normal samples from the Windows 10 OS and open-source 
software. 
• We experimented with coding in python, bash script, and the system 

with configuration Intel(R) Core(TM) i7-5500U CPU @ 2.40 GHz 2.39 
GHz, 8.00 GB RAM, and 1 TB disk space. 
• For running malware samples 6 virtual environments was set up with 

five i7 processor machines, one with 32 GB RAM and four with 8 GB 
RAM.
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Evaluation of Multi-Level Chains with ML 
Classifiers 
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Table: Performance of Machine learning algorithms for multi-level behavioral analysis with term 
frequencies.

We achieve highest accuracy of 99.54% with low false positive rate of 0.005 for SVM (shown in row 3) and Adaboost
with J48 (shown in row 7) among others.
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• This tool leverages the 
techniques defined in 
our proposed 
framework and can also 
be considered an 
explanatory AI tool as it 
identifies the 
distinguishing 
behavioral chains which 
help to create a unique 
dataset for machine 
learning models.
• The current snapshot 

shows the multi-level 
mapping for file 
encryption activity.



Comparison with related works & references

Methodology used Malware studied Similarity and differences with our AIRaD Reference/Year

Survey based on static, 
dynamic, file entropy and 
network features using 
different machine learning 
techniques. 

User Different 
ransomware 
and malware  
families. 

Multi-level analysis at 2 levels (Dll and 
assembly), which referenced our previous 
work.  Another similar work used trap 
layer, backup layer, static analysis and so 
on.  Correlation among three levels were 
not done.

[5, 6]/2018
/2019

Used the concept of cyber 
vaccine with autoencoders 
features using static and 
dynamic analysis

Malware 
families

The features are based on strings and API 
calls. The malware detection performance 
is very low (7.3% FPR). The multi-level 
correlation were not used in this work. 

[7]/ 2018

Performed static analysis 
and behavioral analysis 
including network traffic 
analysis. 

Mobile malware They used multi-level classification 
methods to design their model. Their 
focus is on mobile malware and also lacks 
multi-level correlation. 

[8]/2017
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Comparison with related works & references (cont..)
Methodology used Malware 

studied
Similarity and differences with our AIRaD Reference/Year

Used both static and 
dynamic methods and 
used K-means clustering 
to find opcode frequency 
information. 

Ransomware Used API features with frequency analysis. The multi-level correlation 
were not used in this work. 

[9]/2017

Used both static and 
dynamic methods for 
malware analysis.

Malware 
families

Mentions about DLL, function call and assembly but in an informative 
context only. The dynamic analysis claims that any results (e.g., events), 
activities, and/or decision makings of all of the components may be 
recorded. The multi-level correlation were not used in this work. 

[10]/2018

Used both static and 
dynamic method for 
malware analysis.

Malware 
families

Though the work used static and dynamic analysis techniques but lacks  
multi-level analysis and behavioral chain analysis.

[12]/2020

Uses both static and 
dynamic method for 
malware analysis.

Malware 
families

Analyzed and classified malicious code segments using hybrid analysis 
along with n-gram analysis of Dlls. They did not mention the multi-level 
code analysis at function call and assembly level and the use of AI.

[11]/2019
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AIRaD potential for Commercialization

• AIRaD tool can assist malware detection researchers and analysts at 
security and anti-virus companies.
• Code analysis process (Identification, feature analysis, standard 

signature (Yara) creation and intelligent interpretation) can be 
automated by this tool.
• AI component helps to automate the task of identifying new zero-day 

exploits and malware.
• This can be used as a stand-alone malware monitoring, analysis and 

detection tool or in combination with others.
• The AIRaD tool will be the first of its kind demonstrating the analysis 

and detection with explainable AI, leveraging advances in reverse 
engineering and application of AI techniques. 
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Thank you!

Q & A?
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