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The CV° framework provides a convenient way of organizing a vast literature on Network traffic
and Host analysis for various security purposes, including cyber defense of critical infrastructure
and identification of advanced slow and stealthy attack. CV” refers to the

Correlation of sensor alerts that indicate Violations of:
- Velocity (Avg/Max Frequency of distinct events)
- Volume (Avg/Number of events in unit time)
- Values (Consistency/probability of data)
- Vertices (Connections/relationships/cliques)

The framework was first introduced in

Salvatore J. Stolfo, Shlomo Hershkop, Chia-Wei Hu, Wei-Jen Li, Olivier Nimeskern, Ke Wang
"Behavior-based Modeling and its Application to Email Analysis" ACM Transactions on

Internet Technology (TOIT) , Feb 2006.
http://sneakers.cs.columbia.edu/ids/publications/TOIT-EMT .pdf

Figure 1 provides a general view of network- and host-based audit and analysis using this

framework.
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Many of the papers selected for this bibliography appear in the literature in recent years; citations
therein point to many prior papers.
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Slow Velocity of Probes Seth Robertson, Eric V. Siegel, Matt Miller, and Salvatore J. Stolfo.
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DISCEX III Conference. April, 2003.
http://sneakers.cs.columbia.edu/ids/publications/SD-DiscexIII.pdf

Velocity of packet arrivals of a flow in fired-length time intervals C.-M. Cheng, H. Kung,
and K.-S. Tan, "Use of spectral analysis in defense against DoS attacks," in Proceedings of the
IEEE GLOBECOM, Taipei, China, 2002
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Heidemann, and Christos Papadopoulos. “A Framework for Classifying Denial of Service
Attacks”. In Proceedings of ACM SIGCOMM 2003
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in order to detect Shrew DDos attacks, reduce the false positives this way Collaborative
Detection Y. Chen and K. Hwang, "Collaborative Detection and Filtering of Shrew DDoS
Attacks using Spectral Analysis," Journal of Parallel and Distributed Computing, Special Issue
on Security in Grids and Distributed Systems, Vol. 66, Issue 9, September 2006

Volumetric

Volume of MIB variables M Thottan, C Ji, “Anomaly Detection in IP Networks”, IEEE
TRANSACTIONS ON SIGNAL PROCESSING, 2003

Volume of emails Gupta A. and Sekar R. “An approach for detecting self-propagating email
using anomaly detection”, in RAID, 2003.

Network bandwidth allocated to a flow R. H. K. Chen-Nee Chuah, Lakshminarayanan
Subramanian. Dcap: Detecting misbehaving flows via collaborative aggregate policing. In
SIGCOMM Computer Communication Review, volume 33, October 2003.

Volume of traffic A.Lakhina, M.Crovella, and C.Diot, “Diagnosing Network-Wide Traffic
Anomalies,” in Proc. of ACM SIGCOMM, 2004.

Volume of connections to a un-serviced port or to a vulnerable port: Senthilkumar G.
Cheetancheri, John Mark Agosta, Denver H. Dash, Karl N. Levitt, Jeff Rowe, Eve M. Schooler,
“A Distributed Host-Based Worm Detection System”, Proceedings of the ACM SIGCOMM
Workshop on Large Scale Attack Defense (LSADO06).
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Haining Wang, Danlu Zhang, and Kang G. Shin. Detecting syn flooding attacks. In Proceedings
of INFOCOM 2002, New York City, New York, June 2002.
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.11.5580

A.Lakhina, M.Crovella, and C.Diot, “Diagnosing Network-Wide Traffic Anomalies,” in Proc. of
ACM SIGCOMM, 2004
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Gupta A. and Sekar R. “An approach for detecting self-propagating email using anomaly
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The Failure of Poisson Modeling. V. Paxson, S. Floyd. IEEE/ACM Transactions on
Networking, 1995.

Traffic Morphing: An Efficient Defense Against Statistical Traffic ~ Analysis Charles V. Wright
Scott E. Coull and Fabian Monrose. NDSS, 2009.

Taming the Devil: Techniques for Evaluating Anonymized Network Data S. E. Coull, C. V.
Wright, A. D. Keromytis F. Monrose, M. K. Reiter. NDSS, 2008.
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In-Network PCA and Anomaly Detection. L Huang, XL Nguyen, M Garofalakis, MI Jordan, A
Joseph, N Taft. NIPS, 2007.

A Survey of the State of the Art in Anonymity Metrics Douglas, Kelly, Richard Raines, Michael
Grimaila, Barry Mullins and Rusty Baldwin, ACM Workshop on Network Data Anonymization
(NDA 2008).

The Devil and Packet Trace Anonymization, Ruoming Pang, Mark Allman, Vern Paxson, Jason
Lee. SIGCOMM, 2006.
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Vertices in a graph that represents network connections C. Noble and D. Cook. “Graph-
based anomaly detection”. In Proceedings of the Ninth ACM SIGKDD International Conference
on Knowledge Discovery and Data Mining, pages 631-636, 2003
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bipartite graphs”. SIGKDD Explorations, 7(2), December 2005
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.125.4449
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