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Abstract: This research develops a series of research frameworks for addressing the problem of ransomware from
the perspective of multiple disciplines, begins to develop theories about ransomware, and identifies needs for future
research. Approaches include criminal justice, hardware and software technologies, file structures, critical
infrastructure impact, an abstract theoretic approach, and money tracking. To date, poster presentations are
available and formal articles from each researcher are forthcoming.
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* PROBLEM: cloud security * INSIGHT: slow recovery ok « SOLUTION: code, not crypto

— crypto requires ongoing
fast decryption

— data attacks are not
ONgoing

- data recovery is rarely
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* SOLUTION: deletion channel security

Understanding the Ransomware
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