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!:… → database

What is cloud computing?

“on-demand delivery of IT resources via the Internet with pay-as-you-go pricing.”

%:… → computer

%&' ∶ computer → …
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Amazon Web Services

Virtual Private Cloud (VPC)

Simple Storage Service (S3)

Identity & Access Management (IAM) Policy



Example Policy

{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}
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What is (automated) reasoning?

Using the rules of a system to logically infer its possible behaviors

We must know the rules
Logic tells us how the 

rules interact

Rules for
- Identities
- Resources
- Applications
- Accounts
- Organizations
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Sum of interior angles of a polygon
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Sum of interior angles of a polygon: rules only

180°
360° 540°

n-sided polygon à 180°(n − 2)
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Triangle à 180°

Sum of interior angles of a polygon: rules + logic

180°

360° 540°

180°

180°

180°

180°

180°



“Is my-bucket accessible outside of vpc-abc?”

{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”

Request
Principal: 111122223333:user/Jane
Action: s3:GetObject
Resource: my-bucket/my-file
Condition:
aws:SourceIp: 192.0.2.3
aws:CurrentTime:            2019-12-05T12:34:56Z
aws:MultiFactorAuthAge:     1234
aws:MultiFactorAuthPresent: true
aws:PrincipalAccount: 111122223333



“Is my-bucket accessible outside of vpc-abc?”

{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”

Request
Principal:
Action:
Resource:
Condition:



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”

Request
Principal: 111122223333
Action:
Resource:
Condition:

Request
Principal: (not 111122223333)
Action:
Resource:
Condition:



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”

Request
Principal: 111122223333
Action:
Resource:
Condition:

Request
Principal: (not 111122223333)
Action:
Resource:
Condition:



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”

Request
Principal: 111122223333
Action: (not s3:GetObject)
Resource:
Condition:

Request
Principal: 111122223333
Action: s3:GetObject
Resource:
Condition:

Request
Principal: (not 111122223333)
Action:
Resource:
Condition:



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”

Request
Principal: 111122223333
Action: (not s3:GetObject)
Resource:
Condition:

Request
Principal: 111122223333
Action: s3:GetObject
Resource:
Condition:

Request
Principal: (not 111122223333)
Action:
Resource:
Condition:



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”



{
"Effect": "Allow",
"Principal": { 
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

“Is my-bucket accessible outside of vpc-abc?”

These requests are 
from vpc-abc

These requests are 
not allowed

No
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Zelkova



© 2020, Amazon Web Services, Inc. or its Affiliates. 

24

Zelkova Demo
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Zelkova demo: “Is my-bucket accessible outside of vpc-abc?”

{
"Effect": "Allow",
"Principal": { 

"AWS": "11112222333"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{

"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {

"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {

"StringEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

≤
?



❯❯ aws zelkova compare-policies --items file://items.json

{
"Items": [

{
"Comparison": "LESS_PERMISSIVE"

}
]

}

Zelkova demo: “Is my-bucket accessible outside of vpc-abc?”
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Zelkova demo: “Is my-bucket accessible outside of vpc-abc?”

{
"Effect": "Allow",
"Principal": { 

"AWS": "11112222333"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{

"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {

"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {

"StringEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}



Zelkova: Asking the right questions
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Zelkova: Asking the right questions
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Zelkova: Asking the right questions
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Zelkova: Asking the right questions
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Zelkova: Asking the right questions
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Human effort

Human effort

Machine effort

Traditional verification approach

Policy

Specification

Verification Yes/No
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Machine effort

Human effort Human effort

Access Analyzer verification approach

Policy

Specification

Verification Yes/No

Findings
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Desired properties of findings

Sound – Every access is represented by some finding

Precise – findings adhere closely to the allowed access

Compact – the set of findings is small



has

access to

{
"Effect": "Allow",
"Principal": {
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

Principal: 111122223333
Principal: *
aws:SourceVpc: vpc-abc

Structure of findings

Action: s3:GetObject
Action: *

Resource: my-bucket



Structure of findings

Does 111122223333 have * access to my-bucket?

Does * have GetObject access to my-bucket?

Does * have * access to my-bucket?

Does 111122223333 with vpc-abc have GetObject 
access to my-bucket?

has

access to

Principal: 111122223333
Principal: *
aws:SourceVpc: vpc-abc

Action: s3:GetObject
Action: *

Resource: my-bucket



Structure of findings

Does 111122223333 have * access to my-bucket?

Does * have GetObject access to my-bucket?

Does * have * access to my-bucket?

Does 111122223333 with vpc-abc have GetObject 
access to my-bucket?

has

access to

Principal: 111122223333
Principal: *
aws:SourceVpc: vpc-abc

Action: s3:GetObject
Action: *

Resource: my-bucket



{
"Effect": "Allow",
"Principal": {
"AWS": "11112222333"

},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "*",
"Resource": "arn:aws:s3:::my-bucket/*",
"Condition": {
"StringNotEquals": {
"aws:SourceVpc": "vpc-abc"

}
}

}

Example finding

Finding
Principal: 111122223333
Action: s3:GetObject
Resource: my-bucket
Condition:
aws:SourceVpc: vpc-abc
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
have * access?

Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?

Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
have * access?

Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?

Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
have * access?

Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?

Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?



© 2020, Amazon Web Services, Inc. or its Affiliates. 

44

Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
have * access?

Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?

Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
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Does *
have GetObject access?

Does 111122223333 with vpc-abc
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Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?
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Twenty questions
Does * have * access?
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GetObject access?
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
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Does vpc-abc
have * access?

Does *
have GetObject access?
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have GetObject access?



© 2020, Amazon Web Services, Inc. or its Affiliates. 

48

Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?
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Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?
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have GetObject access?
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have GetObject access?
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
have * access?

Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?

Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
have * access?

Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?

Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?
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Twenty questions
Does * have * access?

Does 111122223333 with vpc-abc have 
GetObject access?

Does 111122223333
have * access?

Does vpc-abc
have * access?

Does *
have GetObject access?

Does 111122223333 with vpc-abc
have * access?

Does 111122223333
have GetObject access?

Does vpc-abc
have GetObject access?
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Machine effort

Human effort Human effort

Access Analyzer verification approach

Policy

Specification

Verification Yes/No
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Access Analyzer Demo
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IAM Access Analyzer is available at no additional cost

Access Analyzer for S3 is available at no additional cost



© 2020, Amazon Web Services, Inc. or its Affiliates. 

55







“The past is already written. The ink is dry.”



Sensible findings



Pay-as-you-go specification



© 2020, Amazon Web Services, Inc. or its Affiliates. 

61

Access Control Verification for Everyone
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has

access to

Automated Reasoning at Amazon

https://aws.amazon.com/security/provable-security/

https://aws.amazon.com/security/provable-security/

