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We propose a lightweight and seamless approach to mitigate the effects of ransomware in end-
user systems. Our solution provides a risk-based mechanism to automatically backup the data
associated with write system call operations performed by the kernel on user files, using an
automatic, on-the-fly, write-only backup initiated when user behavior elevates risk level.
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