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Data breach frequency is exponentially increasing with a large number of 
new vulnerabilities ready for exploitation. For example July ’17 is at 1231…

Sources:  http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/; https://nvd.nist.gov/

1141 1075
1382 1590

4146

1043 1231

0
500

1000
1500
2000
2500
3000
3500
4000
4500

Ja
n-1

7

Feb
-17

Mar-
17

Apr-
17

May
-17

Ju
n-1

7
Ju

l-1
7

NVD Vulnerabilities 
Database

NVD Vulnerabilities Database
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Security breach hall of famers cross many industries

SOURCE: Source

Text
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Vulnerability types have grown in diversity

Source: https://nvd.nist.gov/vuln/visualizations/cwe-over-timehttps://nvd.nist.gov/vuln/visualizations/cwe-over-time
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BUSINESS RISK

SOURCE: Source

vREPUTATIONAL RISK

vLEGAL RISK

vFINANCIAL RISK
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SECURE SOFTWARE DEVELOPMENT LIFECYCLE

Secure 
Design / 

Architecture

SECURITY 
Development 

Standards

Security 
Vulnerability 

Testing

Security 
Assurance 

Requirements

Product 
Security 
Incident 
Respose

Team 
(PSIRT)

IT/Hosting 
Governance

SECURE 
DEVELOPMENT 

LIFECYCLE

DEFINING A SECURE ENGINEERING PROGRAM

üSetup 
Standards/Policies

üRoles and 
Responsibilities

üMetrics
üEducation
üGovernance
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Elements of an SDLC

I. Designed to 
complement 
development 

II. Evolving Set of 
Elements of Framework

III.Standards define 
‘Security Compliance for 
Applications’ 

IV.Governance to 
confirm assurances

q Corporate Commitment
q Legal Contract Policies
q Governance
q Release Scorecard
q Artifact Archive

q Software Security Group
q Security Champions
q Security Architects

q Security Education
q Secure Architecture
q Secure-by-design
q Security Assurance/Threat Modeling
q Secure Architecture Repository

q Secure Development Standards
q Known Vulnerability Remediation
q Critical Vulnerability Toolbox
q Developer Guidance

q Penetration Testing
q Product Security Incident Response

Team (PSIRT)
q Vulnerability Remediation SLA
q Support Commitment
q Forensic Incident Support

q Third Party Certification
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Target Vulnerabilities

SOURCE: Source

REMEDIATION OF ALL Discovered 

Critical SECURITY VULNERABILITIES 

PRIOR TO DELIVERY to Penetration 

Testing.

Critical Security Vulnerabilities are:

▪OWASP Top 10 

▪SANS Top 25 

▪ClickJacking

▪Libraries with Known Vulnerabilties
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PSIRT Remediation – Known Vulnerability Remediation

Severity Patch/Remediate CVSS
Critical 2 days 9.0-10.0
High 14 days 7.5 – 8.9
Medium 30 days 4.0 – 7.4
Low 60 days 0.1 – 3.9
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PEN TESTING

Severity Policy
Critical Must Remediate
High Must Remediate
Medium Must Remediate
Low Must Remediate
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PEN TESTING

Severity Policy
Critical Must Remediate
High Must Remediate
Medium Not Required
Low Not Required
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Governance Workflow

Security Automated 
GO/NO-Go

Tickets are assigned to Dev 
TeamDevelopment

1

CI/CD Testing

2 3 4

Dashboard Updated

5

Security Stakeholder
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Create Arbitrary Policy on results from unique data source values
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Policy Definition – Standards to measure compliance

Domain Specific Language

Metric Names Arbitrary Text matching 
data types from Unique 
data source

Operators Max
Min
Range

Units Floats



Last M
odified

Printed

19



Last M
odified

Printed

20



Last M
odified

Printed

21



Last M
odified

Printed

22

Thank you

Nikola Vouk   David Gonzalez 
nikvouk@gmail.com dagonza1983@gmail.com

mailto:nikvouk@gmail.com
mailto:dagonza1983@gmail.com

