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CYBER ASSURED SYSTEMS ENGINEERING
(CASE)

* The goal of CASE is to develop the necessary design,
analysis and verification tools to allow system engineers
to design-in cyber resiliency and manage tradeoffs as
they do the other non-functional properties when
designing complex embedded computing systems

« Cyber resiliency means that the system is tolerant to
cyberattacks in the same way that safety critical systems are
tolerant to random faults — they recover and continue to execute
their mission function

- Cyber security requirements are addressed today by penetration
testing late in the development, resulting in expensive rework

« Cyber requirements are often “shall not” statements about the
system, and so are not testable (formal methods required)
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CYBER-ASSURED SYSTEMS ENGINEERING
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ARCHITECTURE ANALYSIS AND DESIGN

LANGUAGE (AADL)

Model-Based
Engineering
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- SAE AS5506 standard —
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i,
- Sufficiently rigorous semantics to support analysis
« Correct level of abstraction (supports construction)
« Syntax allows addition of new capabilities S
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APPROACH

« Start with initial design, new or legacy

Federated avionics system

« Generate new cyber requirements

+ Tool-assisted transformations of system

Possibly based on modified system
architecture

architecture

Satisfy cyber requirements
Manage other design trade-offs

Insertion/synthesis of high-assurance
components may be needed

 Verification of cyber resiliency

« Generate system from architecture model

$& Collins Aerospace
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. CYBER RESILIENCY REQUIREMENTS

TA1 tools generate cyber requirements
based on initial system model (AADL) and
(possibly) functional requirements

TAZ2 evaluation is still needed to

* Determine applicability
* Add additional details

Assurance case provides a mechanism to
receive, implement, and manage cyber
requirements and attach them to relevant
parts of the design model

Allows us to specify exactly what evidence
IS necessary to satisfy each cyber
requirement

$& Collins Aerospace

"attack": replay_attack

"mitigation":
Context:MissionComputer.impl

preventSpoofing(c6) Internal connection: N/A
pre . . . _
**{"spoofing of communication on c is preventedi)**

true

Teddedehdedehdde Nk

"attack": command_injection

"mitigation":
Context: MissionComputer.impl

well_formed (UARTDriver,waypointManager,c6)

permitwellFormedbata(sl : system, s2 : system, C :
connection) <=
**f"connection c only permits well-formed data to
CC'Iow from s1 to s2" ** )
true
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ARCHITECTURAL ASSURANCE CASE

RESOLUTE

An assurance case is:

» Structured argument consisting of a tree of claims
(goals), each supported by evidence, or subgoals

and arguments

* Mechanism for capturing and combining all the
analyses and verification performed on the
architecture and its components

Resolute is a logic and tool for embedding

assurance cases in AADL models

= Directly linked to architecture
= Includes different types/sources of evidence
= Reviewable by domain experts

= Adds precision to informal reasoning

% Collins Aerospace

The UAV motors only execute
commands that pass decrypt

The UAV motors only receive
commands from ‘ML:
flight_gen_process.impl’

SW.ML.px4ioar_inst.motorl ->
PX410AR.M1.commands comes from
‘ML : flight_gen_process.impl’

‘UAV.SW.ML.sensors.gps_data’
only receives sensor data

‘UAV.SW.ML.sensors.battery_data’
only receives sensor data

flight_gen_process.impl’ pass decrypt
before reaching UAV Motors

claims about
other three
motors
here

The UAV motors only execute

commands from the ground station

Only the Ground Station can pass
commands that pass decrypt

All commands to ‘ML :

Decomposition of the claim
with arguments for encryptio
algorithm strength, correct

implementation, and

encryption key management.

All inputs to ‘ML :
flight_gen_process.impl’ are internal
sensor data or pass decrypt before
reaching UAV Motors

Commands to
‘UAV.SW.ML.motors_and_radios.
mavlink’ pass through decrypt before
reaching the UAV motors

Commands to ‘uart5ISR_inst :
uart5ISR’ not passing through
decrypt cannot reach UAV motors

Claims about
additional sensor
data here.

Decomposition of the claim related to
information sent to/from the quadcopter
through the ISR controlling the radio link
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2 : CYBER RESILIENT ARCHITECTURE PATTERNS

- Library of general, tool-assisted architecture model fransformations that
mitigate vulnerabilities or address cyber requirements

- Automatic insertion and verification of transform properties as assume-
guarantee contracts and assurance case claims

« Examples
* Filter £4
« Attestation 4
* |solation
*  Monitor/Simplex
* Distributed Action (e.g., Zeroize)
* sel4 implementation
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COMPOSITIONAL REASONING

ASSUME GUARANTEE REASONING ENVIRONMENT (AGREE) ( A

Each subsystem has a contract consisting of assumptions and guarantees m
N\ J

The contract of a component abstracts the behavior of its implementation

Contracts at each layer must be satisfied by contracts of its components

Leaf component contracts must be satisfied by implementation
Compositional analysis provides scalability

Assumption:
Input < 20
Guarantee:
Output < 2*Input

AGREE analysis

contractl' contract'
L____I L____I

Assumption: none
Guarantee:
Output = Inputl + Input2

Assumption: Assumption:
Input < 20 Input < 10

Guarantee: Guarantee:
Output < Input + 15 Output <50

Component
Implementation
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3: CYBER ASSURED COMPONENTS

« Many architecture transformations require the introduction of
new special-purpose components
* These must be high-assurance components
 Library of pre-verified components, or
« Synthesized from formal specification (with proof)
* Generate high-assurance components using CakeML
*  AGREE specification -> CakeML specification
* Provably correct synthesis
- Additional infrastructure to create component interface SRS e

 In addition, we can build systems using the formally verified
selL4 kernel and its build system (CAmMKES)

d ref painte
835 ¢
o2
8

| clesures and ref pointers

abstractvalues incl

ref and code pointers

abstract values

veords and code labek

E_\(AF{MBJ[: -364)[:L|P E4JCR "’)

All languages communic: I" r- nal world
wis 8 byle-aray- a:acfc ; ction 1:e‘face.

Security. Performance. Proof.
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HIGH ASSURANCE IMPLEMENTATION

« (Goal: End-to-end verification-based assurance
«  AADL properties -> running system properties

AADL Architecture CAmMKES architecture selL4-based implementation

Verification of mapping Verification of mapping
AADL to CAmkES CAmMKES to selL4

Assurance: separation Assurance: separation properties Assurance: separation properties
properties hold for AADL hold for CAmKES architecture hold for seL4 implementation

= © 2019 Collins Aerospace, a United Technologies company. All rights reserved. 11
% Collins Aerospace P 9 pany. Al rig



PUTTING IT ALL TOGETHER

UAS.ImpI*

RFA*
L
[ GND radio_send radio_recv
- UAV model -
UAV.Impl*
https: ithub 1 ks/CASE/t
pSs-: g1 up.com/ loonwerks ree
- w
master/CASE_Simple_Example_V3 ~ UARTA  FETE eni
SBUS*
il
R MCMP uart_send uart_recv
MissionComputer.impl*
send_data_out uart_send
a\
F‘l d
UARTA UARTA
' SWImpl*
wifi_recw
I
ﬁl (. A radio_send
radio_recv r
N e -
FPLN* I NFDE*
] nofly_zones | zoOnes 1
mis5ion_command I
i ]
request nofly zones map "
[}
S _ . m————————— e —————
flight |Jla_n ____________________ recy data Wi 1
I— T,
- Flight controller
r-------MM“-------- system FlightController Annotate Model
H Stanis g features Annotate FlightController with CASE-specific properties.
h = uart recv: in event data port;
b uart send: out event data port;
uart_recv recv_data mission_window UARTA: requires bus access UAV::Serial.Impl; Confidentiality High! © Medium O Low ©) None
s properties . ; ;
i CASE Properties::CONFIDENTIALITY => MEDIUM; Integrity High © Medium Low () None
send_data CASE Properties::INTEGRITY => MEDIUM; I ) .
! CASE_Properties::AVAILABILITY => HIGH; LRIy CliEh @ Cimim @l @ e
i I CASE Properties::BOUNDARY => (TRUSTED, PHYSICAL); ) . .
] end FlightController; Filter Attestation Monitor
30 Component Type Router Isolator Comm Driver
31
32 system implementation FlightController.Impl EhT
33 subcomponents 1
;j GPg: device GPS Receiver.Impl; Houncsry S tedpialEhvaicel
35 connections
36 cl: port GPS.position -> uart send;
end FlightController.Impl; Cancel OK

$& Collins Aerospace
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end FC;



REQUIREMENTS ADDED TO
AADL MODEL

thread FlightPlanner

features

flight plan: out data port Mission.Impl;

recv _map: in event data port Command.Impl;
position status: in event data port Coordinate.Impl;

X _anree J{**

assume "The FlightPlanner shall receive a well-formed command from the GroundStation" :
e

FALSE;
recv_map.HMAC = True;

1Q anner sna recelive an autnentlicated comman

guarantee "The Flight Planner shall generate a valid mission" : SW.good mission(flight plan);

%] .

annex resolute {**
prove (well formed())

=5
end FlightPlanner;

$& Collins Aerospace

package SW CASE Claims
public

annex resolute {*#*

- This connects to evidence that AGREE was previously run on the current version of the design.
agree prop checked() ==
** “AGREE properties passed" #**
analysis("AgreeCheck")

well formed() <=

*#* "The FlightPlanner shall receive a well-formed command from the GroundStation® #*#
agree prop checked()

**};

end SW CASE Claims;

© 2019 Collins Aerospace, a United Technologies company. All rights reserved.
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WC_SWmpi
Implements MC_SW

TRANSFORMATION:
FILTER ADDED TO AADL MODEL

package Model Transformations
public

thread Filter

features

filter_in: in event data port Command.Impl;

filter out: out event data port Command.Impl;
properties

CASE: :COMP_TYPE => FILTER;

CASE: :COMP_IMPL => "CakeML";

CASE: :COMP _SPEC == "(\\1{-90,98}\\i{-180,1801\\1i{@,
annex agree {**

guarantee "The Flight Planner shall receive a well--

with CASE;

annex Resolute {**

-- Top-level claim for proper insertion of a filter
add filter(c :

, component, message type : data) <=
guarantee "Authenticated command from the Ground St: #x "Filter inserted before " c *%
il H filter exists(c) and not bypassed(c, message type) and filter prop checked()

end Filter;
- Top-level claim for proper insertion of a router

add_router(c : component) <=

#% "Router inserted after " c *#

package SW CASE Claims true

public

- Top-level claim for proper insertion of a monitor
add monitor(c : component) <=
#* “"Monitor inserted on " c **

annex resolute {#*

-- This connects to evidence that AGREE was pre
agree prop checked() ==
#% "AGREE properties passed" ##
analysis("AgreeCheck")

well formed(c : component, msg type : data) <=

** "The FlightPlanner, ' 2
agree prop checked()(and add filter(c, msg_

it

true

- Top-level claim for proper insertion of an isolator
add_isolator(c : compenent) <=
#% "Tsplator added to " c **
true

- Top-level claim for proper insertion of remote attestation
add remote attestation(c : component) <=
*% "Remote Attestation added at " c **
true

(2l Problems [ Properties ™ AADL Property Values @ AGREE Results & Console =g Progress i Assurance Case

end SW CASE Claims;

4 |+ well_formed(FPLN : SW:FlightPlanner, "good_gs_command"”)

4 +/ FPLN : SW:FlightPlanner anly receives well-formed messages

« Afilter exists on the communication pathway immediately before FPLN : SW:FlightPlanner

$& Collins Aerospace

« Filter property implemented by CakeML
+ AGREE property passed: [ good_gs_command ]

« Filter cannot be bypassed

rights reserved.
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COMPONENT
SYNTHESIS

Verified component built using
CakeML

Generated from regex filter spec

Proof that regex implements
AGREE property

Generate CAmKES component for
insertion into system

sel4

imt runf) §

Filter
(CakeML)

LErver

Producer Consumer

server Lransle

lude <camkes. hz

server transfer
server_transfer
server_transter_string

server_transfer_string(
server_transter
Lransler
server_transfer_string

stringt
sLringy

stringy

_string(

sLringt

server_transfer_string
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Valuves

| Al Filtur

Enker Filbzr detalls. Yau mas opHonaly beave these Relds empty and manual by ed]

It e oedd i b Ehe ezl

| Fite Ty Hame rilter
|

| Fiker Imglementation Language

WALL ke component once

| Filker Frquler Fepressice,

| Fiker imglementatian kame FT

Resoiute Clars well_tnrma: -
Frapagate Cusrenises From Racinbrber | g <t pnticat md com mans fram bhe Genund Ststion® : rere_map_sut M 2 Trom

aned from the Grued 5

| BGNEE Propecthies wpar antboe “The Tlight Flanser shall ressve g sal-fere
|

ok
T Froperdes ™ AADL Properky'Walue:s B fosurance Case 88 AGREE Results | 3 Corsole
3T rilles Clasims
| tharset @xIFFFFFFFFFFFFFFA Bw EW Wl )
FIFa Bl FFITFITFFIPEIR P
HEEABMASES B Ew Sl 0] 11510) )
T
=
m
Charset B Bi0BOBEW ow Ewl . g
g
fcharsul a0 =
iCharasr e A2 _g
o B
|Chzzt (Charset B BElBECODY B B 1 (Charset B b B Bl =
Dore with HOL prood of filter properties.
I Pass
1868E 1868a: P I Pass
1Ha0E: 95 H: 10008 I Pazs
: SO:106: 10Ra0; i H Faill
M1 1060805 L1 I H f Fall
10 1001 1080 b 'H ff Fail
c18B8a: - 58 186 16848 : Fall
1@ 2:0n"); f ratl
t10D8a: yn'}; Fail

Gk bit 32-bit
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Langusges

source syntax )

Compiler transformations

Parse concrete syntax

nfer types, et if fail

niroduce globals vars,
eliminate modules &
replace consiructor
names with numbers

Y

Flatlang:

a language for
compiling awsay
high-level
lang. features

Make patterns exhaustive
Global dead code elim.
Turn tuples into construtors

Move nullary constructor
patterns upwards

Compile pattern matches
to nested Ifs and Lets

mplement bounds checks

Fuse function calls/apps
into multi-arg calls’apps

no pat. match

—

Track where closure values
flow; annotste program

niroduce C-stybe fast
calls wherever possible

ClosLang:
|ast langusge
with closures.
{has multi-arg

oSS Remove deadoode

Prepare for closure conv.

abstractvalues incl. clesures and ref pointe s

Perform closura conw.

nline small functions

BWL:
functional Fold constants and
langusge shrink Lets
without Spht over-sized funclions
closures into many small functions.
Compile global vars into a
dynamically resized amay
o = Optimise Let-expressions
£ one globa me functions tail-
'g_ variable B USing an acs.
z Switch to imperative style
2
3 Datalang: Reduce caller-savad vars
= imperative Combine adjscent
k= ‘anguage memary allocations

Remove dsta abstraction

Simplify program
WordLang:
mparatva
language with
machine words,
memory and
a GC primitive

Select target instructions
Perform 25 A-like renaming
Force two-reg code (if reg.)
Remove deadcode
Allocste register names

Concratise stack

$la:kLa_ﬁg: mplement GG primitive
l:'nperall'.’e Turn stack access into
|=ngusge mamory scceses
with amay-liks )
ztack and Rename registers to match
- - arch registersiconventions
optional GC

Flatten code

AVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVIRVAVAVAVAVAVAVILVAVAVAVAVAVAVAVIRR VAVAV.

Dielete no-ops (Tick, Skip)

machine words and code labek

Encode program as
conerate machine code

words weords
—_—

l ( ARME ) ( =35-64 ) ( Ml F'S-E4)( R S-"...-\r')

All languages communicate with the external world
wis & byte-array-basad foreign-function interface.

company. All rights reserved. 15



CYBER RESILIENT TRANSFORMED SYSTEM

1. Cyber requirements
generated from initial

system design

MC_SW.Impl*
Implements MC_SW

3. Insert new component
Generated from spec
Proof of correctness._._.__ . . ,
' FRLN® / wew i 4. Verification of
! WaypointManager !
! legacy component

FlightPlanner
H 1
flight_plan cHight_plan waypoint
- =
‘ i
position_status

———

! FLT*
}: position_status ll:
S— N A NG A .
T e T e — ;
i RadioDriver | UART i
fecy. "‘:Lal’ recv map_in recv_map_out :' UARTDriver 'I
M fnraypoint in waypoint outlJ Mpypoint
send_status 'cony status out 4 staws | ":} "}_>_=']>
w sene. sws I-n_ position_status_out i
f' __________________________ _: = 1:9< II"I position_status irl1
f <
L 1
position tus
2. Tool-assisted architectural transform <
5. Transformed system satisfies cyber requirements

Assurance case integrates evidence
Implementation generated from model with proof of equivalence

$& Collins Aerospace
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NEXT : ISOLATION TRANSFORM

MissionComputer./mpl® 1
-

.

d

[' ifi r recv_data_in WIF1_Hur WIFIA WIFIA
- { ;

|
wifi_sen

 Goal: Automate much of the manual [«
engineering effort from HACMS R E
'.fifi_aendI ) d \ i

. S I S ! L
- ldentify software to be isolated S R B
1 T
* Thread, thread group, or process i i "% /
solati : fond
*Apply isolation transform tmmmmmmm oo S i ___
C ' Py Ye==s o
. reates virtual processor o
=) MEM W = mica | | A aus_ue
« Converts software to process e T | - >
- Converts connections as needed [ Jf
* Binds process to virtual processor | | k_,E 3 i
*  Apply seL4 implementation ) - —
tra n Sfo rm \—t:cu_data_cut RADIC_HWE mc.ﬁ. 3
L“_-_:\end_dala_in RF:’-:] RFA |
I. s_data_in send_data_ou -ll radio send—l
— s —|
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INTEGRATED TOOL ARCHITECTURE

ATE
OS ______ AADL UAV model ( A
! TA4
| <| analysis
X ) ( ) 4 )
:{ ACT plugin ][ AGREE [ cASETA2 TA1 ]][ TA3
P o ) plugin plugin plugin
| ! [ Resolute < It )
: \! N\ / J
' v

--------- CAmMKES input model

L
| System i Component Component SPLAT Component
i Build E implementation builder implementation
E evidence ! and glue and glue
! ! *.c files CakeML files

\
C compiler CAmMKES CakeML
compiler

UAV exe

selL4 | capDL
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CASE TARGETS

- Experimental platform: AFRL UxXAS « Demonstration platform: CH-47 CAAS
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