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Abstract 

Advanced Persistent Threat (APT) attackers accomplish their attack objectives by co-opting 
users’ credentials. Traditional cyber defenses leave users vulnerable to APT attacks which 
employ spearphishing. The success of spearphishing attacks is not a data processing failure, but 
is the result of defenders failing to apply the principles of Human System Integration to the 
problem of spearphishing. We discuss an alternative defensive strategy which addresses human 
performance capabilities and limitations to disrupt spearphishing attacks.  

Keywords: Human Systems Integration, HSI, negligent users, cyberspace operations, 
information operations, military deception, habit, cognitive dimension, phishing, spearphishing, 
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On 26 October 2015, Admiral Michael Rogers, Director of the National Security Agency, in an 
interview with the Wall Street Journal observed: 1 

It is only a matter of when before someone uses cyber as a tool to do damage to critical 
infrastructure within our nation. I’m watching nation states, groups within some of that 
infrastructure. At the moment they seem to be focused on reconnaissance, but it’s only a 
matter of time until someone actually does something destructive. 

The second trend that concerns me, historically to date we’ve largely been focused on the 
extraction of data and insights, whether it be for intellectual property for commercial or 
criminal advantage. But what happens when suddenly our data is manipulated, and you 
no longer can believe what you’re physically seeing? 

And the third phenomenon when I think about threats that concern me is what happens 
when the nonstate actor, take ISIL for example, whose vision of the world is 
diametrically opposed to ours, starts viewing the Web not just as a vehicle to generate 
revenue, to recruit, to spread the ideology, but as a weapons system. 

The most common means of compromising systems is the Advanced Persistent Threat 
employing highly targeted deceptive emails (“spearphishing”) to trick the email recipient into 
compromising credentials. Commenting on the spearphishing problem, Jeh Johnson, Secretary of 
Homeland Security, observed: 2 

What amazes me when I look into a lot of intrusions, including some really big ones by 
multiple different types of actors, it often starts with the most basic active spearphishing 
where somebody is allowed in the gate and penetrates a network simply because an 
employee clicked on something he or she shouldn’t have. And the most sophisticated 
actors count on penetrating a system in that way, which means that a lot of our 
cybersecurity efforts have to be rooted simply in education of whatever workforce we 
have. 

The problem of authorized users being tricked into unintentionally granting system access to 
attackers is termed the “Unintentional Insider Threat.”3 After the malicious actor has become an 
unintended system insider, defenders are left with the challenge of discovering the threat, 
stopping the undesired activities and remediating the damage. Because the defenders and the 
attackers use the same tools, systems and defenses, the unintentional insider has significant 
understanding of defensive strategies.4 This knowledge can be used to compromise systems for 
long periods of time – even years. The damage that can be done by an attacker may not be 
repairable. How does one repair the theft of the C-17, F-22 and F-35?5 Obviously a credit 
monitoring service will not restore the status quo ante for millions of U.S. government 
employees whose personnel records – including their fingerprints – were stolen in the Office of 
Personnel Management breach.6  

Cybersecurity threats represent one of the most serious national security, public safety, and 
economic challenges we face as a nation. 

-2010 National Security Strategy 
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In Section 1 of this paper we discuss traditional defenses. In Section 2 we focus on the user’s 
role in the APT attack. In section 3 we discuss spearphishing as an information operation. 
Section 4 focuses on the cognitive dimension of the information operation. Section 5 discusses 
spearphishing as military deception. Section 6 concludes with a discussion of how human factors 
can be used to make users less susceptible to APT attacks. 

Section 1. Traditional Defenses  

… cybersecurity is fundamentally about an adversarial engagement. Humans must defend 
machines that are attacked by other humans using machines. 

-Dr. Frederick Chang, Former NSA Director of Research7 

Traditional defenses use a layered security approach, combining numerous defenses including 
firewalls, intrusion detection, intrusion prevention, filters, anti-virus, encryption, and event 
logging/analysis. Because system defense is well-understood by attackers, the attackers and 
defenders are forced into a continuing process of modifying their behavior in response to the 
actions of the adversary. Attackers and defenders are locked in a continuing cycle of measure-
countermeasure.8 In this on-going cycle, attackers have perfected a highly effective attack 
methodology - spearphishing. Spearphishing attacks consistently reach their objectives by 
exploiting users. The user exploitation is created by email technology which enables attackers to 
communicate directly with authorized users. Email is a standards based system which uses well-
known rules to enable honest email senders to deliver email.9 Gaming the email system provides 
a reliable attack vector for sophisticated attackers who cleverly manipulate attacks employing the 
tools of email marketing to deliver email to targeted users. When a spearphishing attack reaches 
its objectives, defenders are left to engage in retrospective analysis, mitigation and remediation.10   

The need to deliver legitimate email provides the opening that APT attackers use to defeat 
traditional defenses.  

Section 2. Foundation for the APT Attack Methodology 

If the enemy leaves a door open, you must rush in. 

- Sun Tsu, The Art of War 

Users control the data and data processing systems are merely the place where users create, use 
and store data. For example Joint Publication 6-0, Joint Communications Systems, states:11 

The first element of a C2 [command and control] system is people—people who acquire 
information, make decisions, take action, communicate, and collaborate with one another to 
accomplish a common goal. Human beings—from the senior commander framing a 
strategic concept to the most junior Service member at the tactical level calling in a 
situation report—are integral components of the joint communications system and not 
merely users. The second element of the C2 system is comprised of the facilities, 
equipment, communications, staff functions, and procedures essential to a commander 
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domains (air, land, maritime and space).19 Cyberspace operations communicate information to 
and from the other global domains. At the same time, cyberspace is dependent upon the other 
four global domains to support cyberspace’s physical systems.   

Joint Publication 3-12, Cyberspace Operations, explains the relationship between cyberspace 
operations (CO) and information operations (IO) and, in doing so, sets forth the foundation for 
the APT attack methodology:20 

CO are concerned with using cyberspace capabilities to create effects which support 
operations across the physical domains and cyberspace. IO is more specifically concerned 
with the integrated employment of information-related capabilities during military 
operations, in concert with other lines of operation (LOOs), to influence, disrupt, corrupt, 
or usurp the decision making of adversaries and potential adversaries while protecting our 
own. Thus, cyberspace is a medium through which some information-related capabilities, 
such as military information support operations (MISO) or military deception 
(MILDEC), may be employed. However, IO also uses capabilities from the physical 
domains to accomplish its objectives.  

An APT is an information operation which uses cyberspace to influence decision making to 
create the effects desired by the APT attackers across the physical domains and cyberspace. 

Section 3. The APT Information Operation 

 [Y]ou can have the greatest technology and greatest defensive structure in the world, but in the 
end, never underestimate the impact of user behavior on defensive strategy. 

-Adm. Michael Rogers, NSA Director21 

The purpose of an information operation is to influence the behavior of the target audience. JP 3-
13 states: 22 

IO integrates IRCs (ways) with other lines of operation and lines of effort (means) to 
create a desired effect on an adversary or potential adversary to achieve an objective 
(ends).  

Spearphishing is classic information operation; spearphishing is an information operation that 
integrates the information related capability (IRC) Military Deception (way) with email (means) 
to influence authorized users to act for the benefit of the adversary (ends). 

The recent theft of tens of millions of dollars from Ubiquiti Networks is a simple, yet highly 
effective, example of a spearphishing information operation. 23 Ubiquiti is one of the many 
victims of the Man-in-the-Email method which has netted attackers almost $215M between 01 
October 2013 and 01 December 2014.24 In this type of cyberattack, the attacker sends an email 
impersonating an employee or vendor which email contains fraudulent payment instructions. The 
recipient of the email sends money according to the fraudulent instructions. This spearphishing  
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The required user interactions are obtained by deception. Note how the adversary applied 
military deception to convert a system warning into a call to action. Because the Dridex attack 
leverages user interactions to infiltrate and evade detection, the commodity Dridex attack defeats 
technical defenses 99.97% of the time. The Dyre variant defeats technical defenses 99.98% of 
the time. The detection rate for targeted attacks is unknown.26 The Dridex spearphishing attack is 
another example of the general structure of the spearphishing information operation because it: 

• integrated Military Deception {impersonation deception story and content 
deception story} (way)  

• with email (means)  
• to influence authorized users to act for the benefit of the attacker {opening the 

email, opening the attachment, enabling the content} (ends). 

In spearphishing the attacker uses military deception to influence the user thereby exploiting the 
authorized user’s own system privileges to evade detection and accomplish the attacker’s 
objectives.  

Section 4. The Spearphishing Cognitive Environment 

Defining [the] influencing factors in a given environment is critical for understanding how to 
best influence the mind of the decision maker and create the desired effects. 

-Joint Publication 3-13, Information Operations 

FISMA mandates that federal employees receive security awareness training.27 In 2010 the 
Defense Science Board recommended that employees who fall for spearphishing should be 
reprimanded and be subject to dismissal.28 On 17 September 2015, Paul Beckman, Department 
of Homeland Security CISO, said, “Someone who fails every single phishing campaign in the 
world should not be holding a [Top Secret Security Clearance] with the federal government. You 
have clearly demonstrated that you are not responsible enough to responsibly handle that 
information.”29 In a Wall Street Journal interview on 26 October 2015, Adm. Michael Rogers, 
NSA Director, took it one step further and said that court-martial was appropriate for people who 
fall for spearphishing.30  

Paul Beckman’s 17 September 2015 comments summarize the spearphishing problem:31 

[Mr. Beckman] sends his own emails designed to mimic phishing attempts to staff 
members to see who falls for the scam.  “These are emails that look blatantly to be 
coming from outside of DHS -- to any security practitioner, they're blatant,” he said 
during a panel discussion on CISO priorities … “But to these general users” -- including 
senior managers and other VIPs -- “you'd be surprised at how often I catch these guys." 

Employees who fail the test -- by clicking on potentially unsafe links and inputting 
usernames and passwords -- are forced to undergo mandatory online security training.   

Mr. Beckman’s comments make three assumptions about the information operation target 
audience: 
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1. Spearphishing emails are blatant, thus easy to distinguish from real email. 
2. Security practitioners, having subject matter expertise, are able to identify spearphishing 

emails in operational settings. 
3. Training will provide users with sufficient subject matter expertise to operate at the 

proficiency of security practitioners. 

Regrettably, all three of these assumptions are invalid. In fact: 

1. Spearphishing emails are not blatant. Col. Greg Conti, Director of the Information 
Technology Operations Center at the U.S. Military Academy observed, “What’s ‘wrong’ 
with these e-mails is very, very subtle. They’ll come in error-free, often using the 
appropriate jargon or acronyms for a given office or organization.”32 

2. Spearphishing subject matter expertise has a limited effect on spearphishing defensive 
behaviors in operational environments.33  

3. Spearphishing training of the general user population is ineffective in improving 
defensive behaviors.34 

Awareness training, although satisfying FISMA compliance, does not achieve improved security.  

Why do people fall for spearphishing attacks? In order to answer this question, an information 
operation analysis is required. JP 3-13 instructs,35 

Defining [the] influencing factors in a given environment is critical for 
understanding how to best influence the mind of the decision maker and create the 
desired effects. 

The decision maker in a spearphishing attack is the email user. The environment of this decision 
maker is his email display in the context of performing job duties. In spearphishing attacks, the 
choices made by users, not defects in technology, cause security compromises. Users are 
choosing to interact with the malicious emails. Users make these security choices in the context 
of their jobs, a context in which they seek to optimize employment performance, not security. 
This creates a conflict of interest in which the users focus on completing their primary 
(production) tasks and the requirements of security (enabling) tasks can present impediments to 
achieving the primary tasks. There is a limit to how much effort users will put into non-
productive security tasks, which Beautement, Sasse, and Wonham named the Compliance 
Budget. 36 They summarize the Compliance Budget: 

The decision to comply or not comply can be addressed by the following simple formula:  
Task cost = individual benefits – individual costs.  
Compliance if task cost < compliance threshold.  

Four elements drive the user’s costs of email processing. These are: 

1. The Hassle Factor 
2. The Availability of Information 
3. The Ability to Process Information 
4. Perceived Risk 



Improvin

The H
not b
comp
cost o

In ev
perce
outlin
rules,
Know
spear
comp
every
twent
remem
rules 
URL
user h
disco
Incon
subst
likeli
by a s
These
detec
spear
preve
attack
22 “R
user i
calcu

The A
the te

How 
doma
users
non-o
Valle
doma
doma
Cong

ng Cybersecu

Hassle Facto
ased on a sin

pliance tasks
of a task incr

If the task
undertake
day. This 
tasks stac
same task

ery spearphi
eived sender
nes an excell
, in this case
wBe4, a lead
rphishing tra
pany:38 By d
y email using
ty-two thing
mber and ap
against a lis
s and file ex
has a method

over the Spea
ngruity, there
tantially redu
ihood of bein
socially engi
e rules are ef

cting a single
rphishing att
enting a mult
k.39 The poin
Red Flags”, b
interacts wit

ulation.  

Availability 
echnical skil

do users det
ains. Users d
 susceptible 
obvious task
ey Member o
ain the IRS u
ain can be se
gressional Co

urity Throug

or. Beauteme
ngle interact
s, termed the
reases with r

k in question
e it will be se
means that a
k up, and the

k) will be red

ishing email
, a divergenc
lent set of 

e published b
ding 
aining 
econstructin
g these 

gs to 
pplying these
st of trusted 
xtensions, a 
dology to 
arphishing 
eby 
ucing the 
ng deceived 
ineered ema
ffective in 
e stage 
tack, thereby
tistage 
nt of Illustra
but to sugge
th an email im

of Informati
ls and inform

termine wha
do not know 

to deception
k. Would any
of Congress 
uses for ema
een in the cur
ommittee set

gh Human Sy

ent, Sasse, an
tion, but is m
e “hassle fact
repetition. T

n is the tenth 
een as a far g
a steady ero
e individual

duced. 

 there is a di
ce which we

by 

ng 

e 

ail. 

y 

ation 4 is not 
st that the ha
mposes a hig

ion. In order
mation requi

at domain na
all of the leg

n by clever r
yone correctl
uses the “ad
il?41 The gen
rrent preside
t up domains

ystems Integ

nd Wonham
made using th
tor.” The has

Thus,37  

that day, the
greater burde
sion of the C
’s tolerance 

ivergence be
e term the Sp

to detail the
assle factor o
gh complian

r to determin
ired to perfor

ames are trus
gitimate dom
ruses.40 Dete
ly guess that

ddress-verify
neral problem
ential campa
s that trick D

gration        

m observe tha
he cumulativ
ssle factor re

e individual 
en than the e
Compliance 
for further t

etween the a
pearphishing

e 
of applying t

nce cost in th

ne if an emai
rm the analy

stworthy? Th
mains with w
ermining if a
t the real em

y.com” doma
m of knowin

aign season. 
Democrats in

Sourc
Illu

      29 June 

at this user co
ve perceived
ecognizes th

has been ex
exact same t
Budget will 

tasks (or repe

ctual sender
g Incongruity

these 22 fact
he Complian

il is valid, th
ysis.  

here is no dir
which they in
a domain is t

mail address o
ain or that ir
ng who stand
The Nationa

nto opposing

ce: KnowBe4 
ustration 4

2016, page 

ost calculati
d costs of the
hat the percei

xpected to 
task earlier in
take place a

etitions of th

r and the 
y. Illustration

tors every ti
nce Budget 

he user must 

rectory of tru
nteract, maki
trustworthy i
of a Silicon 
s.gov is NO
ds behind a 
al Republica
g Democratic

9. 

on is 
e 
ived 

n the 
as 
he 

n 4 

me a 

have 

usted 
ing 
is a 

T the 

an 
c 



Improving Cybersecurity Through Human Systems Integration               29 June 2016, page 10. 

candidates.42 Supporters and opponents of Hillary Clinton have set up numerous Clinton 
look-alike domains.43  

The difficulty of distinguishing good senders from bad senders was recently illustrated in the 
fallout from the Office of Personnel Management (OPM) compromise. After the breach, the 
OPM hired a contractor to provide identity theft benefits to impacted federal employees. The 
Information Assurance experts at Fort Meade, home of the NSA, incorrectly identified emails 
from OPM’s contractors as a spearphishing attack and issued warnings to base personnel.44 
Rather than enhancing cybersecurity, this warning interfered with employees enrolling in the 
protection of their identities.  

The Ability to Process Information. Assuming users are aware of which domains are 
trustworthy, many additional factors come into play. First, most people cannot decode 
URLs.45  

Second, constant exposure to information does not imbue people with accurate memories of 
the information. In a study of people’s ability to recall the Apple logo, an image that is 
reinforced almost constantly, people expressed great confidence in their ability to recall the 
logo, despite the fact that most people incorrectly recalled the logo.46 The researchers 
concluded: 

Increased exposure increases familiarity and confidence, but does not reliably affect 
memory. Despite frequent exposure to a simple and visually pleasing logo, attention and 
memory are not always tuned to remembering what we may think is memorable. 

Additionally, behavioral research has demonstrated that the number of mental steps required 
to reach a solution reduces the likelihood of success.47 It is reasonable to assume that with the 
volume of email people receive, less time is spent on each individual email assessing 
individual risk. The current research supports the idea that the less time that is allocated to a 
response, the less likely a correct answer is chosen.48 So any “solution” which creates more 
decision making steps is more likely to increase opportunity for error both by creating more 
opportunity for mistake and by shortening the timeframe for each individual decision. 

Significant mental resources are required to process domain information. 

Perceived Risk. Layered defenses do a very good job of protecting users from bad emails. 
For example, Proofpoint claims that it blocks 99.9% of bad messages.49 In their on-going 
interactions with their inbox, users experience little risk. Instead, users experience a safe 
email experience. When an automated system has proven to be reliable, users tend to trust the 
automated system over their own judgment. Because of trust reposed in reliable automation 
systems, users fail to detect failures of reliable systems.50 In the context of email, users 
presume that email in the inbox is trustworthy because delivered emails passed the safety 
tests of the email processing system.  

Persistence of exposure to risk information also has an impact on individual perception of 
how “real” the risk really is. Researchers examining how frequent repetition and reminders of 
risk affect the perception of the risk found that there is an inverted U-shaped pattern of risk 
perception. This means that there is a certain threshold of risk exposure, and once that 
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HF employs four tools to improve human performance, reduce errors and improve system 
tolerance to errors.65 These tools are:  

1. personnel selection,  
2. system, interface, and task design;  
3. training; and  
4. procedure improvement.  

Spearphishing defenses currently emphasize personnel selection (in this case de-selection) and 
training while ignoring system, interface and task design; and procedure improvement. The 
failure to recognize the cognitive limitations of email users, particularly the habitual nature of 
email processing, is a fundamental breakdown of HF engineering. 

Choosing to substitute a series of assumptions about human cognition in place of human 
performance research has resulted in a system that is highly vulnerable to attacks against human 
cognitive processes. In the measures-countermeasures cybersecurity engagement, attackers have 
focused their attacks on HF while defenders have not. Because the attackers leverage the 
capacities and performance limitations of the human targets and defenders do not, it is clear that 
email is a system which favors the attackers, not the defenders.   

How will the training reinforced with loss of security clearances, dismissal and court-martial 
change the HSI analysis of spearphishing? Training and punishment will not improve the HSI 
limitations of email.66 Training and punishment will not correct the limitations of the human 
cognitive process.67 Training and punishment will change the Compliance Budget calculation as 
users see careers cut short by spearphishing emails and conclude that interacting with email is 
professional Russian Roulette. When interacting with an email becomes a bet-your-job/freedom 
decision, users will be far less likely to enjoy the productivity benefits of email. Abandoning a 
highly efficient means of communication undermines Information Superiority. 

Section 6. Using Human Factors to Disrupt the Spearphishing Information Operation 

information superiority. The operational advantage derived from the ability to collect, process, 
and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s 
ability to do the same.  

-Joint Publication 2-0, Information Operations68 

Spearphishing yields information superiority to the APT attacker. The successful spearphishing 
attack gives the attacker access to information and can be used to disrupt the victim’s 
information processing systems. A defensive response that reduces the utility of email is a less 
devastating shift of information superiority as the fear of spearphishing denies prospective 
victims the use of a very efficient means of disseminating information.  
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Step 3. Human Sensory Component. The target audience sees the deceptive email without a trust 
indicator (See step of military deception). 

Step 4. Human Cognitive Component. The target audience is not deceived in the information 
operation because the cognition task is now consistent with user cognitive processes (Think step 
of military deception). 

Step 5.  Human Musculoskeletal Component. The user does not operate the keyboard according 
to the directions of the attacker (Do step of military deception). 

Step 6. Machine Input Device Component. There are no user keystrokes to be converted to 
machine instructions that implement the attacker’s will. 

The enhanced user interface is built on implementing the principles of HSI. In order to 
undermine the modified interface, a single-stage spearphishing attack requires the compromise of 
the trusted sender’s DNS records, a technical task far more challenging than sending a well-
crafted work of military deception. A multi-stage attack requires a first stage compromise in 
order to take control of an email account for multi-stage operations. Of course, users are still able 
to make compromising decisions in the enhanced interface. However, incorporating security 
information into the user interface will help users avoid the allure of military deception.  

The enhanced user interface improves the HSI of email, making the user less likely to be 
deceived. 
__________________________ 
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