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ABSTRACT

In highly configurable systems the configuration space is too
big for (re-)certifying every configuration in isolation. In this
project, we combine software analysis with network analy-
sis to detect which configuration options interact and which
have local effects. Instead of analyzing a system as Linux
and SELinux for every combination of configuration settings
one by one (>10%°°° even considering compile-time config-
urations only), we analyze the effect of each configuration
option once for the entire configuration space. The analysis
will guide us to designs separating interacting configuration
options in a core system and isolating orthogonal and less
trusted configuration options from this core.

Categories and Subject Descriptors

D.2.4 [Software Engineering]: Software/Program Verifi-
cation; D.2.8 [Software Engineering]: Metrics—complez-
ity measures
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1. INTRODUCTION

Configuration options have repeatedly been a problem for
security. For instance, severe security vulnerabilities are per-
vasive in non-browser SSL validation code mostly due to
misconfigurations of SSL libraries and disabling unneeded
functionality in the Linux kernel could avoide over 50 % of
CVE security vulnerabilities for most users [4].

Systems with many configuration options are challenging
to analyze and certify for security properties, so currently
only code snapshots are certified. Changes to configuration
options have crosscutting effects, requiring costly recertifi-
cation. In fact, the configuration space grows exponentially
with the number of configuration options. Security vulner-
abilities may hide in specific combinations of configuration
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options only, triggered by (often unintended) interactions
among configuration options. Whereas current approaches
work on specific snapshots and require expensive recertifica-
tions, our approach extend underlying mathematical mod-
els (data-dependence graphs) with configuration knowledge
and will thus scale analyses and reduce the need for repeat-
ing analyses. In this short paper we outline our technical
approach of modeling the statics and dynamics of complex
software systems.

2. TECHNICAL APPROACH

Various forms of abstract interpretations have been ex-
plored to statically analyze a program’s source for various
security properties. Recently, we and others have have ex-
tended such analyses to precisely cover large configuration
spaces [1, 5]. Network analysis has been applied to research
problems in many different fields [2]. In the context of soft-
ware research source code [8] and developer networks [6]
have been analyzed with network models to quantify vari-
ous quality attributes, predict defects, and identify critical
interactions. Here, we combine static analysis and network
analysis with a focus on configuration options.

We extract network information from the source code, pre-
cisely tracking information about configuration options. Ini-
tially, we focus on C code with #ifdef directives, because,
in such implementations, configuration options are explic-
itly tagged. Subsequently, we will analyze also load-time
configurations, such as command-line parameters and con-
figuration files, with additional analysis to first establish the
mapping between configuration options and corresponding
activated code fragments.

We track configuration options with our TypeChef infras-
tructure, that can parse and process unpreprocessed C code
and build an accurate control-flow graph for the entire sys-
tem, covering all configurations [3, 5]. Technically, we de-
termine for every code structure a (propositional) presence
condition describing in which configurations the structure
is included; for example, we derive a presence condition
X A Y if the structure is only included if configuration
option X is enabled and Y is disabled. That is, instead
of representing the structure of each product separately, we
represent the structure for all configurations at once, where
presence conditions describe under which configurations cer-
tain structures are included. On top of existing control-flow
analysis, we track data dependencies throughout the sys-
tem across the configuration options to build a program de-
pendence graphs [7]. The graph covers all configurations
without exploring every configuration separately and with-
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(b) Selected network metrics
over time for 89 releases.

Figure 1: Graph representation of program code and configuration options; system: busybox.

out loosing precisions through approximation or heuristics.
In Fig. la, we show an example of such graph (here based
on control-flow information), where highlighted edges repre-
sent configuration-dependent control flow with specific pres-
ence conditions. This modeling approach creates significant
challenges for network analysis. State of the art network
analysis can handle multiplex graphs, but just on the level of
describing isolated relations—friendship, email communica-
tion, face-to-face communication, etc. We are not aware of
any network analytical research that has been done to study
graphs with complex (propositional) presence conditions.

3. VULNERABILITY ANALYSIS

We use the resulting graphs representing the system’s dy-
namic and static structure including all configuration op-
tions for further analysis. We also have hierarchical informa-
tion along several dimensions: structural elements are typ-
ically nested in other structural elements (e.g., statements
in functions in files in directories) and configuration options
often are structured in a hierarchical variability model (op-
tions and sub-options, often grouped by topic) with known
constraints between configuration options (e.g., X may only
be selected if Y is enabled). We use network measures to
identify isolated nodes and critical nodes in the graph, sim-
ilar to identifying critical persons in a social network. For
example, we identify combinations of configuration options
that are essential for exchanging critical information be-
tween otherwise separate subsystems and functions in which
the control flow is complicated by many configuration op-
tions. We expect that well-selected network metrics can
predict code that is more likely to be vulnerable or in which
vulnerabilities have a more severe impact. In addition, ob-
serving network metrics over time (Fig. 1b) allows us to
detect subtle creeping increases of configuration complexity
over time and allowing developers to intervene.

For validation, we correlate known vulnerabilities and their
severities from the NIST National Vulnerability Database

with our findings to determine to what degree configuration-
related complexity can indicate implementations that are
more prone to vulnerabilities or in which vulnerabilities have
more severe consequences
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