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Research Questions
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models and datasets. However, a reliable prediction requires the model to be
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immutable distributed ledger. The machine learning algorithms can be trained € PL.(p(CD)?

on blockchain smart contracts to produce trusted models for reliable
prediction. But most smart contracts in the blockchain do not support
floating-point data type, limiting computations for classification, which can 2 2
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Model Poisoning Attack Smart Contracts Struggle to Predict p(CD* B (p(CD))*

Can Smart Contracts Predict the Future?

Can Smart Contracts Predict Accurately?

Testing Example
e cAR . CAT N Solidity Programming Language Limitation \ Final two equations of derivations are shown above. From equation (2) we
compare probability estimations in integers between individual classes of Cj
Iraining Data % No library support for Machine Learning and C; to identify the higher probable classes between them. For more classes,

similar comparisons are performed until higher probable class is found which
will be the predicted class for the input data with unknown class.
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A model can be poisoned by training wrong images as shown above to falsify
prediction. As a result, the prediction is falsified and unreliable. Smart contracts are used by blockchain network for transactions. Solidity is one of

) ) the popular smart contract languages that is highly used by developers. The above Prediction Accuracy
Blockchain Properties

limitations prohibits smart contracts to predict using machine learning algorithms.
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P(x|c) *P(c)
Blockchain is a distributed ledger of transaction with consensus-based validation P(c |x) = P (x) Dataset
which is highly trusted for immutable records in a decentralized network.
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