
Visualizing the variational callgraph of the Linux Kernel:
An approach for reasoning about dependencies [POSTER]

Momin M. Malik, Jürgen Pfeffer, Gabriel Ferreira, Christian Kästner
Institute for Software Research

Carnegie Mellon University

ABSTRACT
Software developers use #ifdef statements to support code
configurability, allowing software product diversification. But
because functions can be in many executions paths that de-
pend on complex combinations of configuration options, the
introduction of an #ifdef for a given purpose (such as adding
a new feature to a program) can enable unintended function
calls, which can be a source of vulnerabilities. Part of the
difficulty lies in maintaining mental models of all dependen-
cies. We propose analytic visualizations of the variational
callgraph to capture dependencies across configurations and
create visualizations to demonstrate how it would help de-
velopers visually reason through the implications of diversi-
fication, for example through visually doing change impact
analysis.

Categories and Subject Descriptors
D.2.8 [Software Engineering]: Metrics—complexity mea-
sures, performance measures; D.2.5 [Software Engineer-
ing]: Testing and Debugging—code inspections and walk-
throughs; H.1.2 [Information Systems]: User/Machine
Systems—human factors
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1. INTRODUCTION
The presence of #ifdefs in code requires developers to ex-

pend fare more effort to maintain the code [5][11]. Specif-
ically, developers struggle to keep a complete and accurate
mental model of dependencies, often relying on default val-
ues [2] or enabling as many configuration options as possible
when configuring a new software product [4]. Both are risky,
but the latter even more so because it increases the attack
surface of software systems and, potentially, the number of
undesired interactions among features [7].
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Graphs are widely and successfully used not only as formal
models but also to help visually reason about dependencies
[9], for example in UML diagrams to represent the artifacts
of software systems [10], graphical models to represent de-
pendencies between variables [8] or sociograms to navigate
social dependencies [3]. Examples of visual reasoning on net-
works includes finding bridges, tracing paths, and assessing
structure [6]. We propose to carry out a similar task, aiding
developers by visually representing the possible sequence of
function execution paths that may be affected by modifying,
inserting, or removing an #ifdef.

2. APPROACH
A callgraph is a software representation that provides in-

formation about which functions call which other functions,
with the nodes being functions and the edges being calls.
In a given configuration of the Linux Kernel, which we use
as our focus, only some function definitions and calls will
be included. In a variational callgraph [1], we represent all
nodes and edges in order to also capture cross-configuration
dependencies. Our variational callgraph consists of about
250,000 nodes and 660,000 edges. For a test application, we
focus on vulnerabilities, as vulnerabilities are one of the most
important consequences for failing to manage dependencies.
We mined information on vulnerabilities from the National
Vulnerability Database (NVD), which assigns unique CVE
identifiers to vulnerabilities, and assigned these cases to spe-
cific nodes (functions in the Linux Kernel). We identified
vulnerabilities reported from 1999 to 2015, and used these
to collect information on about 1,100 functions that were
modified, inserted, or removed to fix vulnerabilities.

3. VISUALIZATION FOR CALLGRAPHS
Callgraphs are frequently dense, with neither global pat-

terns nor individual connections being visible when plotted
[12]. While one possibility is using community or hierarchi-
cal structure to reduce the visual complexity of the graph
and convey overall structure, it no longer is possible to the
ability to analyze specific dependencies as is our interest.
Instead, in order to convey all and only the relevant de-
pendency information, we first focus on immediate neigh-
borhoods of functions of interest (such as a function that a
developer might modify, or a function with a known vulner-
ability), and second visually representing the local position
of a function in the overall graph structure relative to other
functions. Examples of use would be examining a specific
neighborhood of a function or functions of interest, identify-
ing neighbors and finding functions that will potentially be
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immediately impacts, selecting out structurally important
functions for careful syntactic examination and testing, and
having marked edges or side-by-side comparisons for change
impact analysis.
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