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Symantec in one slide (!)

e Founded in 1982

¢ Facilities in more than 40 countries, more than 17,500 people in
the world.

e Ranked #353 on the Fortune 500 in 2010
e Total revenues of $6.01 billion inFY10
* 69% enterprise revenue, 31% consumer revenue (FY10Q4)

* 50% of revenues from outside the US: EMEA: 30% - APAC: 15% -
Americas (incl. Latin America and Canada): 55%

e More than 120 million active consumer users and 110 million
enterprise customers

e Over 40,000 resellers
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CARD: Collaborative Advanced Research Dept.

e CARD is part of Symantec Research Labs, led by Joe Pasqua (VP,
Research) who reports to Mark Bregman (CTO).

e CARD members are engaged in long term, exploratory,
collaborative research projects

e CARD members are located in the USA (Herndon and Culver
City) as well as in Europe (Ireland and France).

e All projects, but one (WINE), are partially supported by various
external funding agencies.
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Collaboration ?

e \We participate to research projects only if we see the added
value our active collaboration will bring.

e Win-Win:

— partners bring some complementary skills on the table, in domains where
we are interested in potentially growing in the future.

¢ The output of the project must have some potential for
technology transfer, even if not immediately.
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WINE

e WINE aims at fostering collaboration in a simple, flexible and
scalable way.

e WINE aims at improving rigorous and sound experimental
research within the computer security domain (to start with).

e WINE aims at providing academic researchers with an
environment suitable to validate experimentally their research
on the ever changing threat landscape.
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History of Malware
based on RAID 2010 keynote by Erich Chien, Symantec
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ADM Worm: spreads in a stealthy
way thanks to a buffer overflow
Inerability in DNS servers (sprin

“The ‘Worm’ Programs — Early Experience ks ! (spring)

with a Distributed Computation”, J. Shoch

and J. Hupp, CACM, 25-3

Morris aka Internet Worm: first
major Internet scale outbreak
(November)
First IBM PC virus:
Brain boot sector virus

created in Pakistan

1982 / 1986 1987 1988 1989 1990 1991

First DOS File Infector:
Virdem presented at the
Chaos Computer Club

First Polymorphic Virus:
Chameleon developed by
Ralf Burger
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RAID: first edition in Belgium

CIH:
A Windows file infector that

would flash the BIOS
Causes widespread media

panic that computers would
be unbootable

I Michaelangelo trigger date:

1992 1993 1994 1995 1996 1997 1998

First Word Macro virus:
Concept is the first macro
virus infected Microsoft
Word documents
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Trinoo: Univ. of Minnesota Blended Threats:
DDoSed during 3 days CodeRed, Nimda spread
(summer) without any user interaction

using Microsoft system
vulnerabilities
Worm wars:
MyDoom, Netsky,

DDOS: Yahoo, CNN, Ebay, Buy,  S°big, all compete for
machines to infect

Email systems down: Amazon victims of large Ddos
The Melissa worm spreads (Feb 7,8,9..)
rapidly to computers via \

email causing networks to
come to a craw!

1999 2000 2001 2002 2003 2004 2005

Loveletter Worm:
First VBS script virus to Anna Kournikova: Samy My Hero:
spread rapidly via Outlook Just another email XSS worm spreads on

email worm, but successful MySpace automatically
in propagation using friending a million users
racy pictures of Anna

Kournikova as bait
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Mebroot:
MBR rootkit that steals
user credentials and
enables spamming

Hydraq:
Targets multiple US
corporations in search
of intellectual property

Rogue AV:
Becomes ubiquitous
charging $50-$100 for
fake proteciton

Stuxnet:

2006 2007 2008 2009 2010

Koobface:
Spreads via social
networks and installs pay-
per-install software

Storm Worm:
P2P Botnet for spamming
and stealing user
credentials

Zeus Bot:
Hackers botnet
executable of
choice -- steals
online banking
credentials

Conficker:
Spreads via MS08-067,
builds millions-sized
botnet to install pay-per-

install software J ‘ ISyma ntec. n
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Social Engineering

Attacker
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Targeted Attack Methodology
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Targeted Attack Methodology

Payload Install and Execution

Backdoor Program

Malicious Server
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Targeted Attacks:

Certainly more sophisticated and prevalent
but not that novel

M. DacerHCSS, AmapolisMD M0 Ysymanec.

Solar Sunrise:
Attacks stealing passwords
from DoD systems
conducted by 2 Californian
and 1 Israeli teenager

1998 1999 2000 2001

Moonlight Maze:
Attacks targeting US
military secrets reported
to be conducted by Russia
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US Government:
Systems in the Department of
Defense, State, Commerce,
Energy, and NASA all comprised
and terabytes of information
confirmed stolen.

2003 2004 2005 2006

Titan Rain:
Coordinated attacks on
US government military
installations and private

contractors
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Aurora (Hydraq):
Google announcesthey
have been a victim of
the Hydragq attacks

2008 2009 2010 2011

Ghostnet:
Attacks on Tibetan
organizations and
embassies of many

EMEA countries, and

NATO systems.

Stuxnet:
Malware discovered
targeting Iran
industrial control
systems
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New challenges

e Targeted attacks highlight the difficulty to prevent bad things
from happening.

e New application domains (social networks, cloud computing,
BGP, SCADA, etc.) are also ill suited for a purely preventive
approach.

e Securing system requires several families of means:
— Do your best to build secure things in the first place
— Be ready to patch vulnerabilities as they are discovered, exploited
— Have fallback plans available and means to trigger them
— Measure the risks that systems (to be) deployed are facing
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New (?) vocabulary

e Targeted attacks highlight the difficulty to prevent bad things from
happening.

e Securing system requires several families of means:

Fault Prevention

Fault Removal
Fault Tolerance

Fault Forecasting
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Fault Tolerance

e Error Processing:
— Error Detection
¢ Is something going wrong?
— Error diagnosis
e What is really going wrong?
— Error Recovery

* How can | fix the situation?
e Fault Treatment:
— Fault Diagnosis
* What is the cause of this error?

— Fault Passivation

e Can | prevent it from happening again?

M. Dacier — HCSS, Annapolis MD, May 5 2011
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Intrusion, Vulnerability, Attack
/Present?

Vulnerability

Intrusion risk

[ no PO

uccesfull?

Failed
intrusion
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Security risk
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Fault Tolerance

resent? Security risk

[ o W0

uccesfull?

Failed rom happening again?
intrusion
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Side note

e Intrusion detection systems do not, in general, solely detect
intrusions

e False positives and False negatives do not exist but error
diagnosis tools are missing
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Targeted attack vs. intrusion detection

e Prevention is likely to fail

¢ Once inside, the attacker does not necessarily run attacks
anymore.

e Detecting targeted attacks comes down to detecting
masqueraders.
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Detecting masqueraders: a new problem?

¢ In 1980, James P. Anderson proposes

«... changes to computer audit mechanisms to provide
information for use by computer security personnel when
tracking problems ... »

¢ He Introduces the notion of « audit reduction »

e .. and the use of « some sort of statistical analysis of user
behavior [...that...] might represent a way of detecting
MASQUERADERS »
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Old problem, solution found ?

¢ A large body of knowledge exists in the area of detecting users
misusing their privileges

— Knowledge based approach

— Behavior based approach

¢ Almost all possible scientific domains have contributed to a
solution.

e The problem is unfortunately still there.
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Nice theoretical results

e A number of interesting theoretical results have been published
but

— Experimental validation with real world datasets is almost
always lacking

— The adversarial nature of the mischiefer imposes a constant
monitoring of the effectiveness of the solution.

— Reproducing experiments, comparing results is not part of the
security community culture, to a large extent.
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Scientific method

e In general, computer security research (ours included) is not
always carried out according to sound scientific methods:

— “principles and procedures for the systematic pursuit of
knowledge involving the recognition and formulation of a
problem, the collection of data through observation and
experiment, and the formulation and testing of hypotheses”

(Merriam-Webster dictionary)

* The lack of experimental validation leads, sometimes
to Dahusian research results.
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Dahu: Definition

® “The Dahu is an extremely shy animal living in the Alps of
France and Switzerland.[...] It has adapted to its steep
environment by having legs shorter on the uphill side and

longer on the downhill side [...] “

“The Dahu, An endangered Alpine species”,
Science, 2568, November 1996, pp.112,

www.vidonne.com/html/dahu-reignier.htm
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Food for thoughts

e Dahus are rare, bizarre, stimulating from an intellectual point of
view but ...

— Does it justify the existence of Dahusian research?

— How can we make sure we are not building tools against
Dahusian hackers?

— How can we avoid inventing Dahusian solutions?
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Goals of WINE Project

e Enable sound experimentation for computer security
— Real world representative datasets

— Repeatable experiments

e Promote good science Scientific rigor
— Enable independent verification
— Ensure statistical relevance WINE
Validation of Collaboration
academic with
research Symantec

http://www.symantec.com/WINE
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The questions | will try to answer in the rest of this talk
e What ....

— ... data sets does WINE contain?
e Why ...

— ... are we doing WINE?
* How ...

— ... can you get access to WINE?
e Who

— ...can get access to WINE?
e Where

— ... will WINE be available?
e When

— ... can you start enjoying WINE?
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Representation vs. Reality

Ceci nest nos une fufie.

“This is not a pipe” £oN

René Magritte (1898-1967)
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What datasets does WINE contain?

e Binary Reputation
e A/V Telemetry

e Email Spam

e URL Reputation

e Malware Samples

And much more: Symantec Management Platform (Altiris),
Endpoint Virtualization Control Compliance, Data Loss
Prevention, Backup Exec, Veritas Storage Foundation,
Deepsight, PC Tools, PGP, Verisign, etc...
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What datasets does WINE contain? (ctd.)
Binary Reputation

e Sources: 3.5 million machines

¢ Information on unknown binaries—i.e., files for which an A/V
signature has not yet been created—that are downloaded by
users who opt in for Symantec’s reputation- based security
program.

¢ This data can indicate for how long a particular threat has
existed in the wild before it was first detected.

e Each record includes the submission timestamp, as well as the
cryptographic hash and the download URL of the binary.
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What datasets does WINE contain? (ctd.)
A/V Telemetry Data Sets

e Sources: 90 million machines

* Records occurrences of known threats, for which Symantec has
created signatures and which can be detected by anti-virus
products.

¢ Includes intrusion- detection telemetry.

e Each record includes the detection timestamp, the signature of
the attack, the OS version of the attack’s target, the name of the
compromised process and the file or URL which originated the
a tta C k . IDS Pings Collected in the Last Year

10,000,000

6,000,000

2,000,000
1

T T T T T
2008-10-12 2009-12-24 2010-03-07 2010-05-19 2010-07-31 2010-10-12

DS Pings: Response Ops DB [ '0S Pings: Gatew ay Files ]

Example: statistics for intrusion-detection telemetry
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What datasets does WINE contain? (ctd.)
Email Spam
e Sources: 2.5 million decoy accounts

* Samples of phishing and spam emails, collected by Symantec’s
enterprise-grade systems for spam filtering.

e This data set includes samples of email spam and statistics on
the messages blocked by the spam filters.
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What datasets does WINE contain? (ctd.)
URL Reputation

¢ Sources: 10 million domains

e Website-reputation data, collected by crawling the web and by
analyzing malicious URLs

e Each record includes the crawl timestamp, the URL, as well as
the name and the type of threat found at that URL.

* A subset of this data was used to analyze the rogue A/V
campaigns [Cova et al. 2010].

e A simplified interface for querying this data is available at
http: //safeweb.norton.com/.

[Cova et al. 2010] Cova M., Leita C., Thonnard O., Keromytis A., Dacier M., “An
analysis of rogue AV campaigns”, In International Symposium on Recent Advances
in Intrusion Detection, RAID 2010 Ottawa, Canada, 442-463.
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What datasets does WINE contain? (ctd.)
Malware samples

® Sources: 200 countries

¢ A collection of both packed and unpacked malware samples
(viruses, wormes, bots, etc.), used for creating Symantec’s A/V
signatures.

* A subset of these samples was used for validating research on
automatic malware detection [Griffin et al. 2009].

[Griffin et al. 2009] Griffin K, Schneider S. Hu X., Chiueh T.-C., “Automatic
generation of string signatures for malware detection”, In International
Symposium on Recent Advances in Intrusion Detection, RAID 2009, Saint-Malo,
France, 101-120.
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Why are we doing WINE?

e To promote sound scientific experimentation in the security
area

e To have more smart people looking at new ways of using our
datasets

e To convince you that Symantec is the place to work

e To simplify the establishment of long term relationships and
technology transfer.
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How can you get access to WINE?

* The data do not come to you, you have to come to the data. We grant
you access to our premises to run your programs on our data.

e This is the only possibility to offer you access to very large, real world,
representative raw data

e You stay typically 3 weeks on site, it could be much more, of course.
e [P remains yours.

* You are free to publish results

¢ Datasets used will be frozen and offered to any other team willing to

replicate your experiments or compare their approach with yours.
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Intellectual property and usage

¢ Non-disclosure agreements to protect the confidentiality of the
shared data but with a provision for publication

e Symantec receives copies of all research products
e Researchers assume all risks and liabilities from use of data

e All right, title and interest belong to the researchers
— Unless licensing exception is negotiated beforehand

— Data set should be acknowledged in publications
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Who can get access to WINE?

e This is open to any non profit organization, mostly targeting
academics.

* You need to describe before what data you need and what
experiments you want to run so that we can double check the
feasibility of the experiment.

e |f you are funded by NSF, you are allowed to use your budget to
pay the lump sum per day we ask you to offset our incremental
costs.

e If we receive to many requests, an external scientific board will
be in charge of the selection.

¢ No restriction on the scientific domain you come from (eg
machine learning, vizualisation, economics, social sciences ...)
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Operational Model

® Project proposals
— Researchers in academia request access to data sets

— NSF support: Trustworthy Computing program
http://www.gtisc.gatech.edu/nsf_workshopl@_data.html

e Internal operations
— Collect data continuously
— Each proposal’ s requested data is frozen as reference

— Experimental environment is hosted on SRL site

e Selection of projects

— Advisory board: senior researchers (external and internal)
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Where will WINE be available?

e To start with, we will have two labs offering access to WINE:

— Culver City (Los Angeles, CA): also home of our STAR team
located on the same floor as people working on WINE

— Herndon (Washington DC): also home of one of our Security
Operation Centers
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When can we start enjoying WINE?

¢ Right now.

¢ We have already received in excess of 20 requests from various
organizations.

e We expect to have at least 3 (resp. 5) teams to start working on
WINE before the end of this academic (vs. calendar) year.
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Conclusions

e The threat landscape is changing
* We face new challenges (eg social networks, SCADA, etc.)

¢ We need sound scientific approaches and avoid Dahusian
research

e WINE is there for you. Use it!

e We are also, of course, welcoming collaboration opportunities!
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v Symantec.

Thank you!

WINE
Canlbejusediwithoutimoderation!

www!symantecicom/WINE
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