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Automated Analysis of AWS Access Control



IAM Access Analyzer uses a form of mathematical analysis 
called automated reasoning, which applies logic and 
mathematical inference to determine all possible access 
paths allowed by a resource policy.
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!:… → database

What is cloud computing?

“on-demand delivery of IT resources via the Internet with pay-as-you-go pricing.”

%:… → computer

%&' ∶ computer → …
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! "#$% ≡ '() ∘ "#$% ∘ '

+3 ∶ … → durable data storage

$$0 ∶ … → fast key-value database

+1+:… → elastic, reliable queue
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Policy example

No Access
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Policy example
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b” vpc-a vpc-b
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Policy example
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

vpc-a vpc-b

o-2
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vpc-b

o-2

Policy example
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

vpc-a vpc-b

o-1
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vpc-b

o-1

Policy example
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

vpc-a

o-2
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Human effort

Human effort

Machine effort

Traditional verification approach

Policy

Specification

Verification Yes/No

- Experts
- Consultants
- General specifications
- Templated specifications
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Machine effort

Human effort Human effort

Access Analyzer verification approach

Policy

Specification

Verification Yes/No

Findings
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Desired properties of findings

Sound – Every access is represented by some finding

Precise – findings adhere closely to the allowed access

Compact – the set of findings is small
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Stratified predicate abstraction
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

!" ≡ $%&'()*!( = “vpc-a”

!, ≡ $%&'()*!( = “vpc-b”

-. ≡ /'01(0!234'567 = “o-1”
-8 ≡ /'01(0!234'567 = “o-2”

!9 ≡ ⊤

-9 ≡ ⊤
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Stratified predicate abstraction
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

!" ∧ $"

!% ∧ $"

!& ∧ $"

!" ∧ $'

!% ∧ $'

!& ∧ $'

!" ∧ $(

!% ∧ $(

!& ∧ $(

everybody has access Organization o-1 has access

Organization o-1 coming 
from vpc-b has access
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Stratified predicate abstraction
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

!" ∧ $"

!% ∧ $"

!& ∧ $"

!" ∧ $'

!% ∧ $'

!& ∧ $'

!" ∧ $(

!% ∧ $(

!& ∧ $(

?
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Stratified predicate abstraction
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

!" ∧ $%

!& ∧ $%

!% ∧ $'

!" ∧ $'

!& ∧ $'

!% ∧ $(

!" ∧ $(

!& ∧ $(

?
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Stratified predicate abstraction
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

!" ∧ $%

!& ∧ $%

!% ∧ $'

!& ∧ $'

!% ∧ $(

!& ∧ $(
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Stratified predicate abstraction
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

!" ∧ $%

!& ∧ $'

!% ∧ $(
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Stratified predicate abstraction
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

!" ≡ $% ∧ '( ≡ )*+,-./$- = “vpc-a”

!1 ≡ $( ∧ '1 ≡ 2,34-3$567,89: = “o-2”

!; ≡ $< ∧ '" ≡ )*+,-./$- = “vpc-b” ∧
2,34-3$567,89: = “o-1”

Σ ≡ {!", !1, !;}
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Formal properties of findings

Sound – Every access is represented by some finding
Coverage – ! " ⊆ ! Σ

Precise – findings adhere closely to the allowed access
Irreducible – ∃& ∈ ! " ∩ ! ) . ∀), ⊏ ). & ∉ ! ),

Compact – the set of findings is small
Minimality – ∀Σ, ⊂ Σ. ! Σ, ⊂ ! Σ



© 2020, Amazon Web Services, Inc. or its Affiliates. 

23

vpc-b

o-1

Sound, precise, compact
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

vpc-a

o-2
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vpc-b

o-1

Sound, precise, compact
- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

vpc-a

o-2

!" ≡ $% ∧ '(

!) ≡ $( ∧ ')

!* ≡ $+ ∧ '"
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Simple, modular, sensible

!"#$%&'(% = “vpc-a”

*$+,%+(-./$012 = “o-2”

!"#$%&'(% = “vpc-b” ∧
*$+,%+(-./$012 = “o-1”

✓
✗

- Effect: Allow
Condition:
StringEquals:
SourceVpc:
- “vpc-a”
- “vpc-b”

- Effect: Allow
Condition:
StringEquals:
PrincipalOrgID: “o-2”

- Effect: Deny
Condition:
StringEquals:
SourceVpc: “vpc-b”

StringNotEquals:
PrincipalOrgID : “o-1”

?
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Simple, modular, sensible
- Effect: Allow
Condition:
StringLike:
PrincipalOrgID:
- “o-123”
- “o-456”
- “o-78*” !"#$ ≡ &'()*(+,-.'/01 = “o-123”

!345 ≡ &'()*(+,-.'/01 = “o-456”

!6 ≡ ⊤?
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Simple, modular, sensible
- Effect: Allow
Condition:
StringLike:
PrincipalOrgID:
- “o-123”
- “o-456”
- “o-78*”

!" ≡ ⊤
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Demo
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Benefits of Automated Reasoning



© 2020, Amazon Web Services, Inc. or its Affiliates. 

30

Automated Analysis of AWS Access Control
https://aws.amazon.com/security/provable-security/

https://aws.amazon.com/security/provable-security/

