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Objective : Test hypothesis “smart statistical sampling is effective
at estimating metrics that measure compliance of access
control implementation with access control policy.”

Advancement of SoS : Demonstration of mathematically
sound technique to deal with enormous state spaces

Problem : Access control in distributed system has combinatorially many paths
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* Uniform sampling of paths based firewalls
. Biasing Heuristics » 50+ PEES, 10s of _rules each |

. Proofs of variance reduction * EXxhaustive analysis does not complete in 3 hrs
. Demonstration on large systems * Importance sampling estimates fraction of non-
compliant paths, with 10% relative error, in 1

minute
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