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Oct 2020: Google patches zero-day in Chrome



Image from https://googleprojectzero.blogspot.com/2021/03/in-wild-series-october-2020-0-day.html
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The attack campaign

https://googleprojectzero.blogspot.com/2021/03/in-wild-series-october-2020-0-day.html


Key step: vulnerability in a third-party library

4



5

This is not a one off



Our work: fine grain library isolation in Firefox

Idea: Isolate each library in its own memory sandbox
• Use software-based fault isolation (SFI) to do this via runtime checks 

Problem: In practice, SFI does not work
• (Near) impossible to retrofit SFI in large systems

• Incomplete: applications can be compromised by trusting library output

Solution: RLBox sandboxing framework
• Uses types to retrofit isolation

• Deployed in the real world
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Today

1. Why fine grain isolation?

2. Why is SFI (alone) not the answer?

3. The RLBox framework

4. What is the cost of RLBox?
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Browsers use a lot of third-party libraries
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https://source.chromium.org/chromium/chromium/src/+/main:third_party/ https://searchfox.org/mozilla-central/source/

https://source.chromium.org/chromium/chromium/src/+/main:third_party/
https://searchfox.org/mozilla-central/source/


Bug in any third-party library ⇒ security vulnerability
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Firefox

libjpeg

libogg

Firefox process



Most of these are memory-safety bugs

Google: ~70% of Chrome’s bugs (2015–2020) Microsoft: ~70% of Windows’ bugs (2006–2018)
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Image from the Chromium project blog 
https://www.chromium.org/Home/chromium-security/memory-safety/

Image from the Microsoft security response center blog
https://msrc-blog.microsoft.com/2019/07/16/a-proactive-approach-to-more-secure-code/

https://www.chromium.org/Home/chromium-security/memory-safety/
https://msrc-blog.microsoft.com/2019/07/16/a-proactive-approach-to-more-secure-code/


Existing browser mechanisms are too coarse grained

Browser isolate code at the boundary of a site
• Isolate google.com from facebook.com

Problem: in practice pages include cross site data 
• 93% of Alexa top 500 sites load cross-site media like JPEGs
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What else can browsers do?

Rewrite code in memory-safe Rust?

Lots of legacy code

Significant effort: rewrite, retest

Put libraries in a separate process?

Memory and context switch overheads

Significant browser re-architecting effort
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“As a practical matter […], we're going to be 
living with software with memory safety issues 
for quite some time”

- Eric Rescorla 
CTO, Firefox

“Real-world operating systems put a ceiling on 
the effectiveness and applicability of 
[sandboxing with processes].”

- Chris Palmer
Google Chrome Security 



jpeg.c memory isolation control isolation

Wasm Compiler and $0x0
mov 4, %
and $0x0
mov 4, %
libjpeg

Fine grain isolation to the rescue
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Compile with a sandboxing compiler like Wasm
Firefox

libjpeg

0x41000000

0x42000000

libogg

0x43000000

x

Firefox process

int v = *p;

if p ∉ [0x41000000, 0x42000000]
abort();

int v = *p;

Idea (Wahbe et. al, ‘93): Sandbox libjpeg by inserting runtime checks
• Goal: remove libjpeg from the Firefox trusted computing base

• Sandboxing tools: Native Client, WebAssembly



Today

1. Why fine grain isolation?

2. Why is SFI (alone) not the answer?

3. The RLBox framework

4. What is the cost of RLBox?
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Firefox today implicitly trusts libraries

Firefox must add security checks at the boundary

These modifications are error-prone:

The boundary is blurry
Firefox must account for shared data and control flow

Sandboxing changes the library ABI
Firefox must handle new call conventions and data sizes

Firefox must manually marshal data
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Firefox

libjpeg

0x41000000

0x42000000

libogg

0x43000000

Firefox process

Key challenge: we must modify Firefox to secure the boundary



Let’s sandbox libjpeg in Firefox

Step 1: Compile libjpeg with Wasm

Step 2: Modify Firefox code to interface with the sandboxed library
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jpeg.c memory isolation control isolation

Wasm Compiler and $0x0
mov 4, %
and $0x0
mov 4, %
libjpeg



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

} 18

Simplified Firefox code that renders JPEGs



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

} 19

JPEG image data structures

libjpeg code initializes these structures

Callback from libjpeg to get input

libjpeg code then parses the image

Firefox code transfers output



What changes do we need to make?
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1. SFI tools change calling conventions

2. SFI tools introduce ABI differences

3. SFI tools require data marshalling

4. Sandboxed lib can call callbacks

5. We need data sanitization

Sandboxing ABI changes

New trust model



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

} 21

1. SFI tools change calling conventions

2. SFI tools introduce ABI differences

3. SFI tools require data marshalling

4. Sandboxed lib can call callbacks

5. We need data sanitization

Done! (I think)



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*field_offset(jpeg_img, src), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

memcpy(outputBuffer, /* ... */, size);

}

} 22

1. SFI tools change calling conventions

2. SFI tools introduce ABI differences
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void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*field_offset(jpeg_img, src), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

memcpy(outputBuffer, /* ... */, size);

}

} 23

1. SFI tools change calling conventions

2. SFI tools introduce ABI differences

3. SFI tools require data marshalling

4. Sandboxed lib can call callbacks

5. We need data sanitization

Done! (I think)

Repeat analysis in firefox_bytes_from_network



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*field_offset(jpeg_img, src), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

memcpy(outputBuffer, /* ... */, size);

}

} 24

1. SFI tools change calling conventions

2. SFI tools introduce ABI differences

3. SFI tools require data marshalling

4. Sandboxed lib can call callbacks

5. We need data sanitization

Done! (I think)

Untrusted JPEG data structure

Using untrusted “size” in memcpy



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*field_offset(jpeg_img, src), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

assert(size <= outputBufferSize);

memcpy(outputBuffer, /* ... */, size);

}

} 25

1. SFI tools change calling conventions
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void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*field_offset(jpeg_img, src), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

assert(size <= outputBufferSize);

memcpy(outputBuffer, /* ... */, size);

}

} 26

1. SFI tools change calling conventions

2. SFI tools introduce ABI differences

3. SFI tools require data marshalling

4. Sandboxed lib can call callbacks

5. We need data sanitization

Done! (I think)

Write to location specified by libjpeg



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*in_sandbox(field_offset(jpeg_img, src)), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

assert(size <= outputBufferSize);

memcpy(outputBuffer, /* ... */, size);

}

} 27
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void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*in_sandbox(field_offset(jpeg_img, src)), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

assert(size <= outputBufferSize);

memcpy(outputBuffer, /* ... */, size);

}

} 28

😭



This falls flat in practice

1. Real systems are huge 
⇒ requires a lot of code changes

2. Mixes low-level sandbox code in image rendering
⇒ code maintenance is difficult

3. Testing, debugging, and cross-platform support
⇒ requires even more code changes

29
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This falls flat in practice



Today

1. Why fine grain isolation?

2. Why is SFI (alone) not the answer?

3. The RLBox framework

4. What is the cost of RLBox?
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RLBox: framework to retrofit sandboxing USENIX Security ’20

Idea: Use types to make sandboxing a compositional abstraction

1. Types hide low-level sandbox details
Automates ABI conversions, data marshalling

2. Types track untrusted data and control flow
Missing security checks ⇒ type errors

3. Types allow retrofitting piecemeal
Test, review, and deploy sandboxing incrementally

Implemented as a pure C++ library

32

RLBox

Firefox

libjpeg

0x41000000

0x42000000

libogg

0x43000000

Firefox process



1. RLBox forces control flow to be explicit

2. RLBox forces data from the sandbox to be marked tainted

3. Tainted data must be checked before use

33

uint32_t size = jpeg_img->image_size; tainted<uint32_t> size = jpeg_img->image_size;

Compiler error

memcpy(/* ... */, size); memcpy(/* ... */, size.copy_and_verify(...));

Compiler error

memcpy(/* ... */, size.UNSAFE_unverified());Or temporarily ignore tainting

jpeg_read_header(jpeg_img); sandbox.invoke(jpeg_read_header, jpeg_img);

Compiler error



1. RLBox forces control flow to be explicit

2. RLBox forces data from the sandbox to be marked tainted

3. Tainted data must be checked before use

34

uint32_t size = jpeg_img->image_size; tainted<uint32_t> size = jpeg_img->image_size;

Compiler error

memcpy(/* ... */, size); memcpy(/* ... */, size.copy_and_verify(...));

Compiler error

memcpy(/* ... */, size.UNSAFE_unverified());Or temporarily ignore tainting

jpeg_read_header(jpeg_img); sandbox.invoke(jpeg_read_header, jpeg_img);

Compiler error



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
35



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
36

Create a “noop” sandbox



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
37

Make shared data structures tainted

Use RLBox API for function calls



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
38

Use RLBox API for function calls

Compiles?

Make shared data structures tainted



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
39

Compiles?

Undefined variable: jpeg_img



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

jpeg_decompress_struct* jpeg_img = t_jpeg_img.UNSAFE_unverified();

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
40

Compiles?

Unsafe alias to p_jpeg_img



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

jpeg_decompress_struct* jpeg_img = t_jpeg_img.UNSAFE_unverified();

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_decompress_struct* jpeg_img = t_jpeg_img.UNSAFE_unverified();

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
41

Compiles?



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

t_jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, t_jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> size = t_jpeg_img->output_width * t_jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
42

1. RLBox adjusts for ABI differences

2. RLBox checks this dereference

3. The type of size is tainted



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

t_jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, t_jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> size = t_jpeg_img->output_width * t_jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
43

Expected: uint32_t. Got: tainted<uint32_t>

Compiles?



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

t_jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, t_jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> size = t_jpeg_img->output_width * t_jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
44

Need to remove tainting



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<noop>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

t_jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, t_jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> t_size = t_jpeg_img->output_width * t_jpeg_img->output_components;

uint32_t size = t_size.copy_and_verify([](uint32_t val) {

assert(val <= outputBufferSize);

});

memcpy(outputBuffer, /* ... */, size);

}

}
45

Compiles?



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<wasm>();

tainted<jpeg_decompress_struct*> t_jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> t_jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, t_jpeg_img);

t_jpeg_img->err = t_jpeg_err;

t_jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, t_jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> t_size = t_jpeg_img->output_width * t_jpeg_img->output_components;

uint32_t size = t_size.copy_and_verify([](uint32_t val) {

assert(val <= outputBufferSize);

});

memcpy(outputBuffer, /* ... */, size);

}

}
46

Compiles?

Switch to a WebAssembly sandbox



Done!

47



Today

1. Why fine grain isolation?

2. Why is SFI (alone) not the answer?

3. The RLBox framework

4. What is the cost of RLBox?
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What is the cost of RLBox?

We evaluate RLBox on several dimensions. In this talk:
• Developer effort & automation

• Performance overhead

We sandboxed Firefox’s
• Image rendering

• Audio, video playback

• Font rendering

• Decompression

• XML parsing

• Spell checking
49

Firefox

libjpeg

Firefox cannot be compromised by a malicious image

libogg



RLBox reduces developer effort for sandboxing

RLBox in Firefox

Automatic security checks: dozens to hundreds per library

Remaining data validation: On average two to four lines of code

Beyond Firefox

Usable by experts and beginners

Experts: sandboxing libraries in a few days

Beginners: 4 masters, 4 undergraduate, 1 high school student

50



Microbenchmark: Image rendering (Native Client)
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Image rendering/compression test suite https://imagecompression.info/test_images/
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Macrobenchmark: Page load (Native Client)
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Google deprecates Native Client
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Font rendering (WebAssembly)
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Mozilla developers evaluate RLBox 
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Deployed in Firefox!

Feb 2020

• 1 sandboxed library

• Mac, Linux

Dec 2021

• 5 sandboxed libraries

• Windows, Android
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Follow-up work

Defend against sandbox compilers bugs

Preventing sandbox breakout via Spectre attacks
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Our work: fine grain library isolation in Firefox

Idea: Isolate each library in its own memory sandbox
• Use software-based fault isolation (SFI) to do this via runtime checks 

Problem: In practice, SFI does not work
• (Near) impossible to retrofit SFI in large systems

• Incomplete: applications can be compromised by trusting library output

Solution: RLBox sandboxing framework
• Uses types to retrofit isolation

• Deployed in the real world
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