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GoldenEye: 1.Current methods of attribution are based on isolated
characteristics of an attack.
2.Ransomware involves the victim in a dialog with
1. To whom should we attribute each attack? the attacker.
2. How consistentis joint attribution of two attacks? 3.This dialog can be characterized linguistically to identify
organic patterns.
Attack Appeared Example Distinctives 4. These patterns integrate details to help attribute attacks.
Bart June 2016 Local encryption via zip files
GoldenEye initial Jan 2017 Distribution via fake job application
GoldenEye derivative|June 2017 Distribution via SW update
Jigsaw April 2016 Incrementally deletes files if ransom not paid Attacker/ | Third Victim’s Vict St
Petya April 2016 Encryption of master file table rather than files Computer Party Computer Ictm age
Petya with Mischa  |May 2016 Petya with fall-back conventional encryption 1 Breach System
WannaCry May 2017 Breach via Eternal Blue NSA exploit; kill switch ; Apply coercion
3 Announce attack
4 Bitcoin Obtain payment
5 Release
<production = "IndirectVictimBreach">
<orBody>

<node>migrateln</node>
<terminal>automaticUpdate</terminal>
<terminal>hackedWebsite</terminal> —_— ¢ oM ETPPor t Canfinkar . _ S _ _
<andBody> IR N v amveriensnt, ¢ Baseline: string edit distance (no grammatical info)
<node>indirectVictimBreach</node> N EEeE ek . distabe

<node>migrateOut</node>

e Grammar-based:

</andBody> : : : :
</orBody> | * Via Lempel-Ziv compression (cf. DNA comparison):
</production> | :
production needs repeated substrings
t.noticelnPirectarios
¢ noticaOnBeskton / N  Shared nodes: assumes balanced grammar
7 Lwalipapeal
printFiethSaroen [~ <oroduction head "attack’ . Probab!l!spc. compare event probabllltle.s with
R ST <andBody> probabilities conditioned on shared prefixes
R <node>breach</node>
<node>constrain</node>
L loeR  t.gcfil <node>announce</node>
thelpintéface / t.bCRMdress \/ <node>interact</node> : ig
s / \'w . </andBody> Metric MDS, Event Probabilities
o ~ </production>
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