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Critical System Attributes:

* Reliable & Safe — Op’s in proximity to man

Collaboration &
Teaming

* Responsive/adaptive to dynamic missions

* As autonomous as needed, as interactive as desired
* Operations transparency
* Affordable & Certifiable

Transparent
Ground & Air
- Op’s
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Reliable, Certifiable Safe Interoperability

Systems & Software & Coordination Partners in CAO:
AFRL: VA, SN, HE, MN, IF,
System of 7 VS, AFOSR
Systems DoD: DARPA, Navy, Army

Decision Makin
& Other: NASA, Industry




¢ Challenges for Future Systems Certification
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N DoD software is growing in size and complexity

Total Onboard Computer Capacity (OFP)
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* Exponential growth in SW size and system
complexity imply exponential growth
system certification costs (e.g.,
projections for HIL testing)
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‘%ﬁ ‘f FLIGHT CRITICAL SYSTEMS & SOFTWARE INITIATIVE
by 4 Future Vision for V&V

Goal/Objective :

Enable Critical
Capabilities For UAS

Dynamic Mission Op’s

Airspace Integration



‘25 Future Vision for V&V
System Complexity

Technical Challenge:

Advanced
Functionality Leads
to V&V State Space
Explosion

LL.




FCSSI Approach:

Regm’ts

Analysis
Design

Analysis

Systems
Engineering “V”

> FLIGHT CRITICAL SYSTEMS & SOFTWARE INITIATIVE

Future Vision for V&V

Shift in Verification
Paradigm

Shift in Assurance
Paradigm

V&v

Test

Analysis

Development
* Run time tech

enforces safe
operating limits

Reliance On:

Exhaustive Test l

Analysis t

Off-Line Assurance l

Run Time Assurance t

Payoffs:

- Cost & Schedule

» Confidence & Assurance
« Catch errors earlier

* Less costly analysis
Improved coverage



. 4 Flight Critical System Software Initiative
Py CerTA FCS CPI Technical Approach

Objective
* Apply innovative V&V Methods and Techniques to a challenge problem

* Demonstrate Improvements to Airworthiness Certification Process (Via Key
Performance Parameters & Measures of Merit)

* Real World, Unique, Advanced Flight/Safety Critical System Application for V&V

Approach

* Define Challenge Problem

— Flight Safety/Critical Domain

— Taxing-Burdensome to Current Airworthiness Cert Process
* Ildentify and integrate innovative V&V technologies into Airworthiness Process
* Develop MoMs and KPPs to evaluate V&V techniques effectiveness

* Demonstrate Effectiveness of V&V technologies
— Quantify technological improvements (KPPs)

— Qualify System/Mission Level Savings (MoMs)



_gf Flight Critical System Software Initiative
-y CerTA FCS CPI Technical Approach
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7 Flight Critical System Software Initiative
CerTAFCS CPI Technical Approach

LOCKHEED MARTIN

Formal Requirements Specifications
Requirements and Traceability Analysis
Probabilistic / Statistical Test

System Architecture
Requirements / ~
Completeness

- -

Safety ) Se€urity

Identified gap technologies enable system architecture analysis.
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Run-time monitors are designed
around properties defined by
system architecture analysis.
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- Formal Analysis
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System architecture analysis
defines comprehensive property set
(formal spec) for formal methods.
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- Architecture Analysis and Technology Application
- Rapid Demonstration Infrastructure

- Relevant Challenge Problems
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Summary

* Complexity of UAS control systems are
driving V&V costs exponentially higher.

* New V&V techniques and methods are
needed to certify this emerging complexity.

* Boeing and Lockheed Martin will show how
they are using these technologies.



