
Mobile	
  App	
  Markets	
  

Apple App Store Google Play Microsoft Windows Phone 



App	
  Store	
  beyond	
  Mobile	
  Apps!	
  



What	
  If	
  Formal	
  Specs	
  Are	
  Wri;en?!	
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APP	
  DEVELOPERS	
  

APP	
  USERS	
  

App	
  Func?onal	
  
Requirements 

App	
  Security	
  
Requirements 

User	
  Func?onal	
  
Requirements 

User	
  Security	
  
Requirements 

informal:	
  app	
  descrip7on,	
  etc.	
   	
  permission	
  list,	
  etc.	
  



Informal	
  App	
  Func?onal	
  Requirements:	
  	
  
App	
  Descrip?on	
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App	
  	
  
Code 

App	
  	
  
Permissions 



App	
  Security	
  Requirements:	
  	
  
Permission	
  List	
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What	
  If	
  Formal	
  Specs	
  Are	
  Wri;en?!	
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APP	
  DEVELOPERS	
  

APP	
  USERS	
  

App	
  Func?onal	
  
Requirements 

App	
  Security	
  
Requirements 

User	
  Func?onal	
  
Requirements 

User	
  Security	
  
Requirements 

informal:	
  app	
  descrip7on,	
  etc.	
   	
  permission	
  list,	
  etc.	
  



Example	
  Andriod	
  App:	
  Angry	
  Birds	
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What	
  If	
  Formal	
  Specs	
  Are	
  Wri;en?!	
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APP	
  DEVELOPERS	
  

APP	
  USERS	
  

App	
  Func?onal	
  
Requirements 

App	
  Security	
  
Requirements 

User	
  Func?onal	
  
Requirements 

User	
  Security	
  
Requirements 

In	
  reality,	
  few	
  of	
  these	
  requirements	
  are	
  (formally)	
  specified!!	
  
è	
  Hope?!:	
  Bring	
  human	
  into	
  the	
  loop:	
  user	
  percep?on	
  +	
  judgment	
  

informal:	
  app	
  descrip7on,	
  etc.	
   	
  permission	
  list,	
  etc.	
  



Our	
  Yin-­‐Yang	
  View	
  on	
  Mobile	
  App	
  Security	
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App	
  
Descrip?on 

App	
  	
  
Code 

App	
  	
  
Permissions 

User-­‐Perceived	
  
Informa?on	
  	
  

App	
  Security	
  
Behavior	
  

o  Reason	
  about	
  user-­‐perceived	
  info,	
  
e.g.,	
  WHYPER	
  (	
  	
  	
  	
  )	
  

o  Push	
  app	
  security	
  behavior	
  across	
  
the	
  boundary	
  (è)	
  

o  Check	
  consistency	
  across	
  the	
  
boundary	
  (çè)	
  

o  Reduce	
  user	
  judgment	
  effort	
  (	
  	
  	
  )	
  

App	
  UIs,	
  	
  
App	
  categories,	
  
App	
  metadata,	
  
User	
  forums,	
  …	
  

[func?onal]	
  

[security]	
  



o Apple	
  (Market’s	
  Responsibility)	
  
o  Apple	
  performs	
  manual	
  inspec7on	
  

o Google	
  (User’s	
  Responsibility)	
  
o  Users	
  approve	
  permissions	
  for	
  security/privacy	
  
o  Bouncer	
  (sta?c/dynamic	
  malware	
  analysis)	
  	
  

o Windows	
  Phone	
  (Hybrid)	
  
o  Permissions	
  /	
  manual	
  inspec7on	
  

Assuring	
  Market	
  Security/Privacy	
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o Previous	
  approaches	
  look	
  at	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  permissions	
  çè	
  code	
  (run?me	
  behaviors)	
  

o What	
  does	
  the	
  users	
  expect?	
  
o  GPS	
  Tracker:	
  record	
  and	
  send	
  loca?on	
  
o  Phone-­‐Call	
  Recorder:	
  	
  record	
  audio	
  during	
  phone	
  call	
  

Need	
  More	
  Than	
  Program	
  Analysis	
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App	
  
Descrip?on 

App	
  	
  
Code 

App	
  	
  
Permissions 



o User	
  expecta?ons	
  
o user	
  percep?on	
  +	
  user	
  judgment	
  

o Focus	
  on	
  permission	
  çè	
  app	
  descrip?ons	
  
o  permissions	
  (protec?ng	
  user	
  understandable	
  

resources)	
  should	
  be	
  discussed	
  
	
  

Vision	
  
“Bridging	
  the	
  gap	
  between	
  	
  

user	
  expecta8on	
  çè	
  app	
  behaviors”	
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App	
  Description	
  Sentence	
   Permission	
  

Linkage	
  



WHYPER	
  Overview	
  

Applica7on	
  
Market	
  

WHYPER	
  

DEVELOPERS	
  

USERS	
  
13	
  Pandita	
  et	
  al.	
  WHYPER:	
  Towards	
  Automa?ng	
  Risk	
  Assessment	
  of	
  Mobile	
  Applica?ons.	
  USENIX	
  Security	
  2013	
  

h;p://web.engr.illinois.edu/~taoxie/publica?ons/usenixsec13-­‐whyper.pdf 

•  Enhance	
  user	
  experience	
  while	
  installing	
  apps	
  
•  Enforce	
  func?onality	
  disclosure	
  on	
  developers	
  
•  Complement	
  program	
  analysis	
  to	
  ensure	
  jus?fica?ons	
  



Example	
  Sentence	
  in	
  App	
  Desc.	
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•  E.g.,	
  “Also	
  you	
  can	
  share	
  the	
  yoga	
  exercise	
  to	
  
your	
  friends	
  via	
  Email	
  and	
  SMS.”	
  	
  
–  Implication	
  of	
  using	
  the	
  contact	
  permission	
  
–  Permission	
  sentences	
  

Keyword-­‐based	
  search	
  on	
  application	
  descriptions	
  



Problems	
  with	
  Ctrl	
  +	
  F	
  

•  Confounding	
  effects:	
  
– Certain	
  keywords	
  such	
  as	
  “contact”	
  have	
  a	
  
confounding	
  meaning	
  	
  

– E.g.,	
  “...	
  displays	
  user	
  contacts,	
  ...”	
  vs	
  “...	
  contact	
  
me	
  at	
  abc@xyz.com”.	
  

•  Seman7c	
  inference:	
  	
  
– Sentences	
  ooen	
  describe	
  a	
  sensi?ve	
  opera?on	
  
without	
  actually	
  referring	
  to	
  keywords	
  	
  

– E.g.,	
  “share	
  yoga	
  exercises	
  with	
  your	
  friends	
  via	
  
Email	
  and	
  SMS”	
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Natural	
  Language	
  Processing	
  

•  Natural	
  Language	
  Processing	
  (NLP)	
  techniques	
  help	
  
computers	
  understand	
  NL	
  ar?facts	
  

•  In	
  general,	
  NLP	
  is	
  s?ll	
  difficult	
  

•  NLP	
  on	
  domain	
  specific	
  sentences	
  with	
  specific	
  styles	
  is	
  
feasible	
  
–  Text2Policy:	
  extrac?on	
  of	
  security	
  policies	
  from	
  use	
  cases	
  [FSE	
  12]	
  
–  APIInfer:	
  inferring	
  contracts	
  from	
  API	
  docs	
  [ICSE	
  12]	
  
–  WHYPER:	
  domain	
  knowledge	
  from	
  API	
  docs	
  [USENIX	
  Security	
  13]	
  



Overview	
  of	
  WHYPER	
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APP Description 

APP Permission 

Semantic 
Graphs 

Preprocessor 
Intermediate 

Representation 
Generator 

Semantic 
Engine 

NLP Parser 

Semantic Graph 
Generator API Docs 

Annotated 
Description 

FOL 
Representation 

WHYPER 

Domain	
  Knowledge	
  



Preprocessor	
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•  Period	
  Handling	
  
–  Decimals,	
  ellipsis,	
  shorthand	
  notations	
  (Mr.,	
  Dr.)	
  

•  Sentence	
  Boundaries	
  
–  Tabs,	
  bullet	
  points,	
  delimiters	
  (:)	
  
–  Symbols	
  (*,-­‐)	
  and	
  enumeration	
  sentence	
  

•  Named	
  Entity	
  Handling	
  
–  E.g.,	
  “Pandora	
  internet	
  radio”	
  

•  Abbreviation	
  Handling	
  
–  E.g.,	
  “Instant	
  Message	
  (IM)” 	
  	
  



Intermediate-­‐Representa?on	
  
Generator	
  

Also	
  you	
  can	
   share	
   yoga	
   exercise	
   to	
   your	
  friends	
  via	
  Email	
   and	
  SMS	
  
VB	
  RB	
   PRP	
   MD	
   NN	
  DT	
   NN	
   NNS	
  PRP	
   NNP	
   NNP	
  

the	
  

Also	
  
you	
  

can	
  

share	
  

exercise	
  

your	
  
friends	
  

Email	
  
SMS	
  

yoga	
  

advmod	
  
nsubj	
  
aux	
  
dobj	
  

det	
  
nn	
  

prep_to	
  
poss	
  
prep_via	
  

conj_and	
  

the	
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share	
  
to	
  

you	
  
yoga	
  exercise	
  

owned	
  
you	
  
via	
  

friends	
  
and	
  

Email	
  
SMS	
  

Predicate	
   Governing	
  
Entity	
  

Dependent
Entity	
  



Seman?c	
  Engine	
  

share	
  
to	
  

you	
  
yoga	
  exercise	
  

owned	
  
you	
  
via	
  

friends	
  
and	
  

Email	
  
SMS	
  
Email	
  

share	
  

WordNet	
  Similarity	
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Inferred	
  from	
  
API	
  Docs	
  

Governing	
  
Entity	
  

Dependent
Entity	
  



	
  	
  	
  	
  	
  	
  	
  	
  	
  Systema7c	
  approach	
  to	
  infer	
  graphs	
  
o  Iden?fy	
  resource	
  associated	
  with	
  the	
  permissions	
  

from	
  the	
  API	
  class	
  name	
  
o  ContactsContract.Contacts 

o  Inspect	
  the	
  member	
  variables	
  and	
  member	
  
methods	
  to	
  iden?fy	
  ac?ons	
  and	
  subordinate	
  
resources	
  
o  ContactsContract.CommonDataKinds.Email 

Seman?c-­‐Graph	
  Generator	
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Evalua?on	
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•  Subjects	
  	
  
– Permissions:	
  	
  

•  READ_CONTACTS	
  	
  
•  READ_CALENDAR	
  	
  
•  RECORD_AUDIO	
  	
  

– 581	
  applica?on	
  descrip?ons	
  	
  
– 9,953	
  sentences	
  

•  Evalua?on	
  setup	
  
– Manual	
  annota?on	
  of	
  the	
  sentences	
  
– WHYPER	
  for	
  iden?fying	
  permission	
  sentences	
  
– Comparison	
  to	
  keyword-­‐based	
  searching	
  



Evalua?on	
  Results	
  

•  Precision	
  and	
  recall	
  of	
  WHYPER	
  	
  
– Average	
  precision	
  (82.8%)	
  and	
  recall	
  (81.5%)	
  

•  Comparison	
  to	
  keyword-­‐based	
  searching	
  	
  
–  Improving	
  precision	
  (41.6%)	
  and	
  recall	
  (-­‐1.2%)	
  
– E.g.,	
  microphone-­‐blow	
  into	
  and	
  call-­‐record	
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Permission	
   Keywords	
  
READ_CONTACTS	
   contact,	
  data,	
  number,	
  

name,	
  email	
  
READ_CALENDAR	
   calendar,	
  event,	
  date,	
  

month,	
  day,	
  year	
  
RECORD_AUDIO	
   record,	
  audio,	
  voice,	
  

capture,	
  microphone	
  



Access	
  Control	
  Policies	
  (ACP)	
  in	
  
Requirements	
  Document	
  

•  Access	
  control	
  is	
  ooen	
  governed	
  by	
  security	
  policies	
  
called	
  Access	
  Control	
  Policies	
  (ACP)	
  
–  Includes	
  rules	
  to	
  control	
  which	
  principals	
  have	
  
access	
  to	
  which	
  resources	
  	
  

•  A	
  policy	
  rule	
  includes	
  four	
  elements	
  
–  Subject	
  –	
  HCP	
  	
  
–  Ac?on	
  –	
  edit	
  
–  Resource	
  -­‐	
  pa?ent's	
  account	
  
–  Effect	
  -­‐	
  deny	
  

“The	
  Health	
  Care	
  Personnel	
  (HCP)	
  does	
  not	
  have	
  the	
  
ability	
  to	
  edit	
  the	
  patient's	
  account.”	
  

ex.	
  



Overview	
  of	
  Text2Policy	
  

A	
  HCP	
  should	
  not	
  change	
  pa?ent’s	
  
account.	
  

An	
  [subject:	
  HCP]	
  should	
  not	
  [ac8on:	
  
change]	
  [resource:	
  pa?ent’s	
  account].	
  

ACP	
  Rule	
  

Effect	
  Subject	
   Ac?on	
   Resource	
  

HCP	
   UPDATE	
  -­‐	
  
change	
  

pa?ent’s	
  
account	
  

deny	
  

Linguis?c	
  Analysis	
  

Model-­‐Instance	
  Construc?on	
  

Transforma?on	
  
Xiao	
  et	
  al.	
  Automated	
  Extrac?on	
  of	
  Security	
  Policies	
  from	
  Natural-­‐Language	
  Sooware	
  Documents.	
  FSE	
  2012.	
  	
  
h;p://web.engr.illinois.edu/~taoxie/publica?ons/fse12-­‐nlp.pdf	
   



Example	
  Technical	
  Challenges	
  in	
  ACP	
  
Extrac?on	
  

•  Seman?c	
  Structure	
  Variance	
  
– different	
  ways	
  to	
  specify	
  the	
  same	
  rule	
  

•  Nega?ve	
  Meaning	
  Implicitness	
  
– verb	
  could	
  have	
  nega?ve	
  meaning	
  

ACP	
  1:	
  An	
  HCP	
  cannot	
  change	
  pa?ent’s	
  account.	
  
ACP2:	
  An	
  HCP	
  is	
  disallowed	
  to	
  change	
  pa?ent’s	
  account.	
  
	
  



Road	
  Ahead:	
  Yin-­‐Yang	
  View	
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App	
  
Descrip?on 

App	
  	
  
Code 

App	
  	
  
Permissions 

User-­‐Perceived	
  
Informa?on	
  	
  

App	
  Security	
  
Behavior	
  

o  Reason	
  about	
  user-­‐perceived	
  info,	
  
e.g.,	
  WHYPER	
  (	
  	
  	
  	
  )	
  

o  Push	
  app	
  security	
  behavior	
  across	
  
the	
  boundary	
  (è)	
  

o  Check	
  consistency	
  across	
  the	
  
boundary	
  (çè)	
  

o  Reduce	
  user	
  judgment	
  effort	
  (	
  	
  	
  )	
  

App	
  UIs,	
  	
  
App	
  categories,	
  
App	
  metadata,	
  
User	
  forums,	
  …	
  

[func?onal]	
  

[security]	
  



Text	
  Analy?cs	
  for	
  Mobile	
  App	
  Security	
  
and	
  Beyond	
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App	
  
Descrip?on 

App	
  	
  
Code 

App	
  	
  
Permissions 

taoxie@illinois.edu	
  	
  

App	
  UIs,	
  	
  
App	
  categories,	
  
App	
  metadata,	
  
User	
  forums,	
  …	
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