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Ransomware WannaCry hits Bengal power utility

The utility is now running the risk of witnessing larger numbers of PCs getting affected as this ransomware can infect other PCsin a
network and could reach into servers unless it has patched a vulnerability that this virus uses to hack computers.

To:chief.executive.officer@gotham.city.power.com
From:chief.security.officer@gotham.city.power.com

Debjoy Sengupta

Mr CEO---this message is not authored by your CSO. SOlUthnS
We are the Citizen's Alliance for Clean Energy, and we

have control of your cyber systems, in particular, of
your Moon River power plant. Ask your engineers,

they've lost control of the plant. *

Our software will cause destruction of its . A ——
generators by midnight tonight, unless you publically
announce the plant's immediate retirement. On seeing * oEEs——
this announcement we will tell you how you can disable
that timer. Be aware however that any subsequent ‘ *
actions not directly connected to a shutdown will |

trigger the destruction.

Happy Halloween! Better computer hygiene Training
Citizen's Alliance for Clean Energy
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