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Audience Poll:

How many here are using 
the NIST Framework?



• Cyber-Physical Systems (CPS) Framework

• Privacy Engineering Framework

• Baldrige Excellence Framework

• Framework for Improving Critical Infrastructure Cybersecurity (or the Cybersecurity Framework)

• Risk Management Framework

• NICE Framework (Workforce)

There Are Actually Several 
Relevant Frameworks to Leverage



• Learn a little of the history of the Cybersecurity Framework and why it has been 
developed in the way that it has

• Learn how the Cybersecurity Framework helps an enterprise to develop a business-
centric view of information security

• Learn how the elements of the Cybersecurity Framework can be applied to help your 
organization understand and manage risk

• Identify pointers to many resources that are available to help organizations implement 
the Cybersecurity Framework

• Understand how to use the 7 CSF Steps – especially the Profile component  - to help 
the organization document status and goals

We have several objectives to cover during the workshop



Cybersecurity Framework Charter

February 12, 2013

“It is the policy of the United States to enhance the 
security and resilience of the Nation’s critical 

infrastructure and to maintain a cyber environment 
that encourages efficiency, innovation, and economic 
prosperity while promoting safety, security, business 

confidentiality, privacy, and civil liberties” 

December 18, 2014
Amends the National Institute of Standards and Technology Act (15 U.S.C. 272(c)):

“…on an ongoing basis, facilitate and support the 
development of a voluntary, consensus-based, 

industry-led set of standards, guidelines, best practices, 
methodologies, procedures, and processes to cost-

effectively reduce cyber risks to critical infrastructure”

Executive Order 13636 Cybersecurity Enhancement Act of 2014



• Executive Order
▪ Be flexible
▪ Be non-prescriptive
▪ Leverage existing approaches, standards, practices
▪ Be globally applicable
▪ Focus on risk management vs. rote compliance

• Framework for Improving Critical Infrastructure Cybersecurity
▪ Referred to as “The Cybersecurity Framework”
▪ Informally referred to as the NIST CSF
▪ Issued by NIST on February 12, 2014

Executive Order 13636 asked for the creation of a 
Cybersecurity Framework applicable to all sectors



Who wrote the 
NIST 

Cybersecurity 
Framework?

One More Pop Quiz …



The Framework was developed in partnership among industry, 
academia, and government



• EO 13800 - Strengthening the Cybersecurity of 
Federal Networks and Critical Infrastructure

• Risk Management
▪ (ii) “…agency head shall use The Framework” and
▪ “…provide a risk management report within 90 days 

containing a description of the “…agency's action plan 
to implement the Framework.”

• Signed: May 11, 2017

Executive Order 13800 reconfirmed commitment to 
strengthening cybersecurity for Federal and CI



Defining cybersecurity programs is often about compliance



Compliance does not always mean secure



Other times security is not commensurate with the risk



The Framework establishes a common language within 
organizations and among external partners

*Figure 2 from the Framework for Improving Critical Infrastructure Cybersecurity v1.1 draft



The Framework established three primary components used to 
develop a holistic cybersecurity program



The Framework Core establishes a catalog of cybersecurity 
outcomes



The Framework Categories provide groupings of cybersecurity 
outcomes



Framework subcategories describe expected outcomes



There are several Proposed Category updates in the draft 
Framework Version 1.1



Organizations select an Implementation Tier based on their 
risk threshold



Organizations have applied the Implementation Tiers in 
different ways and at different levels



Profiles help organizations align & prioritize cybersecurity 
activities



• Current State Profile
▪ Present state of the organization’s unique cybersecurity program  

• Target State Profile
▪ Captures the to-be state for the organization’s cybersecurity program 

Current and Target state Profiles help organizations capture 
their cybersecurity program



Cybersecurity Framework target state profiles can help 
distribute and organize labor



Organizations identify business and mission objectives to 
initiate the process



The orient step aligns the business goals, assets, systems, 
and regulatory requirements for the program



A Current Profile captures the organizations policies, 
procedures, and practices



A Current Profile captures the organizations policies, 
procedures, and practices



A security risk assessment identifies those risks the 
organization must address



NIST 800-30, Guide for Conducting Risk Assessments, can 
help define risk to Acme’s infrastructure



Incorporating regulatory requirements with risks establishes a 
robust cybersecurity program



Next organization assess their current and target 
cybersecurity programs to identify gaps



The final step is to implement and monitor an action plan to 
close identified gaps



The NIST Cybersecurity Framework website includes 
resources to help industry use the Framework

https://www.nist.gov/cyberframework



A few Examples of Framework Industry Resources

Financial Services Sector 
Specific Cybersecurity “Profile” 

American Water Works 
Association’s Process Control 

System Security Guidance for the 
Water Sector

Cybersecurity Risk Management and Best 
Practices Working Group 4: Final Report

Italy’s National Framework for Cybersecurity

The Cybersecurity Framework in Action: An 
Intel Use Case



U.S. State & Local governments are also using the Framework

Texas, Department of Information Resources
• Aligned Agency Security Plans with Framework
• Aligned Product and Service Vendor Requirements with Framework

Houston, Greater Houston Partnership
• Integrated Framework into their Cybersecurity Guide
• Offer On-Line Framework Self-Assessment

North Dakota, Information Technology 
Department

• Allocated Roles & Responsibilities using Framework
• Adopted the Framework into their Security Operation Strategy

National Association of State CIOs
• 2 out of 3 CIOs from the 2015 NASCIO Awards cited 

Framework as a part of their award-winning strategy  
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NIST recently published additional guidance for using the 
Framework

Maritime Profile
U.S. Coast Guard Bulk Liquid 
Transport Profile

Self-Assessment Criteria
Baldrige Cybersecurity 

Excellence Builder

Manufacturing Profile
NIST Discrete Manufacturing 
Cybersecurity Framework Profile 



• The Roadmap:
▪ identifies key areas of development, alignment, and 

collaboration
▪ provides a description of activities related to the 

Framework 

• Roadmap items are generally:
▪ Topics that are meaningful to critical infrastructure 

cybersecurity risk management
▪ Focus areas of both private sector and the federal 

government
▪ Related to Framework, but managed as separate 

efforts
11

The Roadmap is a companion document to the Cybersecurity 
Framework



• Stakeholders should consider activities to:
▪ Customize Framework for your sector or community
▪ Publish a sector or community Profile or relevant “crosswalk” 
▪ Advocate for the Framework throughout your sector or community, with related 

sectors and communities. 
▪ Publish “summaries of use” or case studies of your Framework 

implementation.
▪ Submit a paper during the NIST call for abstracts
▪ Share your Framework resources with NIST at cyberframework@nist.gov. 
▪ Participate in Framework workshops

You can help promote and share your experience using the 
Framework



• Relevant news and information: 
▪ https://www.nist.gov/cyberframework

• Additional cybersecurity resources: 
▪ https://csrc.nist.gov/ 

• Questions, comments, ideas: 
▪ cyberframework@nist.gov

More information and resources are available on the 
Cybersecurity Framework website


